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b.21 HacTtpoiiku, 0OAMHAKOBBIE JIJII BCEX KITMEHTOB CEPBUCOB ......vvveerirereinireeerneneanns 99
[Tpunoxxenue B JlonmomHUTEIBHBIE JAHHBIE O COOBITHAX 0€30TACHOCT .o vvvveevvvennse 100

- DBOX 9



ITepedensb cokpaiieHUM PykoBOJICTBO aJIMUHHUCTpATOPa

uTC
APM
b/]
BIIO
ECUA
30
1B
VHH
1C
03V
oC
OLLIC
To
TII10
CK3U
CVYB]I
V3
v
Iy
e

)¢ DBOX

X-IDBox

IIepeyeHsb cokpameHu

coordinated universal time (BceMuUpHOE KOOPUHUPOBAHHOE BPEMS)
aBTOMaTU3UPOBAHHOE pabouee MeCcTo

0a3a JaHHBIX

0a3ucHOE MpOrpaMMHOE 0OecTieueHre

eNHAas CUCTeMa UICHTU(PUKAIINY U ayTCHTU(DUKAITIH
3aIAIIAEMBII OOBEKT

uHdopmalmonHas 6€30MacHOCTb
UJCHTU(UKAIIMOHHBI HOMEP HAJOTOTUIATEIbIINKA
uH(pOpMaMOHHAs CUCTEMA

OTepaTUBHOE 3aIIOMHUHAIOIIEE YCTPOMCTBO
oTiepaliioOHHas CUCTEMA

OpraHW3alMOHHO-IITaTHAS CTPYKTYypa

porpaMMHOE 0O0eCIIeUeHHE

MPUKJIAHOE TPOTPaAaMMHOE 00ECTICUeHHE

CPEIICTBO KpUTITOTpaduueCKON 3a1uThl HHPOPMaLIUU
CHUCTEMa yTpaBJIieHUs 0a3aMu TaHHBIX

yUY€THas 3anucCh

YJAOCTOBEPSIOIINI HEHTP

LEHTPaJIbHOE MPOLECCOPHOE YCTPOUCTBO

QJICKTPOHHAA IOAIINCH
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ITepeyeHb TEpMUHOB

PykoBOoACTBO aqMHUHUCTpATOPA

ABTOpHU3aLIUs

ATtpudlyTt

AyTtentuduxarys

JIByxdakTtopHas
ayTeHTU(PUKALIHS

JlnHamMuyeckoe
roJe

Hocryn

N nentudukartop

N nentudukamnus

HNurerpuposannHas
ncC
Nudopmarmonnas
cucrema

[TaponbHas
MOJINTUKA

)¢ DBOX

X-IDBox

IlepeyeHb TEPMUHOB

MPEA0CTaBIIEHNE CYyOBEKTY JTOCTYIIA MPaB JOCTYIIA, & TAKKE
peI0CTaBICHUE JocTyna B
YCTaHOBJICHHBIMU TTPaBUJIaMU YNIPABIECHUS JOCTYIIOM
IpU3HAK WM CBOWCTBO CyObEKTa JOCTyNa WIM OObEKTa
JocTyna

COOTBCTCTBHNU C

JCHCTBHS 10 MPOBEPKE MOIMHHOCTA CyOBEKTa AOCTyIa U
(wnn) oObeKkTa JOCTyna, a TakkKe MO IPOBEPKE
MPUHAIJIEKHOCTH CyOBEKTy aAoctyna u (Wid) OOBEKTY
JOCTyIa MPEAbSIBICHHOrO WAEHTU(PUKATOpa A0CTyna u
ayTeHTU(PUKAIMOHHON MHGOpMAIIIH

METOJI TPOBEPKH MOJJIUHHOCTH CyOBEKTa JO0CTyna Ipu
MOMOIIM 3amnpoca ayTeHTU(UKAIMOHHBIX JIaHHBIX JIBYX
pa3HBIX TUIIOB

MpU3HAK WIK CBOMCTBO Y3 moJib3oBarens, npoduist Y3
MOJIb30BATENsl WJIM OpraHu3aluu, J00aBiIsieMblil U3
BHEIIHUX MCTOYHUKOB, B T.4. MOXeT 3anaBarbcs HC
myTeM B3auMoJielcTBUs ¢ cepBrucoM X-1DBox

IIOJIyYECHUE OJIHOM CTOPOHOM UH(OPMAITMOHHOTO
B3aMMOJIEHCTBHSI BO3MOYKHOCTH HCIIOJIB30BAHHS PECYPCOB
JPYro¥ CTOPOHBI HH(POPMAIIMOHHOTO B3aUMOACHCTBUS
OpHU3HaK CyObeKTa JOCTyna WM O0bEKTa JOCTyNna B BUJE
CTPOKHM 3HAKOB (CHUMBOJIOB), KOTOPBIM HCIOJIB3YETCS IMpHU
UJeHTU(PUKAIIMK U OJHO3HAYHO ompenenser (yKas3bIBaeT)
COOTHECEHHYO C HUMU UJCHTU(UKAITTOHHYIO
uHbOpMaITUIO

JEHCTBUS IO MIPUCBOCHUIO CYObEKTaM M 00BbEKTaM JI0CTYyIa
UACHTU(UKATOPOB W/WUIU 10 CPABHEHHIO MPEIbSIBISIEMOTO
UACHTU(PUKATOPA C nepeyHeM MIPUCBOCHHBIX
UACHTU(PUKATOPOB

HNC, nmoakarouenHas k X-IDBox miad ucnojb30BaHHUS €€
CEPBUCOB
COBOKYMHOCTh  COJepKamielics B 0a3ax  JaHHBIX
uHdpopmaruu U o0ecreyuBaoOmux ee  o0paboTKy
MH()OPMAITMOHHBIX TEXHOJIOTUH U TEXHHYECKUX CPEACTB
HA0Op MHMHHMAJIbHBIX TPEOOBAHMS K XapaKTepUCTHUKaM

napoJsield, MUCHOJb3yEMBIX IOJB30BaTENEM Ul JOCTyna K
X-1DBox
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ITepeyeHb TEpMUHOB

PykoBOoACTBO aqMHUHUCTpATOPA

[HomuTuka —
aBTOpU3ALIUU

Ilonb30oBarenn —

[IpaBuna —
pasrpaHUYeHHUs
JOCTyTa

[Ipodunb yu€tHoit  —
3aIucu

II0JIB30BATENS

PazonokupoBanue  —
Pecypc —

Pons —

Cnucok —
paspemeHHbIX Y L]
Ynocroepsomuii =~ —
LHEHTP

Ynpasnenue —
JOCTYTIOM

)¢ DBOX

X-IDBox

MPaBUIIO
BBITIOJTHEHUS JICMCTBUA WJIA HECKOJBLKUX JICHCTBUU C

J0CTyIa,  OMNPENENSIoNnee  BO3MOXKHOCTh
peCypcoM UIIM HECKOJIBKUMHU pecypcaMy OJHOTO THUIa, IPU
HaJIMYUU Y MOJB30BaTENSl COOTBETCTBYIOIIMX Ha3HAYEHHBIX
poJieil U BBINOJHEHUU 33JJaHHOTO YCJIOBHSI TPUMEHUMOCTH
MOJINTUKHU aBTOPU3ALIUH

du3nyueckoe JHIO, NMEepBUYHAS HACHTU(PUKALUS KOTOPOTO
BBITIOJIHEHA B KOHKPETHOM cpenie (PyHKITMOHUPOBAHUS
npaBuia,  PErjaMEHTUPYIOIIME  YCJIOBHUS  JOCTYyIa

cyOBEeKTOB  jJocTynma K  OOBEKTaM  JIOCTyma B

aBTroMarusupoBanHou MC
Habop 3HaueHwil aTpuOyToB yueTHOMl 3amucu X IDBox,

OJIHO3HAYHO  aCCOLMMUPYIOUMH CyOBEKT JOCTyma C
opraHuzanue, B uUHTepecax (0T HMEHH) KOTOpOH
cyOBeKTOM JOoCTyna BBITTOJTHSIFOTCS oreparuu,

peanuzoBanHbie B X IDBox u UC, unterpupoBanHbix ¢ X
IDBox

BOCCTaHOBJICHHE MPEJOCTABICHHOIO JOCTYIAa CyOBEKTY
3alMIaeMblii  o0bekT uHTerpupoBanHod WMC, KoTopbsiid
UCIIOJB3YETCSl B MOJIMUTHKAX aBTOPU3ALUU M OTHOCUTCA K
ONpEICICHHOMY THUITY pecypca

NpEeAONpEIeICHHAas] COBOKYIHOCTh TNpaBWJ JOCTyma K
pecypcam (TIOJMTHUK aBTOPU3AIIMH), YCTAHABIMBAIOIINX
JOMYCTUMOE B3aUMOJICUCTBUE MEX Y CyOBbEeKTaMu JIOCTyTa
1 00BEKTaMH JIOCTYIIa

nepedeHb Y1, cepTudukatel, BbIJaHHBIE KOTOPBIMU, MOTYT
OBITH KcTIONB30BaHbl B X-1DB0OX
W WHIMBUAY AJIbHBIN
OCYUIECTBIISIIOIINE  (PYHKIMH
CO3JIaHUIO0 W BBIJa4e CEPTUPUKATOB KIIOYECH MPOBEPKHU
dynxuum,
npenycMmotpernbsie deaepanbubiM 3akoHOM OT 06.04.2011
Ne 63-®3

OTpaHUYCHHE M KOHTPOJb JOCTyna CyOBEKTOB JOCTyma K
ncC =

YCTAaHOBJICHHBIMH IIPABHUIIAMU PA3TrpaHUICHUA JOCTYIIA

HOPpUINYICCKOC JINI0

PEAIPUHUMATEIb, o

OJICKTPOHHBIX HOHHHCCﬁ, a TaKXE€ HHBIC

00BeKTaM A0CTyIla B COOTBCTCTBHUU C
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ITepeyeHb TEpMUHOB

PykoBOoACTBO aqMHUHUCTpATOPA

Yuyérnag 3amnmce
OJb30BaTENs

DneKTpOoHHAs
IOJIITUCH

)¢ DBOX

X-IDBox

JOTUYECKUN O00BEKT (COBOKYITHOCTh JAHHBIX
MoJb30BaTeNsl), cymecTByrommi B npenenax X-IDBox u
npencrapistonmii cyorekra goctyna B X-IDBox u UC,
MHTErpupoBaHHbIX ¢ X-IDBox

uHpopManMss B DJIEKTPOHHON  ¢opme,  KoTopas
IpUCOeIMHEHA K JApyrod HHPOpMAIMK B 3IIEKTPOHHOU
dbopme (moamuceiBaeMol HHGOPMAIMK) WX  HHBIM
oOpa3oM cBsi3aHa ¢ Takol HHpOpMalLUe H KOTOpas
UCIIOJIB3YETCs NIl OMpENIeTICHUS JIMIA, MOMUCHIBAIOLIETO
nH(pOpMAaIHIO
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OO0mue cBeeHUs PykoBOJICTBO aJIMUHHUCTpATOPa
X-IDBox

1. O0mue cBeneHud

1.1. Ha3znauyenue u ¢pynkuun X-IDBox

X-IDBox mpenctaBnser co0oil cucteMy UACHTU(DUKAINK, ayTeHTU(UKALUA U
pasTpaHUyYEHMs JOCTYIIA, UMEIOLIYO0 BCTPOCHHBIM MEXAHU3M YIIPABICHUS JOCTYIIOM.
X-IDBox ofecrneunBaeT TporeAypy eauHOoro Bxojga Bo Bce HUC,
uHTerpupoBanHbie ¢ X-IDBox, yTo mo3BonisieT BbIONHATH nepexon Mexay MC 0e3
noBTopHOM ayTteHTHuKammu. s kaxmon HMC Bo3MoOxkHA HACTpoilika CIOCOOOB
ayTeHTU(UKAIINH.
X-IDBox npenocTaBisieT clieayronme GyHKIHOHATbHbIE BO3MOKHOCTH:
1) Vnpasienune Y3 mnoab3oBarenci (mis Bcex WMC, WHTErpUpPOBaHHBIX C
X-IDBox, noaaepxuBaeTcsi €IMHbIMA KaTaJIoT MOJIb30BaTENEH ):
— perucrpanys I0Jb30BaTEICH, BKIIIOYasi CAMOCTOSTEIbHYIO PETUCTPALIUIO
MOJIb30BaTEIICH;
— 3arpy3ka CIucKa moJib3oBaTeliel u3 daia;
— 3arpy3ka U3MEHEHHUsI poJiel Moyib30oBaTeNel u3 ¢aina;
— U3MEHEHUE JTMYHBIX JAHHBIX M0JIb30BATEIICH;
— OJlokupoBaHuE (B TOM 4YHCIIe U BPEMEHHOE) W pa30jokupoBaHue Y3
MOJIb30BaTeIICH;
— yBEJOMJICHHE IOJIb30BaTeNell 00 omnepauusx, CBI3aHHBIX C JEUCTBUSMU
HaJl yYETHBIMU 3aIMUCSIMU.
2) YmupasneHue npodmissMu Y3 M0Ip30BaTEICH:
— no6OasieHue npoduieit Kk Y3 moiab30BaTeNe;
— 3arpy3ka npoduneit Y3 mons3oBareneit u3 daiina;
— penaKkTUpOBaHUE CBeJAEHUH 0 Mpoduisx Y3 moyib30oBaTeNeH;
— YNpaBJIEHUE NOCTYNOM K uHTerpupoBaHHbiM MC myTeM Ha3HaueHus u
(MK) CHATUS POJIEH;
— ympasieHue aoctynom k X-IDBoX myrem HasHaueHust u (WiIM) CHATHA

pouie;

&
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OO0mue cBeeHUs PykoBOJICTBO aJIMUHHUCTpATOPa
X-IDBox

— OnoxkupoBaHue (B TOM 4YHCJI€ W BpPEMEHHOE) H pPa30JIOKHUpPOBAHHE
npoduiielr Y3 nonp3oBarene;
— yBEIIOMJICHHE TMOJIb30BaTeNie 00 omnepalusaxX, CBSI3aHHBIX C YKU3HEHHBIM
LMKJIOM 3asIBOK Y YIIPABJIEHUEM JOCTYIIOM.
3) VYmpapicHHE POISIMU:
— U3MEHEHUE MapaMeTpPOB POJIE, B TOM YHCIE YNPABICHUE MPOLECCOM
COIrJIaCOBaHUS HA3HAYEHUS POJI;
— 3arpyska poJjei gocrymna u3 ¢aiina;
— DKCHOPT NEPEUHS POJIEH.
4) OOecricueHre OPUIUYECCKON 3HAYMMOCTH OIEpaldii B CHCTEME IyTeM
MOAMKUCAHUS 3a9BOK, POPMUPYEMBIX JJIsI KAKJIOTO BBITIOJIHSIEMOIO JIEHCTBUS B CUCTEME.
5) IIpocMOTp crMCKa OpraHU3alHid.
6) VYmpasienue cnirickoM paspermiéHHbIX YII: moGaeienue m ynanenue Y1 u3
CIIUCKA.
7) VYmnpasicHHe HaCTPOHKaMH OC30MACHOCTH U MAPOJIbHBIMU MOJUTHKAMH.
8) VYmpapneHue MabIoOHaMU YBEJOMJICHHUIN: CO3JIaHHE, M3MCHECHUE U yJAJICHUEC

11a0JIOHOB.

1.2. ®DOyHKHUOHAJBbHBIE POJIU

B X-IDBox B COOTBETCTBUM C HWMEIOIIMMHUCSI 30HAMH OTBETCTBEHHOCTHU
MIPEAYCMOTPEHBI Clenyronre GyHKIIMOHATBHBIC POJIH:
— Iloxwp30Bareds;

— CHCTEeMHBIN aIMUHUCTPATOD;

Anmunuctparop Ub;

— Menemxep UHPOPMALIMOHHOMN CUCTEMBI;

— Menemxep yu€THBIX 3alucei.

Kaxnas Y3 nonp3oBaTens HaeleHa ONPENEIEHHBIMA IPaBaMU B COOTBETCTBHUH

CO CBOEH poJIbIO, TOAPOOHBIN MepeueHb paB MpuBeAeH B PykoBoaACTBE MOJIb30BaTES.

&
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OO0mue cBeeHUs PykoBOJICTBO aJIMUHHUCTpATOPa
X-IDBox

Opnomy npoduito Y3 monb30BaTeNsi MOKET ObITh Ha3HAYEHO HECKOJIBKO poJIei
B X-IDBox (00s3arensHo BKItOUas poiib [lomp3oBarTes).

Ponp [lonp3oBarens mpucBanBaeTCsi aBTOMATHYECKH TP PETHCTPAITAN TTPOPHUITS
V3 mnonp3oBaTenss U HE MOJJIEKHUT OT3bIBY, a TAaK)KE€ W3MEHEHUIO CpPOKa JCHCTBHSL.
Onepauun, aocrynseie [losb30BaTeNto, BBIMOJHSIOTCS UM TOJBKO MO OTHOIICHUIO K
cBoel coOcTBeHHOM Y3 mojbp30Baresis U mpo(uiisiM, CBsI3aHH.

Hasznauate u or3piBats ponu B X-IDBox, a Takke U3MEHATh CPOKU UX JEHUCTBUS
MOXET TONbKO CHUCTEMHBIM agMHUHUCTPATOp. CHCTEMHBIM AIMHUHUCTPATOP MOKET
BBITIOJIHATh PETUCTPAIMIO TI0JIb30BaTeNiel, OJOKMpOBaHHE W pa3OjokupoBaHUE Y3
nojb30BaTeNeil, ympaBieHue mpoduiasiMu Y3 moJib3oBaresied,  I1abioHaMH
YBEIOMJICHHM.

Vmpasnenue pomsimu B WC, wunterpupoBanueix ¢ X-IDBoX, moctymHo
Menemxepy y4E€THBIX 3anuceid. Takyke eMy JOCTYITHO yIpaBiIeHUE Y 3 MOJIb30BaTENEH U
npoduisiMu Y 3 Mojib30BaTeNeH.

Menemxep nHGOPMAIIMOHHON CHCTEMBI MOXKET YIpPaBisTh ToJibko onHoit UC.
Bce onepanuu, qoctynasie MeHemkepy UHPOPMAIMOHHON CUCTEMBI, CBSI3aHbI UMEHHO
¢ ynpasnsiemon UC.

Anmvunuctpatopy Wb npoctynmHo OnokupoBaHue W pa30biokupoBaHue Y3
noJib3oBaTenel u npoduieit Y3 monbp3oBareseil, ynpaBieHUe CIUCKOM pa3peiiéHHbIX

VI u HacTporikamu 6€30MacHOCTH.

1.3. CocraB kommuiexkTa auctpudyrusos I1O X-1DBox
B ta6nuie 1 mpuBeneH komruiekT AuctpuOyTuBoB 10 X-IDBoX.

Tabmuua 1 — Kommnekt guctpudytusos [10 X-IDBox

o JAucTpudyTun
[II10 «Cepeuc ayrentudukanum» | Xidbox-authentication-[version].[commit].x86_64.rpm

Monayns GunsTparuu 3amnpoco k | Xidbox-authn-gateway-[version].[commit].x86_64.rpm
nC

TIT1O «CepBHC aBTOPH3AIMI» xidbox-authorization-[version].[commit].x86_64.rpm
[I1O «Cepauc 06padboTKH xidbox-backend-[version].[commit].x86_64.rpm
JTaHHBIX»

&
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OOmue cBeneHusA

PykoBOoACTBO aqMHUHUCTpATOPA

X-IDBox

Imo

Juctpudyrus

[ITIO «Moaynb OTIIpaBKU
yBeAOMJICHUH HH()OPMALIMOHHBIM
CUCTEMaM C UCIOJIb30BaHUEM
Kafka»

xidbox-callback-kafka-[version].[commit].x86_64.rpm

ITI1O «Monynb oTHpaBKU
yBEeIOMJICHHH WH(POPMAIIMOHHBIM
CHCTEMaM C UCIOJIb30BAHUEM
RabbitMQ»

xidbox-callback-rabbit-[version].[commit].x86_64.rpm

[ITIO «Moaynb OTIIpaBKU
yBeAOMJICHUH HH()OPMALIMOHHBIM
CUCTEMAaM C UCIIOJIb30BaHUEM

REST»

xidbox-callback-rest-[version].[commit].x86_64.rpm

ITI10 «Moaynb noanucanus ¢
ucnonb3oBanuem Kpunrollpo»

xidbox-crypto-[version].[commit].x86_64.rpm

[TI1O «CepBuc paboTsl €
OCHOBHBIMH bJI»

xidbox-database-[version].[commit].x86_64.rpm

[ITO «CepBHC CHHXPOHU3ALUH
JTAHHBIX KaTaJIOrOB»

xidbox-directory-synchronization-
[version].[commit].x86_64.rpm

Monynb OanaHCHPOBKU
BHYTPCHHHX 3alIPOCOB

xidbox-eureka-[version].[commit].x86_64.rpm

ITITO «CepBuc B3aMMOIEHCTBUS C
N0JIb30BaTEIbCKUM HHTEp(eiicom
YIPAaBIEHUS JOCTYIIOM

xidbox-frontbackend-[version].[commit].x86_64.rpm

IO «Ilonb3oBaTenbCKuit
uHTepdelic ynpaBaeHUs
JOCTYTIOM»

xidbox-frontend-[version].[commit].x86_64.rpm

[TI1O «CepBuc uaeHTUPUKAITII)

xidbox-identification-[version].[commit].x86_64.rpm

I[TI1O «CepBuC HHTETPALUH C
LDAP-karanoramm»

xidbox-Idap-[version].[commit].x86_64.rpm

IO «Cepauc 06paboTKH
3asIBOK»

xidbox-orchestrator-[version].[commit].x86_64.rpm

ITTIO «CepBuc opranuzanuu
BBITIOJTHEHUA 3asIBOK»

xidbox-orchestrator-helper-[version].[commit].x86_64.rpm

[MTTIO «CepBuC U3MEHEHUS
3asIBOK»

xidbox-order-[version].[commit].x86_64.rpm

ITITO «Cepsuc 3arpy3ku
OpraHu3aumn»

xidbox-organization-[version].[commit].x86_64.rpm

[ITO «Cepsuc 3arpy3ku OLLIC»

xidbox-organizational-structure-
[version].[commit].x86_64.rpm

IITO «CepBuc 3arpy3Ku poJIeBbIX
MOJIEJIEN»

xidbox-role-politics-upload-[version].[commit].x86_64.rpm

ITI1O «CepBuc aBTOMaTHYECKHUX

onepanuin»

xidbox-scheduler-[version].[commit].x86_64.rpm

). DBOX
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OOmue cBeneHusA

PykoBOoACTBO aqMHUHUCTpATOPA

X-IDBox

Imo

Juctpudyrus

[TITO «CepBuc obecnieueHuUs
LEJIOCTHOCTU JAHHBIX)»

xidbox-signature-[version].[commit].x86_64.rpm

[I1O «Ilonb3oBaTenbCKUA
uHTepdeiic ayTeHTuhUKaIm»

xidbox-signin-[version].[commit].x86_64.rpm

[ITO «CepBuc pabOTHI C JAHHBIMU

xidbox-state-machine-database-

3asBOK» [version].[commit].x86_64.rpm

I[TI1O «CepBurc pabOTHI € xidbox-state-machine-queue-[version].[commit].x86_64.rpm
O4YCPEABIO 3a5ABOK»

I[TITO «CepBuc paboTHI C xidbox-storage-[version].[commit].x86_64.rpm

HUCXOOHBIMU JAHHBIMHU 3a51BOK))

[ITO «CepBuc 3arpy3xu xidbox-user-profile-upload-[version].[commit].x86_64.rpm
Ha3HAYCHUM

[I1O «CepBuc peructpauuu u
M3MEHEHUS JaHHBIX
MOJIb30BaTENC»

xidbox-user-upload-[version].[commit].x86_64.rpm

[ITO «CepBuc Banuaanuu
JTAHHBIX)

xidbox-validation-[version].[commit].x86_64.rpm

[ITO «CepBuC BBINOTHEHUS

ABTOMATHYCCKUX PACUCTOB»

xidbox-request-background-processing-
[version].[commit].x86_64.rpm

). DBOX
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VYcnoBus npuMEHEHUS PykoBOoACTBO aqMHUHUCTpATOPA
X-IDBox

2. YCi10BUA IPUMEHEHUSA

Bce xommonentel X-IDBOX mocraBnsiorcss B BuAe [PM-TIAKETOB |
pPa3MeIarTCs TOIBKO Ha BUPTYAJTbHBIX MAIlTHHAX M CEPBEpaXx.
CrnenmanbHble  TpeOOBaHUS K  HACTpOWKe OOOpYyIOBaHUS  JIOKAIBHOU

BBIYHCJINTEILHON CETU U CETEU nepcaad AaHHbIX HC IIPCABABIIAIOTCA.

2.1. TpeOoBaHus K cepBepHON YacTH

i xoppektHoro ¢yHkuuoHupoBaHusi cepBucoB X-IDBox nHeob6xomum
NepeyYeHb BUPTYyaIbHBIX MaliH 1o yrpasieHuem OC LiNuX ¢ makeTHBIM MEHEKEPOM
rpm, Bxoasuend B peectp oreyectBeHHoro 10, ¢ xapakrepucTuKaMHu W3 pacyera Ha

OJIUH CEPBHC HEC HUXKC.

— HITY — Core 4,
— O3Y -16T5;
— HDD - 200 I'b.

2.2. TpeooBanusi k APM nojin3oBartest

Jns xoppektHoit paborsl X-IDBox nHa APM mnonb3oBatens HeoOXxoauma
ycraHoBka u HacTtpoiika CK3U u Be6-Opay3epa.

X-IDBox noaaep>KuBaeT COBMECTUMOCTD CO CJICAYIOIIUMU:

— Chromium-GOST Bepcun 112.0.5615.165 niu Bbliie;

— Sunekc.bpay3zep Bepcun 21.11.4.727 nnm BeiIE.

Jis paboTel € TMONB30BATENBLCKUM HHTEp(eEiicoM ympaBieHUs AOCTYIIOM
X-IDBox neobxonumo CK3U «Kpunrollpo CSP» Bepcun 4.0 unum Bbllle, a BMECTE C
HuM — «Kpumnrollpo DIIT Browser plug-in» Bepcuu 2.0.

[Tonpobroe omucanue noarotroBku APM monp3oBatens k pabore ¢ X-IDBox

IIPUBCACHO B PYKOBOILCTBC IMOJIB30BATCIIA.

&
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VYcnoBus npuMEHEHUS PykoBOoACTBO aqMHUHUCTpATOPA

X-IDBox

2.3. Tpe6oBaHus Kk He00OX0AMMOMY YPOBHIO KBaJIM(PUKANH

aIMHMHHUCTPAaTOpa U PEKOMECHIAIIUA 110 OCBOCHHIO MOACUCTEMBI

AJIMUHUCTPATOP OJKEH 00JaaTh CACAYIONMMU 3HAHUSIMU U HABBIKAMU:

— HaBBIKH pabOTHI C IEPCOHATHLHBIM KOMITBIOTEPOM;

— HaBBIKU paboTHI ¢ Be0-0003peBaTenem;

— 3HaHue npotokosoB SOAP, REST;

— Habiku paboTsl ¢ BITO u [I10, ucnonszyembim Ha cropone UC;

— onbIT agMuaucTpupoBanus OC cemerictBa Linux;

— onbIT pabotsl ¢ Postgres Pro Ent., NoSQL CYBJl (Redis), BeO-cepBepamu
(Nginx, Tomcat);

— 3HAKOMCTBO C cUcTeMaMu MOHUTOpHUHTa (Zabbix, Grafana, Prometheus).
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X-IDBox

3. YKa3zaHuf Mo KOMILIEKCHOH HAJIaJKe

3.1. IlepedeHn pecypcoB, HeOOXOAMMBIX /sl IPOBEIEHUSI KOMILIEKCHOM

HaJaaAKH

Jlnst mpoBeneHHs KOMIUIGKCHOW HaJIaAKW HEOOXOIUMBI TTOATOTOBIICHHBIE
BUPTYyaJIbHbIE MAIIIUHBI JIJI1 YCTAHOBKU cepBUcOB X-IDBOX, MuHMMaIbHbIE TPEOOBAHUS

K KOH(pUTYpaIuu KOTOPBIX MPUBEACHBI B 1. 2.1.

3.2. YcjoBHsI, TPH CO0JIIOIEHUN KOTOPbIX BO3MOKHO IIPOBEIeHUE

KOMILJIEKCHOM HaJIaJKH

KommuiekcHast Hanmaika mpoBOIUTCS MPU HATWIHH:
— nokymentanuu X-1DBox;

— muctpudytuBos X-1DBox (ITI1O).

— nuctpudytuBoB bBI1O, CYB/I.

3.3. IlepedeHb U MOCJIEA0OBATEIBLHOCTH PA0OT MO0 KOMIJIEKCHOM HalagKe

KomMriekcHast Hajlajika MpoBOJUTCS B CIEAYIOLIEN TOCIEA0BATEIIbHOCTH:

1) TMoaroToBka cepBepa WJIM BHPTYIBHBIX MAaIIMH JJIS  yCTaHOBKH
komrnoHeHToB X-1DBoX.

2) Ycranoska BITO u CYB/I.

3) IMoaroroBka KOH(DUTYpALIMOHHBIX (HAHIIOB.

4) VYcranoska cepsucoB X-IDBox.

5) Hacrpoiika cepBucos X-IDBOX.

3.4. TpeboBanus k onepanuonHoi cucreme «PEJ[ OC»

Obs13aTenbHble TpeboBaHus K onepanuonHoit cucreme «PEJ] OC»:

— Bepcus He Huke 7.3.1;
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— craTudeckue HacTpoiiku nmpotokona TCP/IP;

— peructpanus cepsepa B DNS;

— HaJW4Ke MPUBUWICTUPOBAHHOIO MOJIH30BATENS JJIs1 YCTAHOBKH;

— HACTPOCHHBIM WJIM BBIKIIOUEeHHBIH SELinux;

— HACTPOCHHas CIy’k0a CHHXPOHHU3AIIMH BPEMEHH C KOHTPOJIJIEPOM JIOMEHA,;

— HACTPOCHHBIN WM BBIKIIOYEHHBIA MEKCETEBOM IKPaH.

3.5. ¥Ycranoska u Hactpoiika CYB/I Postgres Pro Ent.

Y cTaHOBUTE U HACTPOUTE TO KOIMYECTBO KitacTtepoB Postgres Pro Ent., koTopoe
OTpeJIeICHO B 3aBUCUMOCTHU OT cxeMbl pa3BepTbiBanus [1110 X-IDBoX, B cooTBeTCTBUU
¢ opUIIHAIBHON TOKYMEHTAITUEH:

https://postgrespro.ru/docs/enterprise/15/tutorial-install

3.6. Co3nanue cxem B/

TpeboBaHus K cEpBEPY, HA KOTOPOM IJIAHUPYETCS co3nanue cxem b/I:

— cepsep ¢ ycranoBieHHoi OC «PEJ[ OC» Bepcuu He Hke 7.3.1 moAroToBiIeH
K yCTaHOBKe cepBucoB (1. 3.4);

— ycranoBieHa u Hactpoena CYBJ] Postgres Pro Ent. Bepcun He Huxe 14 u

HaxozsIercs B goarocpounoi noyaepxke (LTS) (m. 3.5).

3.6.1. Coznanue cxem B/l X_idbox_database

Ha mo6om ceppepe kiactepa Postgres Pro Ent., mpennasznauennoro nisi BJJ
x_idbox_database, coznmarite BJ] X_idbox_database. CxeMbl 1 TaOJIHIIBI OYIyT CO3/IaHBI

ABTOMATHYCCKU IIPU YCTAHOBKC U 3aIlYCKC CCPBUCOB CHCTCMBI.
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3.6.2. Coznanme cxem BJI x_id_box_scheduler

Ha mobom cepBepe kimactepa Postgres Pro Ent., mpennasnauennoro mis b/l
X_id_box_scheduler, cosmaiite B/l x_id_box_scheduler. Cxemsl u Tabmumbr OymyT

CO3aaHbl aBTOMAaTHYCCKHU IIPHU YCTAHOBKE U 3aITyCKC CCPBHUCOB CUCTCMBI.

3.6.3. Co3nanme cxem B/JI storage

Ha mob6om cepBepe kiactepa Postgres Pro Ent., mpennasnauennoro mnsi b1
storage, coznaiite b/] storage. CxemMbl u TaOIHIIBI OYYyT CO3/IaHBI ABTOMATUYECKH MPU

YCTAHOBKC M 3aIlyCKC CCPBUCOB CHUCTCMBI.

3.6.4. Cosnanue cxem B/ state_machine_queue

Ha mo6om cepBepe kiactepa Postgres Pro Ent., mpennaznauennoro misi b1
state_machine_queue, cosnarite BJI state_machine_queue. CxeMbl U TaOIUIBI OyIyT

CO3aaHbl aBTOMAaTH4YCCKHU IIPHU YCTAHOBKC U 3aIlyCKC CCPBHUCOB CUCTCMBI.

3.6.5. Co3nanme cxem BJ[ sm

Ha moGom cepBepe kiactepa Postgres Pro Ent., npennasnauennoro ans bJI sm,
coznaitite bJ[ sm. Cxembl 1 Tabyuibl OyAyT CO3/1aHbl ABTOMATUYECKH TIPH yCTAaHOBKE U

3aITyCKE CEPBUCOB CHCTEMBI.

3.7. ¥YcranoBka u HacTpoiika CYB/I Redis

YcTaHOBHTE W HACTPOWTE TO KOJIHMYSCTBO KiactepoB Redis, koropoe
OMpEeIeNICHO B 3aBUCUMOCTHU OT cxeMbl pazBepThiBanus [1I1O X-IDBoX, B cooTBeTCTBUM
¢ opuIMaNbHON JOKYMEHTAITUEH:

https://redis.readthedocs.io/
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4. TlonroroBka KOH(PUTIypPaUMOHHBLIX (ailyioB

4.1. daiig koHpUrypanum u B3auMo/ieliCTBHUSsI CEPBUCOB

Cosnaiite koH(pUTrypanmoHHBIH (aitm 1o oOpasiy «xidbox.properties» (u3
MpWIaraéMbIX JUCTPUOYTHUBOB), NMPUHUMAs BO BHUMAHHWE KOMMEHTApHUHU IO TEKCTY
(daitma obOpaszna. PacimiupeHHbIH  CIIHUCOK  HACTPOEK CEPBUCOB  TIPUBEIEH B

[Ipunoxenun b.

4.2. @aiiabl kKoH(Urypauuu Bed-cepBepa

Coznaiite koH(purypanuonusie (Qaitiel mo oOpasiy (¢daiioB U3 apxuBa
«nginx.zip» (U3 mpuIaraeMeIx TUCTPUOYTHBOB), IPUHIUMAsE BO BHUMaHUE KOMMEHTapUU

10 TeKCTY (paitiioB oOpasIoB.

4.3. Daiinbl koupurypauuu Moayas ¢puasTpanun 3anpocoB k UC

Coznaiite koH(puUrypauuoHHele (Qaitniel mo oOpasuy ¢GailaoB M3 apxuBa
«authng.zip» (M3 mnpuIaraeMelx JUCTPUOYTHUBOB), TNpPUHUMAsT BO BHUMAaHHE

KOMMEHTApHUU M0 TEKCTY (aitioB oOpasiioB.

4.4. Daiig KoHPUTypalH BeleHUS KYPHAJIOB

Co3pnaiite kKoH(pUryparroHHblii (aiin mo odpasiy «logback-spring.xml» (u3
NpUIaracMpiX JUCTPUOYTUBOB), MPUHMMAsh BO BHHUMAaHUE KOMMCHTApPHH IO TEKCTY

¢aiina oOpasia.

4.5. daiinbl koupurypanun Kerberos

Ecan HGO6XOI[I/IMO npeaoCTaBUTL II0JIb30BATCIIIM  BO3MOKHOCTH BXOAa C

JOMEHHBIMH YYETHBIMH 3aIHCSMH, CO3/IaliTe KOHQUTYpalMOHHbIE (aiibl «jaas.conf» u
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«krb5.conf» mo oOpasmy aittoB u3 apxumBa «kerberos.zip» (M3 mpHIaraeMbIxX

AUCTPUOYTUBOB), IPUHUMAsI BO BHUMaHUE KOMMEHTAPHUH 110 TEKCTY (haifjoB 00pa3iios.
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YcTraHoBKa CUCTEMBI PykoBOoACTBO aqMHUHUCTpATOPA
X-IDBox

5. YcraHoBKa cHCTEMBI

5.1. ¥YcranoBka u Hactpoiika IIT10 «CepBuc ayreHTHHUKATNID)

5.1.1. IlpeaycnoBus

— CepBep COOTBETCTBYET TpeOOBaHUSAM, IPUBEACHHBIM B 11. 2.1.

— YcraHoBneHbl U HacTpoeHbl kiactepsl Postgres Pro Ent., npegnaznaueHnble
JUTs1 pabOTHI C CEPBUCOM.

— YCTaHOBJEHBI U HaCTPOCHLBI KJIIACTCPhI Redis, IMPCAHA3HAYCHHBIC IJIA pa60TBI
C CEPBHUCOM.

— IIpenocraBneH 1OCTyN K PENO3UTOPHUIO, COAEPKAIIEMY YCTAHOBOYHBIN ITAKET
Java Axiom JDK Certified Bepcuu 17.

— Ecan HGO6XOI[I/IMO MpcaoCTaBUThL IIOJIB30BATCIIIM BO3MOKHOCTH BXOIa C
HCIIOJB30BAaHUEM JOMEHHBIX YYETHBIX 3aIlicei, MoTpeOyercs HaCTPOUTh CIIyKOY
CHUHXPOHH3alIN BPCMCHH C KOHTPOJJICPOM JOMCHA. I[aHHaSI oIicpanus BBIIOIHACTCA B

COOTBETCTBHUM C TpeOoBaHUsIMU K omeparimoHHou cucteme «PEJ] OCy, onucanHbIMU B

. 3.4.

5.1.2. ¥YcraHoBka

Ha cepBepax, mpenHa3Haue€HHbIX AJI1 YCTAaHOBKHM CEpBUCA ayTEHTU(]HKAIUH,
ycranoBute [IIIO «CepBuc ayreHTHGUKALMUW» W3 TpUTAraeMbIX IUCTPUOYTHBOB B

COOTBETCTBHU C TaOuiei 1.

5.1.3. Hacrpoiika

B aupexropuio «/opt/xidbox/config» ckonupyiite ¢aitn KoHGHUTyparuu U
B3aUMOJICHCTBHSI CEPBUCOB, MOATOTOBJICHHBIA B XOj€ BbIMOJHEeHUs 1. 4.1, ¢ uMeHeM

«xidbox.properties».
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Hns  koppekTHOM pabothl mepen 1miepBbiM  3amyckoMm IIIIO  «Cepsuc
ayTeHTH(PUKAINI» HEOOXOAMMO CTEHEPUPOBATh M HACTPOUTH KITFOUW JISl TIOAMTUCAHUS
CECCUOHHBIX JTAHHBIX MOJb30BaTeNiei. {1 3TOro BBIOIHUTE AEWUCTBUS, ONMCAHHBIE B
n. 5.1.3.1.

Ecnu HeoO0XoauMoO MpenoCTaBUTh IOJIb30BATENSIM BO3MOXKHOCTH BXOJla C
JIOMEHHBIMH YUYETHBIMHU 3alUCsIMHU, MOTPeOyeTcs HACTPOUTh KOHTPOJUIEp JOMEHa U
IITIO «CepBuc ayteHTuduxkanuu». B TpPoTHBHOM ciydae JaHHas HACTpOilka He
Tpedyercs.

B 3aBuCMMOCTH OT HMCIOJIB3yeMOTO THIIAa KOHTPOJUJIEpAa JOMEHa HEOO0XOIUMO

BBITIOJTHUTH HACTPOUKH B cooTBeTCcTBUU ¢ 1. 5.1.3.2,5.1.3.3 1 5.1.3.4.

5.1.3.1. FeHepauml KJII04Yen AJIA MMOAIMUCAHUA CECCHOHHDBIX JaHHBIX

J1J1s TeHepanyy 1 HACTPOMKHU MCITOJIb30BAHUS KITHOUEH

1) CrenepupyiiTe  KIHOYM IS TOJNUCAHUS  CECCHOHHBIX  JIAHHBIX
mojb3oBaTeneii, xpausmuxcs B Buiue JWT B Opaysepe mosb3oBarens. Jias storo
Mpe/iaraeTcsl UCMOJb30BaTh YTUIUTY keytool, ucnonHseMbiit daiia KOTOpoil BXOAUT B
Habop uHctpymenTtoB Java (JDK).

JIJ1s TeHepanyu KIIF0YEH BBITOJIHUTE KOMaHTY:

keytool -genkey -keyalg RSA -alias xidbox-auth-
token -keystore xidbox-jwt.jks -keysize 2048 -
storetype JCEKS

re:

— genkey — TEHEpPHPYET HOBYIO TMapy KIIOYEH (OTKPHITHIN/3aKPHITHIHN
KJIIOY);

— keyalg — BbIOMpaeT airoput™ mmpoBaHus, B JaHHOM ciiydae RSA;

— alias — ycTaHaBIMBAEeT METKY MJIA ATOW Mapbl KIOYEH B XPaHWIIHUILE.
Mo>kHO BBIOpATh JF000€ HAMMEHOBAHUE;

— keystore — HauMeHOBaHuUe (pailyia XpaHUIUIIA KITIOYEH;

— keysize — ompexmenser pasmep kmwoda (B Outax). 2048 — 310

CTaHAAPTHBIN pa3Mep, 00eCTIeUnBAIONTNI XOPOIITYI0 O€30TaCHOCTD;,
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— storetype — TUI XpaHWUJIUIIA KIIOYEH 71 CO3/IaHMs HK3EMILISPA.

3aTreM BBeAUTE MapoJib IS XpaHWIMINA M 3aMoJHUTE HWHGOPMAIUIO O
Biajenble kiaoua (PO, opranuzanus u T.1.).

2) Hactpoiite IIIIO «CepBuc ayTeHTUPUKAUUU» JJISI  HUCIOIb30BAHUS
CT€HEepPHUPOBAHHBIX KJIIOUeH. JJig 3TOro U3MEeHHUTE mapameTpsl B (aitie KoHPUrypauuu

«xidbox.properties»:

— Unentudukarop (amuac) ceprudukata 1t mogmnucu JWT:
xidbox.authentication.service.jwt.jwt-certificate-
alias

— IlyTh K XpaHWIHIILY, TJE JISKUT KITt04 U ceptudurar ais nognucu JWT:

xidbox.authentication.service.jwt.keystore-file

- HapOJIB OT XpaHWIMIIA U IIPUBATHOI'O KJII0Ya.

xidbox.authentication.service.jwt.keystore-password
— Yacrora ooHoBnenust JWT, B cekyHax:
xidbox.authentication.service.jwt.refresh-ttl-
second

[Ipumep HACTPOUKU:
xidbox.authentication.service.jwt.jwt-certificate-
alias=xidbox-auth-token
xidbox.authentication.service.jwt.keystore-
file=file:./jwt/xidbox-jwt.jks
xidbox.authentication.service.jwt.keystore-
password=gwerty
xidbox.authentication.service.jwt.refresh-ttl-
second=30

B npumepe nmnpuBeiaeH cnocoO yKa3aHWS OTHOCUTEIBHOTO IyTH OT
ucnoausemoro ¢aiina [II10 «CepBuc ayteHTUPUKAIIMN) K CTeHEpUPOBAHHOMY (aitny ¢
KJIFOYaMHU.

Onucanue Kaxa0ro napaMmeTpa npuBeAeHo B npuiioxkenuu b.4.

&
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X-IDBox

5.1.3.2. Hacrpoiika 10MeHHOH ayTeHTH(UKAIUN HA CTOPOHE

KOHTpoJ1epa jomena Active Directory

JInst HaCTpOMKH JOMEHHOW ayTEeHTU(MKAIIMK Ha CTOPOHE KOHTPOJIJIEpA JOMEHA
Active Directory neo0xoaumo:

1) Co3naTh CEpPBHCHYIO YUETHYIO 3aITHCh.

2) JoGaBuTh NCEBAOHUMBI JIJISI CEPBUCHOM ydeTHoU 3amucu (Service Principal
Name).

3) Jlo6asuth xocT B DNS Active Directory.

4) CrenepupoBats keytab-daiin.

Jnst co3pmanus cepBUCHOM ydeTHOW 3amucu B Active Directory BBINOJHHUTE
CIEIYIOIINE JECUCTBUS:

1) Ha koHTpoiepe nomeHa nepeitnute B [laneas ynpaBiieHus.

2) B pazmene AamunucrpupoBanue BbiOepuTe NyHKT Ilosib3oBaTenu u
komnbroTepbl Active Directory.

3) B HyxHOW AUPEKTOPHHM JOMECHA CO3JalTe HOBOTO IOJIb30BATENS C
orpeeieHHbIM uMeHeM. Hampumep, Xidbox.

4) JIns co3MaHHOW yYeTHOW 3alluCH PEKOMEHIYETCS 3aJaTh TMOCTOSHHBIN
[1apoJib U OTKJIKOYUTH UCTEUEHUE ETO CPOKA JECHUCTBUS.

5) B cBoicTBax CO3MaHHOM YYETHOM 3amMCH Ha BKJIQJKE YUYeTHasl 3aluCh
yctaHoBute (¢uar JlanHasm ydyeTHasm 3amuMch TOAAep:KUBaeT 256-paspsigHoe

mudposBanue (puc. 1).
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CeoiicTea: xidbox T X

COpraHusawan I YneH rpynn I BxopAwme 3s0HKKM I Cpena | CeaHcel

YoaneHHoe ynpaeneHne

Mpodmne cryxb yoanerHe pabiouwn: cTonos | COM+
Oiwwe I Anpec | YueTHan samucs | Mpodune I TenemoHs! I Lenervpoeaque

MMA Exoga NoneSoBaTENA:

[HTTPAidbox.domain.local | [@domain.local v]
Wrn exopa nonesosatenn (npea-Windows 2000):
| DOMAINY | |:ddbox |
| Bpemna exona... | | ExonHa... |
[] Pazfinokmposate yueTHYK SamWce
IMapamMeTpel yueTHOR SanmcK:

[1Wcronbsosats sl wkdposarna Kerberos DES ana aToi -~

[] DanHan yuemHan sanuce nopnepsvsaeT 128-pasproHoe

[anHan yseTHan sannce NoAnepveaeT 256 paspaoHoe

[] Be= npeasapwTENEHOIA NpoEEPKK NoANMHHOCTH Kerberos W
CpoK 0eicTEWA yYsTHOW SarMcK

(®) Huwor oa

) WcrexaeT: |13 mapta 2025r. El |

Pucynoxk 1 — Hactpoiika yuetHoit 3anucu B Active Directory
Hns noGaBieHus TMCEBJOHUMOB [IJIi CEPBUCHOM Yy4YeTHOW 3amucu B Active
Directory BbIOJIHUTE CIICAYOIINE ICHCTBHS
1) OTkpoiiTe KOMaHIHYIO CTPOKY C IMPpaBaMH aJMHUHUACTPATOPa Ha KOHTPOJLIEPE
JIOMEHA.
2) Hcnomnp3yiiTe clieayronyo KoMaHay i 1ooasneHuss SPN:

>setspn -A HTTP/xidbox.domain.local domain\xidbox
rie:
— HTTP/xidbox.domain.local — uMs cepBUca U JOMEHA,

— domain\xidbox — UM CEpBUCHON YUYETHOU 3alIMCU B IOMEHE.

3) g npoBepkH 3aperucTpupoBaHHbiX SPN UConb3yiiTe KOMaHy:

setspn -L domain\xidbox

[Tpumep BBITIOJTHEHUST KOMaH/IbI:
> setspn -L domain\xidbox
Registered ServicePrincipalNames for
CN=xidbox, CN=Users, DC=domain, DC=local:
HTTP/xidbox.domain.local

4) VYoemutech, yTo Bee HeoOXoauMblie SPN 100aBIeHbI KOPPEKTHO.
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Hns no6aBnenuss xocta B DNS Active Directory BBINOJHUTE ClEAYIOIIUE
JCUCTBUS:

1) Ha xonTpoimepe qoMeHa neperiaute B [laHen ynmpaBjieHusl.

2) B pazgenc AnMunucTpupoBanue BbiOepute myHKT JIucmeryep DNS.

3) Ilepeiinute B 30HY MPAMOro MPOCMOTPA U BHIOCPUTE HYXKHYIO JTOMEHHYIO

30HY.
4) Cosnaiire 3anuch (A wu AAAA).
5) B nmosie Ums BBenute nMs xocta. Hanmpumep, Xidbox.
6) B moxe IP-aapec BBeaute IP-ampec cepsepa.
7) Haxwmure 106aBUTH y3es U IOATBEPUTE CO3IaHUE 3aMUCH (pHC. 2).
8) YOenurtech, 4TO HOBas 3aIUCh MOSBUJIACH B CITUCKE.
Hoewiw yzen -

MMA (BCnM HE YKE3aHD, MCNONb3YETCA POAMTENECKMIA SOMEH):

| widbox |

MonHoe foMeHHoE MMA (FODM):

| xidbox,. domain.local |

IP-anpec:

| 192.168.0.1 |

|:| CoznaTte cooTBETCTBYHW YD FTR-3anuce

[ ] PaspewaTs nobomy Npowenweny NPOBEPKY NOML30BETENHKD

obHoBRATE DNS-3aMKoM © TEKKMM e MMEHEM BRadenbua
NobaErTe y3en| | OTmeHa |
Pucynok 2 — Jlo6asnenue 3anucu xocta B DNS Active Directory
s renepanuu Keytab-daiima B Active Directory BBIMTOJHUTE CIEIYOIINE
JIeHCTBUSA.

1) OTkpoiiTe KOMaHIHYIO CTPOKY C IIPpaBaMu aIMHUHHCTPATOPA.
2) BeimonHMTE ClieAyONyI0 KOMaHIy ms co3nanus keytab-gaiina (mpumep

s cepeuca HTTP/xidbox.domain.local):

ktpass -out xidbox.keytab —-princ
HTTP/xidbox.domain.local@DOMAIN.LOCAL -mapuser
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domain\xidbox -crypto AES256-SHAl -ptype
KRBS NT PRINCIPAL -pass *

re:
— HTTP/xidbox.domain.local@DOMAIN.LOCAL — uMs cepBuCa U
ZIIOMEHA B BEPXHEM PErucTIpe;
— domain\xidbox — y4eTHas 3aIluCh;
— AES256-SHA1 — alropuT™ mu(pOBaHHUSL.

[Ipumep BBITIOJTHEHUSI KOMAH/IBI:
> ktpass -princ
HTTP/xidbox.domain.local@DOMAIN.LOCAL -mapuser
xidbox -pass <password user> -crypto AES256-SHAl -
ptype KRB5 NT PRINCIPAL -out xidbox.keytab
Targeting domain controller: ad.domain.local
Using legacy password setting method
Successfully mapped HTTP/xidbox.domain.local to
xidbox.
Key created.
Output keytab to xidbox.keytab:
Keytab version: 0x502
keysize 102 HTTP/xidbox.domain.local@DOMAIN.LOCAL
ptype 1 (KRB5 NT PRINCIPAL) vno 15 etype 0x12
(AES256-SHA1l) keylength 32
(0x£987ed3839239dbd65433a40£710b0e3b128cf05cc62b309
006ce7d75act96£9)

3) VYo6enutech, uro daiin «xidbox.keytab» ycnemiHo coznan.

5.1.3.3. Hacrpoiika 10MeHHO# ayTeHTU(PUKAIUN HA CTOPOHE

KOHTpoJiepa nomena FreelPA

JIyist HacTpOKKU JTOMEHHOM ayTeHTHU(UKAIIMN Ha CTOPOHE KOHTPOJIIEpa JOMEHA
FreelPA BrimonnuTe cieayronye 1eHCTBUS:

1) TMoaxmrounTtech K BeO-KoHCOMM yrpaBiaeHus FreeIPA ¢ momorisio Opay3sepa.

2) Co3spaiite y3en. s sroro B pasnene MaenTudukamuss BoIOSPUTE MYyHKT
¥Y3J1bl 1 HOKMUTE KHOTIKY J[00aBUTB.

3) B mosie Ums y3aa BBeaute M y3ia. Hanpumep, Xidbox.
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4) W3 Bemanaromero crucka 3oma DNS BbiOepuTe COOTBETCTBYIOIIYIO 30HY
DNS.
5) B none IP-aapec BBeaute IP-anpec cepsepa. Hanpumep, 192.168.0.1.

6) Haxmure xnonky Jlo6aButh (puc. 3).

fAoBaenTe yzen b4

Wmsa yzna * 3ona DNS*
xidbox domain.local i
Knacc
IP-agpec 192.168.0.1
MpuHyauTensHo -

Cosgate OTP

* 0GAzaTencHos None

HAoBasute | | JobasnTe v goGasute ewé | | JofaeuTs M M3mednTs | | OTMEHWUTL

Pucynox 3 — Coznanue y3na B FreelPA
7) Cosnaiite HTTP-cepBuc nis panee co3manHoro y3na. s aToro B pasuene
Nnenrndukanus spioepute NyHKT Ciryk0bl 1 HAKMUTE KHONIKY /{00aBHTH.
8) W3 Bemanaroriero crucka Ciryxoa Beioepute HTTP.
9) U3 Bemapatomero crnucka Mmsi y3iaa BBIOCPUTE COOTBETCTBYIOIIECE WM
y37a.

10) Haxxmute kHOtiKy Jlo6aBuTh (puc. 4).
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AoBaenTe cnyxBy b

Cnyx6a * HTTFP w

Wma yzna * xidbox.domain.loca w

MpuHyauTensHO -

MponycTTs -

NpoBEpKY y3na

* DBAsaTensHoe None

HoBasute | | [Jobasute n aobasnTb ewé | | JoBaBuTse U v3mMeHwuTs || OTMeHMTB

Pucynok 4 — Co3ganue cinyx0b1 B Free[PA
Jlins rereparuu keytab-gatiina B FreelPA BoimosauTe ciaeayromye qeiHCTBHS:
1) Toaxmrounteck k cepBepy FreelPA ¢ mpaBamu agMuHHCTpaTOpAa.
2) ABTOpHU3YHTECHh KaK aJIMUHHACTPATOP JOMCHA!
> kinit admin
3) BeimonnauTe ClEeAyOMYyI0 KOMaHAy A reHepanuu keytab-gaiina (mpumep
s cepeuca HTTP/xidbox.domain.local):

> ipa-getkeytab -s freeipa.domain.local -p
HTTP/xidbox.domain.local@DOMAIN.LOCAL -k
xidbox.keytab

re:
— freeipa.domain.local —aapec cepBepa FreelPA,
— HTTP/xidbox.domain.local @DOMAIN.LOCAL — uMs CEpPBUCA,
— xidbox.keytab — nyTs k keytab-gaiiny.

[IprMep BBITTOTHEHUS KOMaH/IbI:

> ipa-getkeytab -s freeipa.domain.local -p
HTTP/xidbox.domain.local @DOMAIN.LOCAL -k
xidbox.keytab

Tabnuila KJUelM yCIemHO MNOoJiyyeHa M COXPaHeHa B:
xidbox.keytab

4) VYoemutech, uto (haiin «xidbox.keytab» ycrenHo co3nas.
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5.1.3.4. Hacrpoiika nomMmenHoi ayreHTu(pukanuu Ha cropone IMO

«CepBuc ayreHTH(DUKALIHN

Heobxoaumpie maHHbBIE TIEpeT Ha4ajaoM HACTPOWKH JTOMEHHOUN ayTeHTH(UKAIINH
B [1I1O «CepBuc ayTeHTU(DUKAITTNY

— HMwmsa nomena. Hanpumep, DOMAIN.LOCAL.

— IP-angpec cepepa u nopt (3HaUeHUE MOpTa MO yMOTYaHuo — 88), Ha KOTOpoM

dbyukimonupyet ciyxo6a Kerberos. Hampumep, 127.0.0.1:88.

— CrenepupoBaHHbIii paHee keytab-(aiinm 11 cepBHCHON YYETHOUM 3amucu
X-1DBox.

Jiis moAroToBKM (haiioB ¢ HACTPOWKAMH IMapaMETPOB ayTEHTU(UKAIUU 10
nporokoiy Kerberos:

1) B mmpexroputo  «/opt/xidbox/config/kerberos»  ckomupyiite  daiin
KOH(HUrypariu «jaas.conf», moaroToBJICHHBIH B XOJ¢ BBINOJIHECHUA 1. 4.5, ¢ UMeHeM
«jaas.conf».

[Ipumep MUHUMANIBHO JOCTATOYHOTO COAEPKUMOrO:

KerberosAcceptorWithTicket { /* IIpomu3BOJLHOE
Ha3BaHMe npoounsa */

/ *

Hacrporka Jjaas mnjuga o043aTeJIbHOT'O MNPOXOXIEHUS
Kerberos ayTeHTHOMKALMM C MCIOJIB30BaHMEM MOIYJIA
Krb5LoginModule.

Vcnmonp3yeTcda Ojid ayTeHTUOMKALUM [IPUIIOXEHUS Ha
kdc-ceprepe M BO3MOXHOCTM NPOBEPSATbH OUJIETH
KJIVEHTOB .

*/

com.sun.security.auth.module.Krb5LoginModule
required

storeKey=true
doNotPrompt=true
useKeyTab=true

principal="HTTP/xidbox.domain.local@DOMAIN.LOCAL"
keyTab="file:/kerberos/xidbox.keytab";
i
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2) B ¢aiine ykaxuTe mpou3BOJIbHOE HaMMeHOBaHHWE mpoduis. B mpumepe,
NpUBEIEHHOM Bhlllle KerberosAcceptorWithTicket — 310 3HaYeHHE, KOTOPOE B
JanbHENIIeM notpedyercst yKa3aTh B napamerpe
xidbox.authentication.service.kerberos.jaas-profile-name, a
TaK)X€ YCTAHOBUThH 3HAYCHUS

— principal — yka3pIBaeTCsl IOJHOE€ HAaWMEHOBaHHWE MPUHLUIANA,
conepxamee SPN u Kerberos-o6macts (realm), mis xoroporo ObUI CreHEPUpPOBaH
keytab-daii;

- keytab — ykasbpiBaeTCs IMyTh K creHepupoBaHHOMY Keytab-daiiny. B
IpUMeEpe MPUBEACH CIOCO0 YKa3aHWUsI OTHOCUTENBHOTO MYTHU OT UCIOJHsSEMOro ¢aiina
[T1O «CepBuc ayreHTHGUKAIIMNY K cTeHepupoBaHHOMY Keytab-daiity.

3) B ampexropuro «/opt/xidbox/kerberosy» ckomumpyiiTe ¢aitn kKoH(UTYpanuu
«krb5.conf)», moaAroTOBICHHBIN B X0/¢ BHITIOJHEHU 11. 4.5, ¢ mmeHeM «Kkrb5.conf).

HpI/IMep MHUHHUMAJIBbHO JOCTATOYHOT'O COACPIKUMOTO:

[libdefaults]

# Onpenenenue objylacTu Kerberos no yMOJIUAHMIO IJIS
KJIMEeHTAa

default realm = DOMAIN.LOCAL # Ykas3HBaeTCAd

/MS IOOMeHa
# HeobOxommMMO PAaCKOMMEHTUPOBATH TPU CTPOKUM HUXE,
eCJIM MCIOJIb3YyeTCsS KOHTpoJJIep moMeHa Active
Directory (AD)

#default tgs enctypes aes256-cts—-hmac-

shal-96
fdefault tkt enctypes = aes256-cts-hmac-
shal-96
fpermitted enctypes = aes256-cts-hmac-shal-
96
[realms]

# Hacrpomka ob6isactu Kerberos
DOMAIN.LOCAL = { # YkasbwBaeTcd MMA JOMeHa
kdc = 127.0.0.1:88 # YkazswmBaeTcs IP-ampec
cepBepa ¥ IIOPT Ha KOTOPOM OQYHKLUMOHMPYET CJyx0a
Kerberos

}
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4) Hactpoiite IIIIO «CepBuc ayreHTHGHUKALMKW» I HCIOJIb30BAHHUS

MOJITOTOBIICHHBIX (aiinoB «jaas.conf» u «krb5.conf». [{nst aToro n3smenure napameTpsl

B ¢aite korduryparmu «xidbox.properties»:

— IlyTtb k panee cozmanHOMy ¢aiury «Krb5.conf»:

xidbox.authentication.service.kerberos.

— IlyTb k panee cozmanHOMY (aiiry «jaas.conf»:
xidbox.authentication.service.kerberos
— HasBanue npoduiis u3 daiina «jaas.conf»:

xidbox.authentication.service.kerberos
profile-name

[Ipumep HacTpOMKH:

xidbox.authentication.service.kerberos.

erberos/krb5.conf
xidbox.authentication.service.kerberos
erberos/jaas.conf

xidbox.authentication.service.kerberos.
profile—-name=KerberosAcceptorWithTicket

krb5

.Jaas

.Jaas-

krbb=file:/k

.Jaas=file:/k

Jaas-—

B npumepe mnpuBemeH crnoco® yKa3zaHHS OTHOCUTENBHBIX TMyTeH OT

ucnoausemoro ¢aiina [MT10 «CepBuc ayreHTUdUKAIIUWY K TTOATOTOBICHHBIM (haitiam.

Onurcanune KaxxJ10ro napaMeTpa MpuBeAeHO B MpUiIokeHnu b.4.

5.2. ¥YcranoBka u HacTpoiika MoayJas puiabTpanun 3anpocos k UC

5.2.1. IpeaycnoBus

CepBep ¢ YCTAaHOBJICHHBIM MW HACTPOCHHbIM BeO-cepBepom Nginx B

COOTBETCTBUH C MOJpa3aeiom 5.32.

5.2.2. YcTaHOBKa

Ha cepBepax, mpenHa3HaueHHBIX /s YCTaHOBKM Moaynst QuibTpanuu

3anpocoB k MC, ycranoBure Moaynbs ¢guibtpanuu 3amnpocoB k UC u3 npuiaraeMbix

TUCTpUOYTHUBOB B COOTBETCTBUU C Tabmuieit 1.
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5.3. V¥YcranoBka n Hactpoiika III1O «CepBuc aBpTopuzanum»

5.3.1. Ilpeayc.ioBusi

— CepBep COOTBETCTBYET TPEOOBAHUSAM, IPUBEICHHBIM B II. 2.1.

— YcTaHOBIEHBI U HACTpOEHBI Kiactepsl Redis, npeaHa3sHaueHHbIE A1 paOOThI
C CEpPBHCOM.

— IlpenocraBien JOCTYI K PEMO3UTOPHIO, COAEPKAIIEMY YCTAHOBOYHBIN MaKeT

Java Axiom JDK Certified Bepcun 17.

5.3.2. ¥YcraHoBKa

Ha cepBepax, mnpenHa3HAueHHBIX [IJII YCTAaHOBKM CEpBHCA aBTOPHU3AIlUH,
ycranoBute [IIIO «CepBuc aBTOpu3anMu» U3 NPWIATAEMbIX JITUCTPUOYTUBOB B

COOTBETCTBHUU ¢ TaOauien 1.

5.3.3. Hacrpoiika

B aupexroputo «/opt/xidbox/config» ckonupyiite ¢aitn KoHGHUTyparuu u
B3aMMOJICHCTBHSI CEPBUCOB, MOJATOTOBJCHHBIM B XOJ€ BbIMONHEHHUS 1. 4.1, ¢ uMeHeM

«xidbox.properties».

5.4. YcranoBka n Hactpoiika IIIIO «CepBuc 00padboTKu JaHHBIX»

5.4.1. IlpeaycnoBus

— CepBep COOTBETCTBYET TpeOOBaHUSAM, TIPUBEACHHBIM B 11. 2.1.

— YcraHoBIEHBI U HacTpoeHBI Kiactepsl Postgres Pro Ent., mpegHa3znaueHHble
11 paboTHI C CEPBUCOM.

— VYcTaHoBNEHBI M HACTpOeHBI Kiactepsl Redis, mpeana3sHaueHHbIE A1 paOOThI

C CepPBHCOM.
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— IlpenocTaBieH IOCTYI K PENO3UTOPHIO, CONEPKALEMY YCTAHOBOYHBIN MTAKET

Java Axiom JDK Certified Bepcun 17.

5.4.2. YcraHoBKa

Ha cepBepax, mpeaHazHayeHHBIX I YCTAHOBKH cepBHUCa 00pabOTKH JaHHBIX,
ycta"oBute [0 «CepBuc oOpabOTKM aHHBIX» U3 MPUIATAEMBIX JUCTPUOYTUBOB B

COOTBETCTBUU C TadOmuIeH 1.

5.4.3. Hacrpoiika

B mupexroputo «/opt/xidbox/config» ckonmpyiite ¢aitn KoHPUTypauu U
B3aUMOJICHICTBHSI CEPBUCOB, MOATOTOBIICHHBIA B XOj€ BbIMONHEHUs 1. 4.1, ¢ UMEeHeM

«xidbox.properties».

5.5. ¥YcranoBka u HacTtpoiika [ITIO «Moay/b oTHpaBKHM yBeIOMJIEHH I

HHGPOPMALMOHHBIM cHcTeMaM ¢ ucnoJb3oBanuem Kafka»

5.5.1. IIpeaycaoBus

— CepBep COOTBETCTBYET TPEOOBAHMIM, IPUBEICHHBIM B 11. 2.1.

— IlpenocTaBieH IOCTYI K PENO3UTOPHIO, COJIEPIKALEMY YCTAHOBOYHBIN MAKET

Java Axiom JDK Certified Bepcun 17.

5.5.2. ¥YcranoBka

Ha cepBepax, mpeaHAa3HAYeHHBIX [UII YCTAaHOBKM Moayis  OTIPaBKH
yBenomienuit UC ¢ ucnonb3oBanuem Kafka, ycranosure [0 «Momyns oTnpaBku
yBEAOMJIIEHMH HWH(POPMALMOHHBIM cucTeMaM C ucnosb3oBanueM Katka»  wu3

NpUJIaraeéMbIX JUCTPUOYTHUBOB B COOTBETCTBHUH ¢ Tabnueit 1.
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5.5.3. Hacrpoiika

B mupexroputo «/opt/xidbox/config» ckonmpyiite ¢aitn KoHPUTyparuu U
B3aUMOJICUCTBHS CEPBUCOB, MOJATOTOBICHHBIA B XOj€ BbIMoiHeHUs 1. 4.1, ¢ UMeHeM

«xidbox.properties».

5.6. YcranoBka u Hactpoiika I[IIIO «Moayab oTHpaBKH yBeIOMJIEHUI

HH(GOPMALIMOHHBIM CHCTEMAaM ¢ UcnoJab3oBanneM RabbitMQ»

5.6.1. IlpeaycnoBus

— CepBep COOTBETCTBYET TpeOOBAHMIM, IPUBEICHHBIM B 1. 2.1.
— IIpenocTaBieH AOCTYyN K PEMO3UTOPHUIO, COAECPKAIIEMY YCTAHOBOYHBINA TTAKET

Java Axiom JDK Certified Bepcun 17.

5.6.2. ¥YcraHoBKa

Ha cepBepax, mnpeqHa3HAYeHHBIX M yCTaHOBKH Moyl  OTHpaBKU
yBenpomiiennit MIC ¢ wucnonb03oBanuem RabbitMQ, ycranosute IO «Monayis
OTMPABKU yBEJAOMJIEHUH MH(OPMAIIMOHHBIM CUCTEMaM € UcHoJib3oBaHuEM RabbitM(Q»

U3 MpUJIaraeMbIX TUCTPUOYTUBOB B COOTBETCTBUHM C TaOimiei 1.

5.6.3. Hacrpoiika

B aupexroputo «/opt/xidbox/config» ckonupyiite ¢aiti KoOHPUTypauu u
B3aUMOJICUCTBHS CEPBUCOB, MOATOTOBIICHHBIA B XOj€ BbIMONHEeHUs 1. 4.1, ¢ UMeHeM

«xidbox.properties».
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5.7. ¥YcranoBka u Hactpoiika ITI1IO «Moayab oTHpaBKH YBeIOMJICHHI

HH(OPMALMOHHBIM CHCTEMAaM ¢ ucnoab3oBanuemM REST»

5.7.1. IlpepycnoBus

— CepBep COOTBETCTBYET TPEOOBAHUSAM, IPUBEACHHBIM B 11. 2.1.
— IlpenocTaBieH IOCTYI K PENO3UTOPHIO, COJIEPKAIIEMY YCTAHOBOYHBIN MAaKET

Java Axiom JDK Certified Bepcuu 17.

5.7.2. YcTraHoBKa

Ha cepBepax, IpeaHAa3HAYeHHBIX JUII YCTAaHOBKM Moayis  OTIIPaBKU
yBegomiennit UC ¢ ucnonb3oBanuem REST, ycranosute IIIIO «Moaynb oTmpaBKu
yBEAOMJICHUM HMH(GOPMAaLMOHHBIM cHcTeMaM C ucnosnb3oBaHueM REST»  wu3

MPUJIAraeMbIX TUCTPUOYTUBOB B COOTBETCTBUU ¢ Tabiuuen 1.

5.7.3. Hacrpoiika

B aupexroputo «/opt/xidbox/config» ckonupyiite ¢aitn KoOHPHUTyparuu u
B3aMMOJICHCTBHSI CEPBHCOB, MOJATOTOBJCHHBIA B XOJ€ BbIMONHEHHUS 1. 4.1, ¢ nMeHeM

xidbox.properties.

5.8. ¥YcranoBka u Hactpoiika [IITIO «Moayas noanucanus ¢

ucnojb3oBanueM Kpunrollpo»

5.8.1. Ilpeayc.ioBusi

— CepBep COOTBETCTBYET TPEOOBAHUSIM, IPUBEACHHBIM B 11. 2.1.
— IIpenocraBien OCTyn K PEMO3UTOPUIO, COMEPKAIIEMY YCTAHOBOYHBIN TTAKET

Java Axiom JDK Certified Bepcuu 17.
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5.8.2. ¥YcraHoBKka

Ha cepBepax, nmpenHa3HaYeHHBIX JJIsl YCTAHOBKH KPUITOTpaUIECKOTO CEpBUCA,
ycranoBute IIIIO «Moaynes mnoanucanuss ¢ wucnoib3oBanueMm Kpunrollpo» wu3

NpUJIaraeMbIX JUCTPUOYTUBOB B COOTBETCTBUU C TaOmuiei 1.

5.8.3. Hacrpoiika

B mupexropuio «/opt/xidbox/config» ckomupyiite daiin KoHpHUrypauud u
B3aMMOJICHCTBHSI CEPBUCOB, MOJTOTOBJCHHBIM B XOJ€ BbIMONHEHUS 1. 4.1, ¢ uMeHeM

xidbox.properties.

5.9. V¥Ycranoska u Hacrpoiika III10 «CepBuc paéotnl ¢ ocHoBHbIMH BJ1»

5.9.1. TIpeayc.ioBusi

— CepBep COOTBETCTBYET TpEOOBaHUSAM, IPUBEACHHBIM B 1. 2.1.

— YcraHOBIEHBI M HAaCTpoeHbI Kiactepsl Postgres Pro Ent., mpegnazHaueHHbIC
JUTsl pabOTHI C CEPBUCOM.

— YcraHOBIEHBI U HACTPOEHBI KiacTepsl Redis, mpenHasHaueHHbIe 111 pabOThI
C CEpBUCOM.

— IlpenocTaBieH HOCTYI K PEMO3UTOPHIO, COJIEPKAIIEMY YCTAHOBOYHBIN MAaKET

Java Axiom JDK Certified Bepcun 17.

5.9.2. ¥YcranoBka

Ha cepBepax, mpenHa3Haue€HHBIX /I YCTAHOBKH CEpBHCA PAOOTHI C OCHOBHBIMH
BJI, ycranoBute «IIIIO «CepBuc paboTel ¢ ocHOBHbIMH bJI» u3 mnpumaraeMbix

TUCTpUOYTHUBOB B COOTBETCTBUU C Tabmuieit 1.
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5.9.3. Hacrpoiika

B mupexroputo «/opt/xidbox/config» ckonmpyiite ¢aitn KoHPUTyparuu U
B3aUMOJICUCTBHS CEPBUCOB, MOJATOTOBICHHBIA B XOj€ BbIMoiHeHUs 1. 4.1, ¢ UMeHeM

«xidbox.properties».

5.10. ¥YcranoBka u Hactpoiika I[IIIO «CepBuc CHHXPOHU3AIUM JAHHBIX

KaTaJIoroB»

5.10.1. IpeaycaoBus

— CepBep COOTBETCTBYET TpeOOBAHMIM, IPUBEICHHBIM B 1. 2.1.
— IIpenocTaBieH AOCTYyN K PEMO3UTOPHUIO, COAECPKAIIEMY YCTAHOBOYHBINA TTAKET

Java Axiom JDK Certified Bepcun 17.

5.10.2. YcranoBka

Ha cepBepax, mnpeaHa3HAUYEHHBIX JJIsI YCTAHOBKH CEPBUCA CHUHXPOHU3ALNHU
naHHbIX KaTtajoroB, ycrtaHoButTe IIITO «CepBUC CHMHXpOHHU3ALMM JaHHBIX KaTajlorOB»

13 MpUIaraeMbixX JUCTPUOYTUBOB B COOTBETCTBUU ¢ Tadnuiei 1.

5.10.3. Hacrpoiika

B nupexroputo «/opt/xidbox/config» ckonupyiite ¢aiti KoOHPUTypauu u
B3aUMOJICUCTBHSI CEPBHUCOB, MOJITOTOBJICHHBIN B XOJ€ BbIMOJHEHUs 1. 4.1 HacTOsAIIErO

JI0KyMeHTa, ¢ umeHeM «Xidbox.properties».
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5.11. YcranoBka u HacTpoiika MoayJist 0aJJaHCUPOBKY BHYTPEHHHUX

3a1mpocoB

5.11.1. llpeaycaoBus

— CepBep COOTBETCTBYET TPEOOBAHUSAM, IPUBEACHHBIM B 11. 2.1.

— IlpenocTaBieH IOCTYI K PENO3UTOPHIO, CONEPIKALEMY YCTAHOBOYHBIN ITAKET

Java Axiom JDK Certified Bepcuu 17.

5.11.2. YcTaHoBKa

Ha cepBepax, mnpeaHa3sHau€HHBIX [Js YCTaHOBKM Mopyns OanaHCHUPOBKHU
BHYTPEHHHUX 3aIllpOCOB, YCTaHOBUTE MoJysib OalaHCUPOBKH BHYTPEHHHMX 3alIPOCOB M3

MpUJIaraeMbIX TUCTPUOYTUBOB B COOTBETCTBUU ¢ Tabnuuei 1.

5.11.3. Hacrpoiika

B aupexroputo «/opt/xidbox/config» ckonupyiite ¢aiti KoHPUTypauu U
B3aUMOJICUCTBHS CEPBUCOB, MOATOTOBIICHHBIA B XOf€ BbIMoNHEeHUs 1. 4.1, ¢ uMeHeM

«xidbox.properties».

5.12. YcranoBka u Hactpoiika IIT1O «CepBuc B3anMoaeiicTBus ¢

10J1b30BaTEeJILCKHUM HHTEP(PercoM ynpaBjaeHHUs J0CTYIIOM»

5.12.1. llpeaycnoBust

— CepBep COOTBETCTBYET TPeOOBaHUSIM, TPUBEICHHBIM B 1. 2.1.
— YcraHoBNeHBI U HACTPOEHBI Kiactepsl Redis, mpenHasHaueHHble At pabOThI

C CCPBHUCOM.

— IlpenocraBien AO0CTyn K pENO3UTOPHUIO, COAECPKAIIEMY YCTAHOBOYHBINA MAKET

Java Axiom JDK Certified Bepcuu 17.
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5.12.2. YcTaHnoBKa

Ha cepBepax, nmpenHa3HaYeHHBIX ISl YCTAHOBKHM CEpBHCA B3aWMOJEIHCTBUS C
MOJIb30BATENBCKUM MHTEpPeiicoM ynpasieHus aoctynom, ycrtaHosute [IIIO «Cepsuc
B3aUMOJEUCTBUSI C MOJIb30BATEIILCKUM HMHTEPPENHCOM YIPABICHUS JOCTYIIOM» U3

MpUJIaraéMbIX JTUCTPUOYTHUBOB B COOTBETCTBHUH ¢ Tabmuiei 1.

5.12.3. Hacrpoiika

B mupexropuio «/opt/xidbox/config» ckomupyiite daiin KoHpHUrypauuu u
B3aMMOJICHCTBHSI CEPBUCOB, MOJATOTOBJACHHBIM B XOJ€ BbIMONHEHUS 1. 4.1, ¢ MMeHeM

«xidbox.properties».

5.13. YcranoBka u Hactpoiika IIIIO «Iloab30BaTenbekuii nuTepdeiic

ylpaBJIeHUS JOCTYIIOM»

5.13.1. llpeaycaoBus

CepBep ¢ YCTAaHOBJIICHHBIM M HACTPOCHHBIM BeO-cepBepoM NgIinxX B

COOTBETCTBHUH C MOJpa3aeioM 5.32.

5.13.2. YcTaHoBKa

Ha cepBepax, nmpeaHa3sHAYEHHBIX [JI1 YCTAHOBKH IOJIb30BATEIBCKOIO
uHTepdeiica  ympasnenus jpoctynom, ycraHosure IO  «Ilomp3oBarenbckuit
uHTepdeic ynpaBlieHnus JOCTYIIOM» U3 MPUIAraeMbIX TUCTPUOYTUBOB B COOTBETCTBUU

¢ Tabxuuen 1.
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YcTraHoBKa CUCTEMBI PykoBOoACTBO aqMHUHUCTpATOPA
X-IDBox

5.14. ¥YcranoBka n Hactpoiika III1O «CepBuc uaeHTuguKamumn»

5.14.1. llpeaycaoBust

— CepBep COOTBETCTBYET TPEOOBAHUSAM, IPUBEICHHBIM B II. 2.1.

— YcTaHOBIEHBI U HACTpOEHBI Kiactepsl Redis, npeaHa3sHaueHHbIE A1 paOOThI
C CEpPBHCOM.

— IlpenocraBien JOCTYI K PEMO3UTOPHIO, COAEPKAIIEMY YCTAHOBOYHBIN MaKeT

Java Axiom JDK Certified Bepcun 17.

5.14.2. YcTaHOBKa

Ha cepBepax, nmpenHasHaueHHBIX JJI1 YCTAHOBKU CEpBUCA HJECHTU(UKAIUH,
ycranoBute IO «CepBuc uaeHTUPUKAUUU» W3 TpUIAraeMblX AUCTPUOYTHUBOB B

COOTBETCTBHUU ¢ TaOauien 1.

5.14.3. Hacrpoiika

B aupexroputo «/opt/xidbox/config» ckonupyiite ¢aitn KOHGHUTyparuu u
B3aMMOJICHCTBHSI CEPBUCOB, MOJATOTOBJCHHBIM B XOJ€ BbIMONHEHHUS 1. 4.1, ¢ uMeHeM

«xidbox.properties».

5.15. ¥YcranoBka n Hactpoiika axanrtepa k [IIIO «CepBuc uHTerpanuu ¢

LDAP-karagdoramm»

5.15.1. IlpeaycaoBus

— CepBep COOTBETCTBYET TpeOOBaHUIM, TPUBEICHHBIM B 1. 2.1.
— YCTaHOBJEHbI U HACTPOEHBI CEPBHUCHI KAaTaJIOrOB, MpEAHA3HAUYCHHBIC MJIsI

pabOThI C CEPBUCOM.
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YcTraHoBKa CUCTEMBI PykoBOoACTBO aqMHUHUCTpATOPA
X-IDBox

— IlpenocraBieH AO0CTyN K PENO3UTOPHUIO, COAEPKALIEMY YCTAHOBOUYHBIA MAKET

Java Axiom JDK Certified Bepcun 17.

5.15.2. YcTaHoBKa

Ha cepBepax, npenHa3HaueHHbBIX JJI1 YCTaHOBKH cepBuca unterpanuu ¢ LDAP-
karasioramu, ycrtaHoBure IIIIO «CepBuc wunrerpaumn c¢ LDAP-katanoramm» wu3

NpUJIaraéMbIX JUCTPUOYTHUBOB B COOTBETCTBHUH ¢ Tabmuiei 1.

5.15.3. Hacrpoiika

Jnst KoppekTHOM paboThI cepBHUCca HEOOXOAUMO CO3/1aTh TEXHUYECKYIO YUETHYIO
3aMuch Ha KOHTpoJuiepe JoMeHa. B 3aBUCMMOCTH OT THIIA UCIIOJIB3yEMOT0 KOHTpOJUIepa

JOMCHa H€O6XOIII/IMO BBIIIOJTHUTH COOTBCTCTBYIOIIIHC IIGIZCTBPIH.

5.15.3.1. Co3naHue TexHu4ecKo# yueTHoii 3anucu B Active Directory

Jns co3maHus TEXHUYECKOM ydeTHOM 3amucu B Active Directory HeoO6Xoaumo

BBINIOJIHUTH JE€HCTBUSA aHAJIOTHYHBIE Oonmucanuio B 1. 5.1.3.2.

5.15.3.2. Co3nanue TexHu4ecKkoii yueTHoii 3anucu B FreelPA

Jlnst co3maHusl TEXHWYECKOW YYETHOW 3amucu depe3 BeO-koHcoub FreelPA
BBITIOJTHUTE CIEAYIONUE JEeHCTBUS:

1) Boiinute B cUCTeMy, UCHOJb3ys yUYETHBIC TaHHBIC aIMHHHUCTPATOpa WM
MOJIb30BATEINSI C IPAaBaMU HA CO3/IaHUE YUYETHBIX 3alUCEN.

2) B rmaBHOM MeHIO BeO-xkoHconM Freelpa mepeiinute B - paszgen
Npentuguramus.

3) BriOepute nmoapaszaen [osb3oBaTesn.

4) CospnaiiTe HOBYIO YueTHYI0 3anuch. Hanpumep, xidbox_service (puc. 5).
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YcraHoBKa CUCTEMBI PykoBOoACTBO aqMHUHUCTpATOPA

X-IDBox
FreelPA & Administrator ¥
WaeHTMdMKaLWA MoAuTVKa AyTeHTUGUKALMA CeTeBbie Cyx6bl IPA-cepBep
Monb3oBatenn Y3 bl Cry#6bl Tpynnel MpeacraeneHus 1D ABTOYYACTHUK ~
AxTWEHSIE NonbzosaTenn » xidbox_service

v [lone3oeatens: xidbox_service

MNapamerpoi

xidb OX_SErvice ABAAETCR YHaCTHUKOM:

Ipynnel nonssosarensid (1) CeTegble rpynnbl Ponw MNpasuna HBAC Mpaewna Sudo Mpueunerun Parsec

MuHKManEHbIE KATEMOPUK KOHPWASHLMANEHOCTH MakcMmaneHbie KaTeEropun KOHPUASHUMANEHOCTIA Macka aygwuTa ycnexa
A YA ¥
Macka ayaura oTkasa

2 06HoBwuTL | | 'D Bepryte || L Coxpanute | | fleldcTBmna v

raDSME_DbI x‘Iﬂ@l-TL"I(DL"I(BLLVI A I_Iap-a\,feTo: YYETHOW 3anCii
JonxHocTe Wma yuétHoi xidbox_service
sanucu
Wima * widbax nonb3oBaTens
®amunua ¥ xidbox Maponn ik
MonHoe wma * widbox xidbox Oxonuarne 2099-08-17 01:15:29Z
LEeRCTBEWA
Orobpaxaemos widbox xidbox napona
MMA
uiD 964500010
WHuymane WK
ID rpynnsi 964600010
GECOS widbox xidbox
Mcesgonnm xidbox_service@DOMAIN.LOCAL | Yaanute
Knace YHETHOIA
sanucuK fo6aeunThb
Oxonuarne : UTC | OTmenuTs
AeAcTBMA
YHETHOIA

Pucynoxk 5 — Co3nanue texunyeckoi yuetHoit 3anucu B Freelpa
5) g co3MaHHOM YYETHOM 3alUCH 3aaliTe MOCTOSIHHBIN Mapojih U YBEIUYBTE
CPOK €ro AercTBUs. J[JIs1 3TOr0 BBIMOJHUTE CIAEAYIOMINE AEHCTBUS B KOMAHIHOW CTPOKE:
— ABTOPU3YWUTECH KaK aIMUHUCTPATOP JOMEHA.
#kinit admin
— BpinosHuTe Clieaymonlyr0 KOMaHIy [Jisi YCTAaHOBKM CpOKa JIE€MCTBUS
apoJIsl.

#ipa user-mod xidbox service --
setattr=krbPasswordExpiration=209901010100002

[IpuMep BBINTOTHEHNS KOMAH/IbI:

M3mMeHEH noses3oBaTesnk "xidbox service"
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YcTaHOBKa CUCTEMBI PykoBOJICTBO aJIMUHHUCTpATOPa
X-IDBox

ma yd4€THOM 3anmMcu nojk30BarTesnd: xidbox service

Vms: xidbox

Sammimsa: xidbox

Tomamuuyt xatayor: /home/xidbox service

OboJjiouka Bxozma: /bin/bash

MMma yué&rHoM 3anmucu: xXidbox service@DOMAIN.LOCAL

[[ceBOOHUM YyUETHOM 3allUCU:
xidbox service@DOMAIN.LOCAL

OKOHUaHME OEeNCTBUA YUETHOU 3Banmcmu Kerberos:
20990101000000%

OKOHUAHME HOEeMCTBUA [1apOJisg II0JIb30BaTeJId:
20990101010000%

Anpec SJIEKTPOHHOM I[IOUYTHL:
xidbox service@domain.local

UID: 964600010

ID rpynner: 964600010

Y4Uy€THasa 3alMchb OTKJIIUeHa: False

[laposib: True

YyacTHUMK TpyNIl: lpausers

IocTynHele kJoOuUM Kerberos: True

5.15.3.3. Hactpoiika kondurypanuonsoro gaiia

J{nst HacTpoitku KOH(UTYPAITMOHHOTO (Daiiyia BHIMIOJHUTE CIICYIONINE 1EUCTBUS:
1) B mupekroputo «/opt/xidbox/config» ckomupyiite daitn koHbUTYyparuu |
B3aMMO/ICHCTBUSI CEPBUCOB, MOJATOTOBJICHHBIM B XOJ€ BbIMOIHEHHUS 1. 4.1, ¢ uMeHeM
«xidbox.properties».
2) Hactpoiite cepBuC, H3MEHHB CJCIyIOIIME mapaMeTpsl B  (aiire
koHpuryparmu «Xidbox.properties»:
— xidbox.ldap.service.spring.ldap.urls
— xidbox.ldap.service.spring.ldap.base;
— xidbox.ldap.service.spring.ldap.username;
— xidbox.ldap.service.spring.ldap.password;

— xidbox.ldap.service.directory.source,
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YcTraHoBKa CUCTEMBI PykoBOoACTBO aqMHUHUCTpATOPA
X-IDBox

— xidbox.ldap.service.directory.base.

Onucanue Kaxa0ro napaMmeTpa npuBeaeHo B npuiioxkenuu b.15.

5.16. YcranoBka u Hactpoiika I[IIIO «CepBuc 06padoTku 3asiBOK»

5.16.1. IlpeaycaoBus

— CepBep COOTBETCTBYET TPEOOBAHMIM, IPUBEICHHBIM B 1. 2.1.
— IlpenocraBieH J0CTyN K PEIO3UTOPHUIO, COAEPKAIIEMy YCTAaHOBOYHBIHN MaKeT

Java Axiom JDK Certified Bepcun 17.

5.16.2. YcTaHoBKa

Ha cepBepax, mnpegHa3HAuY€HHBIX JJII YCTAHOBKM OO0pabOTKH  3asBOK,
yctanoBute [IIIO «CepBuc 0o0pabOTKH 3asBOK» M3 MPUIATAEMBIX TUCTPUOYTHBOB B

COOTBETCTBUU C TadauIeH 1.

5.16.3. Hacrpoiika

B aupexroputo «/opt/xidbox/config» ckonupyiite ¢aitn KoOHPHUTyparuu u
B3aMMOJICHCTBHSI CEPBHCOB, MOJATOTOBJCHHBIA B XOJ€ BbIMONHEHHUS 1. 4.1, ¢ nMeHeM

«xidbox.properties».

5.17. ¥YcranoBka n Hactpoiika III1O «CepBuc oprann3ainum BbINOJTHEHUS

3asABOK»

5.17.1. IlpenaycnoBus

— CepBep COOTBETCTBYET TPEOOBAHUSIM, IPUBEACHHBIM B 11. 2.1.
— IlpenocTaBieH IOCTYI K PEMO3UTOPHIO, COJIEPKALIEMY YCTAHOBOYHBIN MAKET
Java Axiom JDK Certified Bepcuu 17.
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YcTraHoBKa CUCTEMBI PykoBOoACTBO aqMHUHUCTpATOPA
X-IDBox

5.17.2. YcTaHnoBKa

Ha cepBepax, mnpenHa3sHayeHHBIX I YCTAHOBKM CEpBHCA OpPTraHHU3aLNU
BBINIOJIHEHHUS 3as1BOK, ycTaHoBUTE 1110 «CepBHc opranu3aiuy BbIIOJHEHUS 3asIBOK» U3

NpUJIaraeMbIX JUCTPUOYTUBOB B COOTBETCTBUU C TaOmuiei 1.

5.17.3. Hacrpoiika

B mupexropuio «/opt/xidbox/config» ckomupyiite daiin KoHpHUrypauud u
B3aMMOJICHCTBHSI CEPBUCOB, MOJTOTOBJCHHBIM B XOJ€ BbIMONHEHUS 1. 4.1, ¢ uMeHeM

«xidbox.properties».

5.18. YcranoBka u Hactpoiika IIT1O «CepBuc u3mMeHeHus 3a1BOK»

5.18.1. IIpeaycJioBus

— CepBep COOTBETCTBYET TPEOOBAHMIM, IPUBEICHHBIM B 1. 2.1.
— IIpenocraBieH AOCTyN K PEMO3UTOPUIO, COAECPKAIIEMY YCTAHOBOYHBINA MAKET

Java Axiom JDK Certified Bepcun 17.

5.18.2. YcranoBka

Ha cepBepax, mpeaHa3HAayeHHBIX JUIsI YCTAHOBKM W3MEHEHMS  3asBOK,
ycranoBute [IIIO «CepBuc u3MeHeHUs 3asBOK» W3 NPUJIAraeMbIX JUCTPUOYTHBOB B

COOTBETCTBHU C TaOuiei 1.

5.18.3. Hacrpoiika

B nupexroputo «/opt/xidbox/config» ckonupyiite ¢aii KoHPUTypauu u
B3aUMOJICUCTBHS CEPBUCOB, MOATOTOBICHHBIA B XOj€ BbImoiHeHus 1. 4.1, ¢ uMeHeM

«xidbox.properties».
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YcTraHoBKa CUCTEMBI PykoBOoACTBO aqMHUHUCTpATOPA
X-IDBox

5.19. ¥YcranoBka n Hactpoiika I[II1O «CepBuc 3arpy3xku opraHu3anuing

5.19.1. IlpeaycJioBus

— CepBep COOTBETCTBYET TpeOOBaHUSAM, IPUBEACHHBIM B 11. 2.1.

— IlpenocTaBieH IOCTYI K PENO3UTOPHIO, CONEPKALEMY YCTAHOBOYHBIN MTAKET

Java Axiom JDK Certified Bepcun 17.

5.19.2. YcranoBKka

Ha cepBepax, mnpenHa3HAYECHHBIX [JIs YCTAaHOBKM CEpBUCA  3arpy3KH
opranuzauuid, ycranoBute III1O «CepBuc 3arpy3ku OpraHuzanuin» W3 MpUIAracMbIX

JTUCTPUOYTUBOB B COOTBETCTBUHU € Tabmuuei 1.

5.19.3. Hacrpoiika

B aupexroputo «/opt/xidbox/config» ckonupyiite ¢aitni KoHPUTypauu U
B3aUMOJICUCTBHSI CEPBUCOB, MOATOTOBICHHBIA B XO7€ BbimosHeHus 1. 4.1, ¢ uMeHeM

«xidbox.properties».

5.20. YcranoBka u Hactpoiika IITIIO «CepBuc 3arpy3ku OLLIC»

5.20.1. IlpeaycJioBus

— CepBep COOTBETCTBYET TPEOOBAHUSIM, IPUBEACHHBIM B 11. 2.1.

— IlpenocraBieH JOCTYH K PENO3UTOPHUIO, COAEPKAIIEMY YCTAHOBOYHBIN MaKeT

Java Axiom JDK Certified Bepcun 17.
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YcTraHoBKa CUCTEMBI PykoBOoACTBO aqMHUHUCTpATOPA
X-IDBox

5.20.2. YcTaHnoBKka

Ha cepBepax, mpenHa3sHayeHHBIX MJi1 YCTaHOBKHM cepBuca 3arpy3ku OIIC,
ycranoBute IO «Cepsuc 3arpy3ku OILLIC» wu3 npunaraeMbix AJUCTPUOYTHBOB B

COOTBETCTBUHU ¢ TaOauien 1.

5.20.3. Hacrpoiika

B mupexropuio «/opt/xidbox/config» ckomupyiite daiin KoHpHUrypauud u
B3aMMOJICHCTBHSI CEPBUCOB, MOJTOTOBJCHHBIM B XOJ€ BbIMONHEHUS 1. 4.1, ¢ uMeHeM

«xidbox.properties».

5.21. YcranoBka u Hactpoiika [1I1O «CepBuc 3arpy3xu pojieBbIX

Mojaesiein

5.21.1. IlpeaycJioBusi

— CepBep COOTBETCTBYET TPEOOBAHUAM, IPUBEACHHBIM B 11. 2.1.

— YcraHoBneHbl U HacTpoeHbl kiactepsl Postgres Pro Ent., npegnaznauenubie

11l pabOTBI C CEPBUCOM.

— YcraHoBNEHBI M HACTPOEHBI KiacTepsl Redis, mpenHa3sHaueHHbIe A1 paOOThI

C CEpBHCOM.

— IlpenocraBieH JOCTYN K PENO3UTOPHUIO, COAEPKAIIEMY YCTAHOBOUYHBIN MaKeT

Java Axiom JDK Certified Bepcun 17.

5.21.2. YcTaHOBKa

Ha cepBepax, npenHa3HaY€HHBIX JJIsI YCTAHOBKM CEpPBHCA 3arpy3KH POJIEBBIX
Mozenel, ycranopute III1O «CepBuc 3arpy3ku pojieBbIX MOJIENEH» U3 MPUIIAraeMbIX

TUCTpUOYTHUBOB B COOTBETCTBUU C Tabmuieit 1.
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YcTraHoBKa CUCTEMBI PykoBOoACTBO aqMHUHUCTpATOPA
X-IDBox

5.21.3. Hacrtpoiika

B mupexroputo «/opt/xidbox/config» ckonmpyiite ¢aitn KoHPUTyparuu U
B3aUMOJICUCTBHS CEPBUCOB, MOJATOTOBICHHBIA B XOj€ BbIMoiHeHUs 1. 4.1, ¢ UMeHeM

«xidbox.properties».

5.22. YcranoBka n Hactpoiika I[IIIO «CepBuc aBTOMaTH4YeCKUX

onepaumin»

5.22.1. llpeaycnoBust

— CepBep COOTBETCTBYET TpeOOBAHMIM, IPUBEICHHBIM B 1. 2.1.
— YcTaHOBIEHBI M HAaCTpoeHbI KiacTepsl Postgres Pro Ent., mpegnazHaueHHbIC

JUTs1 pabOTBHI C CEPBUCOM.

— YCTaHOBJCHHI U HaCTPOCHLBI KJIIACTCPhI Redis, IMPCAHA3HAYCHHBIC IJIA pa6OTBI

C CepPBHCOM.

— IlpenocTaBieH IOCTYI K PENO3UTOPHIO, COEPKALEMY YCTAHOBOYHBIN MMAKET

Java Axiom JDK Certified Bepcun 17.

5.22.2. YcTaHOBKA

Ha cepBepax, mpenHa3HAUYEeHHBIX [JI YCTAaHOBKHM CEpBUCAa aBTOMATUUYECKHX
onepauunii, ycranoure [II1O «CepBuc aBTOMaTUYECKUX OMEpaAlUil» U3 MPUIIAraeMbIX

JTUCTPUOYTUBOB B COOTBETCTBUHU ¢ TaOuIei 1.

5.22.3. Hacrpoiika

B nupexroputo «/opt/xidbox/config» ckonupyiite ¢aiti KoOHPUTypauu u
B3aUMOJICHICTBHS CEPBUCOB, MOATOTOBIICHHBIA B XOj€ BbIMONHEeHUs 1. 4.1, ¢ UMeHeM

«xidbox.properties».
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YcTraHoBKa CUCTEMBI PykoBOoACTBO aqMHUHUCTpATOPA

X-IDBox

5.23. ¥YcranoBka n Hactpoiika III1O «CepBuc o6ecnevyennsi meJ0CTHOCTH

JAAHHBIX»

5.23.1. IlpeaycJioBusi

— CepBep COOTBETCTBYET TPEOOBAHUSAM, IPUBEACHHBIM B 11. 2.1.
— IlpenocTaBieH IOCTYI K PENO3UTOPHIO, COJIEPKAIIEMY YCTAHOBOYHBIN MAaKET

Java Axiom JDK Certified Bepcuu 17.

5.23.2. YcTaHOBKA

Ha cepBepax, mnpemHa3sHayeHHBIX JJII YCTAaHOBKHM CcepBHCA OOeCIeUeHUs
1enoctHocTu gaHHbIX, yeraHoBute [1T10 «CepBuc obecrnieueHus 11eTOCTHOCTU JaHHBIX)

H3 IIpujiaracMbIxX ,Z[I/ICTpI/I6yTI/IBOB B COOTBCTCTBHH C Ta6J'II/II_[ef/'I 1.

5.23.3. Hacrpoiika

B aupexroputo «/opt/xidbox/config» ckonupyiite ¢aiti KoHPUTypauu U
B3aUMOJICUICTBHS CEPBUCOB, MOJTOTOBIICHHBIH B XOJ€ BbIMONHEHUs 1. 4.1, ¢ uMeHeM

«xidbox.properties».

5.24. YcranoBka u Hactpoiika 1110 «Iloab3oBaTenbckuii uHTEPPeiic

ayTeHTU(PUKALMH

5.24.1. llpenycaoBust

CepBep ¢ YCTaHOBJICHHBIM MW HACTPOCHHbIM BeO-cepBepom NginX B

COOTBETCTBHH C II. 5.32.
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YcTraHoBKa CUCTEMBI PykoBOoACTBO aqMHUHUCTpATOPA

X-IDBox

5.24.2. YcTaHoBKa

Ha cepBepax, mnpeaHa3sHA4Ye€HHBIX [IsI YCTAHOBKM  IOJIb30BATEIHCKOTO
untepdeiica ayrentudukanuu, ycraHosure I[II1O «Ilonb3oBarensckuit uHTEpdEIC

ayTeHTU(PUKAUU» U3 MPUIaraéMbiX IUCTPUOYTHBOB B COOTBETCTBUU ¢ Tabiuuei 1.

5.25. YcranoBka u Hactpoiika I[IIIO «CepBuc padoThl ¢ JaHHBIMH 3asIBOK»

5.25.1. llpeaycnoBust

— CepBep COOTBETCTBYET TPEOOBAHUAM, IPUBEACHHBIM B 11. 2.1.
— YcraHoBNeHBl U HacTpoeHbl kiactepsl Postgres Pro Ent., npegnaznauenubie

1Tl pabOTBI C CEPBUCOM.

— IlpenocTaBieH IOCTYI K PENO3UTOPHIO, CONEPKALEMY YCTAHOBOYHBIN MTAKET

Java Axiom JDK Certified Bepcun 17.

5.25.2. YcTaHoBKa

Ha cepBepax, npegHazHaueHHBIX JJI YCTAHOBKU CEepBHCAa PadOTHI C JaHHBIMH
3asBoK, yctaHoButTe I[IIIO «CepBuc paboThl ¢ JaHHBIMH 3aBOK» M3 MpHUIIAracMbIX

JTUCTPUOYTUBOB B COOTBETCTBUHU € TaOmuiei 1.

5.25.3. Hacrpoiika

B nupexroputo «/opt/xidbox/config» ckonupyiite ¢aiti KoOHPUTypauu u
B3aUMOJICHICTBHS CEPBUCOB, MOATOTOBIICHHBIA B XOj€ BbIMoNHEeHUs 1. 4.1, ¢ uMeHeM

«xidbox.properties».
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YcTraHoBKa CUCTEMBI PykoBOoACTBO aqMHUHUCTpATOPA
X-IDBox

5.26. YcranoBka u Hactpoiika I[II1O «CepBuc padoThl ¢ ouepeabio

3asABOK»

5.26.1. IlpeaycJioBus

— CepBep COOTBETCTBYET TPEOOBAHUSAM, IPUBEACHHBIM B 11. 2.1.

— VYcraHoBneHbl U HacTpoeHsl kinactepsl Postgres Pro Ent., mpegnaznauennsle
IUIs1 pabOTBI C CEPBUCOM.

— IlpenocTaBieH IOCTYI K PEMO3UTOPHIO, COJIEPKAIIEMY YCTAHOBOYHBIN MAKET

Java Axiom JDK Certified Bepcun 17.

5.26.2. YcTaHOBKA

Ha CCPBCpax, NMPpCAHA3HAYCHHBIX IJIsI YCTAHOBKH CCPBHCA pa6OTI>I C OoUCpcabIO
3a4BOK, YCTAHOBHTC III1O «CGpBI/IC pa6OTBI C OUCPCAbIO 3ajiABOK» M3 IIPpHUIAraCMbIX

JTUCTPUOYTUBOB B COOTBETCTBUU € Tabmuuei 1.

5.26.3. Hacrpoiika

B aupexroputo «/opt/xidbox/config» ckonupyiite ¢aitn KoHPUTypauu U
B3aUMOJICUCTBHSI CEPBUCOB, MOATOTOBICHHBIA B XO7€ BbimosHeHus 1. 4.1, ¢ uMeHeM

«xidbox.properties».

5.27. YcranoBka u Hactpoiika IITIO «CepBuc padoTbl ¢ MCXOAHBIMHU

JAAHHBIMH 3aBOK)

5.27.1. llpeaycJioBusi

— CepBep COOTBETCTBYET TPEOOBAHUSIM, IPUBEACHHBIM B 11. 2.1.
— YcraHOBIEHBI U HAacTpoeHBI Kinactepsl Postgres Pro Ent., mpenHa3znaueHHbIe

11 paboThI C CEPBUCOM.
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X-IDBox

— IlpenocTaBieH IOCTYI K PENO3UTOPHIO, CONEPKALEMY YCTAHOBOYHBIN MTAKET

Java Axiom JDK Certified Bepcun 17.

5.27.2. YcTaHOBKA

Ha CCPBCpaAX, NIPCAHAZHAYCHHLIX JIJIXI YCTAHOBKHU CCPBUCA pa6OTLI C HCXOAHBIMHU
JaHHBbIMHU 3a4BOK, YCTAHOBUTC II10 ((CCpBI/IC pa6OTBI C UCXOAHBIMHU NAaHHBIMH 3as1BOK»

13 MPpUJIaraeMbIX TUCTPUOYTUBOB B COOTBETCTBHH C TaOywmIei 1.

5.27.3. Hacrpoiika

B mupexroputo «/opt/xidbox/config» ckonmpyiite ¢aitn KoHPUTypauu U
B3aUMOJICHICTBHSI CEPBUCOB, MOATOTOBIICHHBIA B XOj€ BbIMONHEHUs 1. 4.1, ¢ UMEeHeM

«xidbox.properties».

5.28. ¥YcranoBka u Hactpoiika I[IIIO «CepBuc 3arpy3ku Ha3HaYeHHI»

5.28.1. llpeaycaoBust

— CepBep COOTBETCTBYET TPEOOBAHMIM, IPUBEICHHBIM B 11. 2.1.

— IlpenocrtaBieH JOCTYN K PENO3UTOPHUIO, COAEPKAIIEMY YCTAHOBOYHBIN MAKET

Java Axiom JDK Certified Bepcun 17.

5.28.2. YcTaHoBKa

Ha cepBepax, npeiHa3Ha4€HHBIX JJ1s1 yCTAHOBKH CEPBHCA 3arpy3KU Ha3HAYCHUH,
yctanoBute [1110 «CepBuc 3arpy3ku Ha3HauYE€HUW» U3 MPUJIATAEMBIX TUCTPUOYTHBOB B

COOTBETCTBHUU ¢ TaOuien 1.
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5.28.3. Hacrtpoiika

B mupexroputo «/opt/xidbox/config» ckonmpyiite ¢aitn KoHPUTyparuu U
B3aUMOJICUCTBHS CEPBUCOB, MOJATOTOBICHHBIA B XOj€ BbIMoiHeHUs 1. 4.1, ¢ UMeHeM

«xidbox.properties».

5.29. ¥YcranoBka u Hactpoiika I[IIIO «CepBuc perucrpanuu u u3MeHeHHs

JAHHBIX MOJIb30BaTEJIeH»

5.29.1. llpeaycnoBust

— CepBep COOTBETCTBYET TpeOOBAHMIM, IPUBEICHHBIM B 1. 2.1.
— IIpenocTaBieH AOCTYyN K PEMO3UTOPHUIO, COAECPKAIIEMY YCTAHOBOYHBINA TTAKET

Java Axiom JDK Certified Bepcun 17.

5.29.2. YcraHoBKka

Ha cepBepax, mnpeaHa3HAUYEHHBIX ISl YCTAHOBKHM CEPBUCA PETUCTpPALUU U
M3MEHEHHsI JaHHbIX Tnosb3oBarenei, ycraHoBute IIIIO «CepBuc peructpauuum u
M3MEHEHHUS JJAHHBIX TOJIh30BaTeNICi» U3 MpUiaraéMbiX TUCTPUOYTUBOB B COOTBETCTBUU

¢ Tabxuuen 1.

5.29.3. Hacrpoiika

B aupexroputo «/opt/xidbox/config» ckonupyiite ¢aiti KoOHPUTypauu u
B3aUMOJICUCTBHS CEPBUCOB, MOATOTOBIICHHBIA B XOj€ BbIMONHEeHUs 1. 4.1, ¢ UMeHeM

«xidbox.properties».
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5.30. ¥YcranoBka n Hactpoiika IO «CepBuc Baauaanum JaHHbIX)

5.30.1. IIpeayc ioBus

— CepBep COOTBETCTBYET TPEOOBAHUSAM, IPUBEICHHBIM B II. 2.1.

— YcTaHOBIEHBI U HACTpOEHBI Kiactepsl Redis, npeaHa3sHaueHHbIE A1 paOOThI
C CEpPBHCOM.

— IlpenocraBien JOCTYI K PEMO3UTOPHIO, COAEPKAIIEMY YCTAHOBOYHBIN MaKeT

Java Axiom JDK Certified Bepcun 17.

5.30.2. YcTaHoBKa

Ha cepBepax, npeaHa3HAYEHHBIX JJIs1 YCTAHOBKHA CEpPBHUCA BAIMIAIMU JAHHBIX,
yctanoBute [II10 «CepBuc Banumalnuu JaHHBIX» U3 MPUIAraéMbIX TUCTPUOYTHUBOB B

COOTBETCTBHUU ¢ TaOauien 1.

5.30.3. Hacrpoiika

B aupexroputo «/opt/xidbox/config» ckonupyiite ¢aitn KOHGHUTyparuu u
B3aMMOJICHCTBHSI CEPBUCOB, MOJATOTOBJCHHBIM B XOJ€ BbIMONHEHHUS 1. 4.1, ¢ uMeHeM

«xidbox.properties».

5.31. YcranoBka u Hactpoiika I1I10 «CepBuc BbINOJIHEHUS

ABTOMAaTHY€CKHUX pacueToB»

5.31.1. IlpeaycJioBus

— CepBep COOTBETCTBYET TpeOOBaHUIM, TPUBEICHHBIM B 1. 2.1.
— VYcTaHOBNEHBI M HACTpOeHBI Kiactepsl Redis, npeana3sHaueHHbIE A1 paOOThI

C CCPBHUCOM.
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— IlpenocTaBieH IOCTYI K PENO3UTOPHIO, CONEPKALEMY YCTAHOBOYHBIN MTAKET

Java Axiom JDK Certified Bepcun 17.

5.31.2. YcTaHoBKa

Ha CCpBCpax, IMPCAHASHAYCHHBIX [JII YCTAHOBKH CCPBHUCA BBbIIIOJIHCHUA
ABTOMATHYCCKHUX PACUCTOB, YCTAHOBUTC II10 «CepBI/IC BBIIIOJIHCHH aBTOMATHYCCKHX

pacyeToB» U3 MPUJIaraéMbIX TUCTPUOYTUBOB B COOTBETCTBUU C Tabmuiei 1.

5.31.3. Hacrpoiika

B mupexroputo «/opt/xidbox/config» ckonmpyiite ¢aitn KoHPUTypauu U
B3aUMOJICHICTBHSI CEPBUCOB, MOATOTOBIICHHBIA B XOj€ BbIMONHEHUs 1. 4.1, ¢ UMEeHeM

«xidbox.properties».

5.32. YcranoBka u HacTpoiika Bed-cepBepa Nginx

5.32.1. llpeaycnoBust

CepBep COOTBETCTBYET TPeOOBaHUSM, MPUBEICHHBIM B 1. 2.1.

5.32.2. YcranoBka Nginx

Ha cepBepe, npeaHa3sHaueHHOM ISl YCTAHOBKH MOJYJISl (GMIBTPALIUH 3aIIPOCOB
k MC, ycranoBute u HacTpouTh Nginx (Bepcus 1.25.1) B cooTBeTCTBHM C OPUIIMATIBHON
JOKYMEHTALUEN:

https://nginx.org/ru/linux_packages.html
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5.32.3. Hacrpoiika Nginx

B mupekroputo «/etc/nginx/conf.d/» ckomupyiite ainel  KoHpUryparyn

MoayJst punmbTpamnuu 3anpocoB kK C, moAroTOBIEHHBIE B X0 BRIMIOTHEHUS 11. 4.2,

5.33. JlooaBiaenune UC X-1DBox

s mo6asnenus MC X-1DBox:

1) Bemonaute 3anpoc k IIIIO «CepBuc 3arpy3ku poseBbix mojeneii» API
«3arpy3ka uHpOpMaIMOHHBIX cucTeM» (cM. «PykoBojcTBO paspaborymka. Yacth 3.
CepBuc 3arpy3KH POJICBBIX MOJICIICH»).

2) VYKaxuTe IOCTYIHBIC CHOCOOBI BXOJa, a Takke CChUIKY Ha xoct MC
X-1DBox. [Ipumep Tena 3ampoca:

{

"items": |
{
"name": "MC XIDBox",
"shortName": "XIDBox",
"techName": "xidbox",

"availableAuthenticationTypes": [

{

"type": "LOGIN",
"factor": "FIRST",
"host":

"<your server address with frontend>"
}
1,

"oauthAccess": false

}
2) 3arpysure poseByio Moxaeiab X-IDBox. Jlns storo 3arpysute aiin

«xidbox.txt» (u3 nmpuaaraeMeix AUCTpUOYTHBOB), Hcmoib3ys IO «CepBuc 3arpy3ku
poneBbix Mmopenei» APl «3arpyska uH(GOpMAIMOHHBIX cHcTeM» (cM. «PyKOBOICTBO

pa3pabdoTunka. Yacts 3. CepBuUC 3arpy3KH POJICBBIX MOJIEIICH).
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3) 3arpysure opranmzanuio, BbimonHUB 3arnpoc B IO «Cepsuc 3arpysku
opranm3ammitny APl «3arpy3ka opranmszamuii» (cMm. «PykoBoacTBo pa3paboTumka.
Yacte 6. CepBuUC 3arpy3Kku OpraHm3anuii»). B 3ampoce ykakwTe JaHHBIC CBOCH WU
HEO0OXOIUMON OpTraHU3AIIHH.

4) 3arpysure monb3oBareis, BeinoiaHUB 3anpoc B [0 «Cepuc perucrpanun
U W3MEHEHMs [aHHBIX Tmoiyib3oBaTenei» APl «Peructpanus mnonb3oBatesnei» (cm.
«PyxoBoncTBO pazpaborumnka. Yactb 4. CepBUC pETUCTpallMM U W3MEHEHUS JaHHBIX
I0JIb30BATEIICH»).

5) Ionyuute uaeHtuuKaTop Y3 MOJIb30BaTENsA, BBINOJIHKUB 3ampoc B [110
«Cepsuc uaentupukanumn» APl «Ilomyyenune nanupix 00 Y3 nonb30BaTess MO JOTUHY
(cm. «PykoBoacTBO paspaborumka. Yacte 2. CepBuc miaeHTHUKanuu»). B 3ampoce B
napametpe «loginy ykaXuTe 3HaYeHUE JIOTMHA Y3 TMOJb30BaTENs, MOJTYyYEHHOE Ha
miare 4).

6) IMonyuute uneHTrdukarop mpoduis Y3 Mob30BaTels, BHIMOJIHUB 3alIPOC B
[IITO «CepBuc wunentudukanun» APl «Ilonmydyenne crnmcka mpoduiein VY3
MoJTb30BaTeNsl 1Mo ¢ uAcHTHUKATOpy» (cM. «PykoBoacTBO pazpaborumka. Yacts 2.
Cepuc uaeHtudukanuu»). B 3anpoce B mapamerpe «userUuid» ykakuTe 3HaueHHE
uaeHTUGUKaTOpa Y3 MOJIb30BaTeNs, MOJIyYeHHOE Ha mare 5).

7) Hasmaubre  mpodmaro V3 mosmb3oBatens  poiab  «CHCTEMHBIN
agmunuctparop» B NC X-IDBoX, BemonauB 3ampoc B IO «CepBuc 3arpysku
HazHaueHui» APl «3arpy3ka Ha3zHaueHuil poisiei» (cM. «PyKkoBOACTBO pa3paboTyHKa.
Yacts 9. CepBuc 3arpy3Ku Ha3HauCHHI»). B 3anpoce ykakuTe clieayroime napaMeTphi:

— unentudukarop mnpoduns Y3 momp3oBarens — UACHTHUDUKATOD,
TIOJTYYCHHBIH Ha 1mare 6);

— TEXHUYECKOe HaMMEHOBaHWE poiii — «System_administrator»;

— JlaTa ¥ BpeMs Havasia JeUCTBUS POJIU — TEKYILUE;

— JaTa U BpeMs OKOHYAaHUS JEHUCTBUS POJIM — HE yKa3biBaTh. [Ipumep Tena

3arpoca:

"infoSystem": "xidbox",
"userProfiles": |
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"uuid": "<your user profile uuid>",
"rolesToAdd": [
{

"roleTechName": "system administrator",
"startDate": "<current time and date>"

}

8) Boiinure B CHUCTEMY qyepes BeO-nHTEpdeiic
(http://<your_server_address>/signin) wu moaTBepauTe corjlacke Ha 00pabOTKy

NMEPCOHAJIBHBIX TaHHBIX.
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6. AIMMHHCTPUPOBAHHE CUCTEMbI

6.1. OOHOBJIeHHE CUCTEMbI

Oo6nosnenne Bepcuii [1I10 X-IDBoX mpoBoauTcs uepes mITaTHBIA MEHEIKEP
MaKETOB, TOCJIE Pa3MEIICHHsT HOBBIX TUCTpUOyTHBOB cepBucoB X-IDBox (m. 1.3) B

JIOCTYIHBIA PETIO3UTOPHUH.

6.2. HacTpoiika ceTeBOro B3aumMo/ieiicTBus

[Ipu Hactpoiike cereBoro B3aummojeiictuss MC u X-IDBox nHeobxoammo
obecrnieunTh ceTeBoe B3aumoieicTre komnoHeHToB UC u X-1DBoX.

[ITabnoH ceTeBOro B3auMoAeicTBUs MpuBeaeH B [Ipunoxenuun A.

6.3. Iloakouyenue HHGOPMALMOHHON CHUCTEMBI

Jlns moaxmouenus Hopoi MC:

1) Bemonuute 3anpoc k IO «CepBuc 3arpy3ku poseBbIx Mozenei» API
«3arpy3ka uHpoOpMaIMOHHBIX cucTeM» (cM. «PykoBoacTBO paspaborumka. Yacth 3.
CepBuc 3arpy3Ku poJIEBbIX MOJACIECH).

2) YKaxuTe IOCTYIHBIC CHOCOOBI BXO/Aa, a Takke CChUIKY Ha xoct HC
X-1DBox. IIpumep Tena 3ampoca:

{

"items": [
{
"name": "MC XIDBox",
"shortName": "XIDBox",
"techName": "xidbox",

"availableAuthenticationTypes": [

{

"type": "LOGIN",
"factor": "FIRST",
"host": "<Buemnum anpec MNC>"
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1,

"oauthAccess": false

}

3) CdopmupyiiTe posieByr Mojeib moakiaodaemoit NC.

4) 3arpysure posieByto mojueiab HoBor MC. Jlns storo 3arpysurte Gdain c
pa3paboTaHHOM poJsieBoM Mozenbto, ucnoiyibdys IO «CepBuc 3arpy3ku poieBbIX
mozenein» APl «3arpy3ska wuHbopManMoHHBIX cucTeM» (cM. «PykoBozICTBO
pazpadoTtuuka. Yacte 3. CepBUC 3arpy3KH pOJIEBbIX MOJIETIEH» ).

5) Cosznaiite mosb3oBaTenst ¢ poibio «MeHemxkep MCy, BBIMOJHUB 3alpoc B
[ITIO «CepBHuC peructpainivi 1 U3MEHEHU TaHHBIX Mob30oBatenei» API «Peructparus
noJsib3oBatenei» (cMm. «PykoBoacTtBo pazpaborurka. Yacte 4. CepBUC perucTpanuu u
U3MEHCHMS JIAHHBIX TOJIb30Bareneli»). IIpu HEOOXOMUMOCTH  IPEIBAPUTEIBHO
3arpy3uTe OpraHu3aluio, B KOTOPOM HEOOXOJMMO 3aperucTpUpoOBaTh JTaHHOIO
MOJIb30BATES.

6) IMomyunte uaeHtudukaTop Y3 MOJIB30BaTElNsA, BBINOIHKUB 3ampoc B [1I10
«Cepsuc uaentudukanum» APl «Ilonyuenue nanupix 00 Y3 moap30BaTes MO JIOTHHY»
(cM. «PykoBojacTBO paspaborunka. Yacts 2. CepBuc uneHTH(uKanuu»). B 3ampoce B
napametrpe «loginy yKaXXuTe 3HAUEHHE JIOTWMHA Y3 TMOJIb30BATENs, MOJIyYEHHOE Ha
miare 5).

7) Tonyuute uneHtudukarop npoduis Y3 Moib30BaTelis, BBIMOJIHUB 3alIPOC B
IITIO «CepBuc wunentudukarum» APl «llonydenue cnucka npodwien V3
nmoJyib30BaTeNsl 1Mo e€ uaeHTudukaropy» (cMm. «PykoBoacTtBo pazpaborumka. Yacts 2.
CepBuc naentudukanumn»). B 3anpoce B mapamerpe «userUuid» ykaxute 3HaUeHUE
uaeHTUGUKaTOpa Y3 MoJIb30BaTeNs, MOJIyYeHHOE Ha mare 6).

8) Hasnaubre mpodummo Y3 momnb3oBatens poib «Menemkep MC» B UMC
X-1DBox, BemonnuB 3amnpoc B [ITIO «CepBuc 3arpy3ku HazHaueHuit» APl «3arpyska
Ha3HaueHuil poneit» (cMm. «PykoBonctBo paszpabotuuka. Yacts 9. CepBHUC 3arpys3ku
Ha3HAYCHUIT»). B 3ampoce ykaxuTe cieayronme mapaMmeTpol:

— uaeHtTugukatop mnpoduns VY3 momb3oBaTens — HAEHTU(DUKATOD,

MOJTYYCHHBIH Ha mare 7);
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— TeXHHYECKOoe HamMeHoBaHue pos — «information_system_manager»;

JlaTa U BpeMsl Hauaja JEeUCTBUS POJIA — TEKYLIHUE;
— Jlata ¥ BpeMsI OKOHYAHUS IEUCTBUS POJIM — HE YKa3bIBaTh;
— TEXHUYECKOE€ HauMMEHOBaHME MOJAKOHTposbHOM WMC — TexHuueckoe

HanMmeHoBaHnue HoBout MIC. [Ipumep Tena 3ampoca:

{
"infoSystem": "xidbox",
"userProfiles": |

{
"uuid": "<your user profile uuid>",
"rolesToAdd": [
{

"roleTechName":
"information system manager",
"startDate": "<current time and date>"

1,
"controlledInfoSystemTechName":
"<new_ info system tech name>"

}

}

9) Ilpu HeoOxoauMocTu 100aBbTe B (haiin «nginx.conf)» marTepH ¢ Ha3BaHUEM
xocTa nojkiarogaeMont UC — HeoOxoaum 1iyist otoOpaxeHus crpaHullbl Bxoaa X-1DBox
u ayteHTuukanuu Ha xocte MC, a Takxe 11 MPOBEPOK 3aMPOCOB MPU aBTOPU3ALINH,

rie:

— <BuemHuyt aznpec JC> — sHemnui agpec 1UC;
— <new_info system tech name> — TEXHHMYECKOE HAMMEHOBAaHHE
HoBoit 1C,;
— <Agpec mjid OPOKCHMPOBAHMA 3anpocos B IMC> — aapec I
poKcupoBaHus 3anpocos B 1C;
— <IlopT_ MC> —mnopt UC.
[Tpumep koHpUryparmu:

server {

4
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listen 80;
server name <BuhemHwun anpec JC>;

set $stand scheme http;
client max body size 1g;

error page 500 502 503 504 /50x.html;

location / {

access by lua file
/etc/nginx/conf.d/auth.lua;

set Supstream <new info system tech name>
<Ampec mjd NPOKCHMPpOBaHMA 3anpocoB B MC>:<IlopT MC>;

include /etc/nginx/conf.d/proxy.pass;

proxy pass
http://Supstream <new info system tech name>$reque
st uri;

}

include /etc/nginx/conf.d/proxy.locations;

}

B cnyuae, ecnu HacTpoeHa ayTeHTH(UKAIUS C MOMOIIBIO JOMEHHOW Y4YETHOM
3alUCH, B 3aBUCUMOCTU OT HCMOJIb3yeMOTO THIA KOHTpOJUIepa JOMEHA, BBIMOJHUTE
CIICIYIOIIHNE JECUCTBUA:

[Mopsimok HacTporiku ais Active Directory:

1) JoGaBbre ONns-3amuch B KOHTpOJUIEpE JOMEHa JyIisl BHelHero aapeca MC
aHAJIOTUYHO OMHUCAHUIO B 1. 5.1.3.2.

2) JobaBbTe MICEBIOHUM ISl CEPBUCHOM ydeTHOM 3amucu B Active Directory ¢
yka3zaHnuem BHemHero aapeca UC.

Jlnst moGaBieHus] TCEBAOHMMA JUIsl CEPBUCHOW YyuyeTHOM 3amucu B Active
Directory BbINOJHHUTE CIIEAYOIINAE ACHCTBHS:

1) OTkpoiiTe KOMaHIHYIO CTPOKY C IMpaBaMH aJMHUHUACTPATOPa Ha KOHTPOJLIEPE
JIOMEHA.

2) Bsemute komanay s qo0aBinenust SPN:
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X-IDBox
setspn -A
HTTP/<BHEWHMJ/ AJPEC JC>.xidbox.domain.local
domain\xidbox
rJe:
— HTTP/<BHEMHMﬂ_AﬂPEC_MC>.xidbox.domain.local — UMA

CepBHCa U JOMEHA,
— domain\xidbox — UM CEpBUCHOMN YUETHOMW 3aIIUCU B IOMEHE.

3) s mpoBepku 3aperucTpupoBaHHbiX SPN ucmonb3yiTe KOMaHay:

setspn -L domain\xidbox

[IprMep BBINTOTHEHNS KOMaH/IbI:

> setspn -L domain\xidbox

Registered ServicePrincipalNames for
CN=xidbox, CN=Users, DC=domain, DC=local:
HTTP/xidbox.domain.local
HTTP/is-test.xidbox.domain.local

4) Yo6enurech, uTo Bce HeoOxomumbie SPN 100aBiIeHbl KOPPEKTHO.

[Topsinok Hactpoiiku s FreelPA:

1) Jlo6aBbTe xocT B FreelPA mns BHemHero aapeca MC aHaI0rMyHO ONMUCaAHHIO
B 1. 5.1.3.3.

2) JloOaBbTe TCeBAOHMM i clykObl B FreelPA ¢ yka3zaHMeM BHELIHETO

anpeca UC, cozmannoro mist X-IDBoX ananoruuno onucanuio B 1. 5.1.3.3 (puc. 6).
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X-IDBox

% FreelPA & Administrator v

WpeHTumrkauma Monutuka AyTeHTHdUKALMS CeTeBble C1yx6bl IPA-cepsep

Monb3oeatenn Y3nbl pynnei Mpeacraenenus 1D ABTOYYaCTHWK v

MAIN.LOCAL

Cnyxba: HTTP/xidbox.domain.local@DOMAIN.LOCAL

HTTP/xidbox.dom.... asnseTes yuactHuxom:  HTTP/xidbox.doma.... ynpasnneTcs
Napamerpb Poau Yanwi (1)
£ O6noBuTs | | D BephyTts | | L Coxpanuts | | flefictBun v
MapameTpbl cyxbb MofaroToBKa
MAIN.LOCAL | Yaanute CocTosHue + Vimeerca kniou Kerberos, cnyxBa nogroTosaeHa k paboTe

Mcesgornm HTTP/xidbox.domain.lo

HTTPR/is-test.xidbox.domain.local @DOMAIN.LOCAL | Yaanute

Ceptudukat cnyxbb

HTTP/is-store.xidbax.domain.local @DOMAIN.LOCAL | ¥panus

Cepruduraten [foBasuts
JobasuTe
CnyGa HTTP
Vima ysna xidbax.domain loca
Tun PAC @ YracneaosaHo U3 KoHGUrypaLMK cepsepa

O NepeonpeaennTs yHacnenoBaHHEIE napamMeTph:

MHauKaTops! 0 isyxdaxtopHan ayTentudukauma (napons + OTP)
ayTeHTgmKaL O RADIUS
o PINIT

Yeunernelid naponk (SPAKE nnw FAST)

losepeno ana O
Aenern posaHms

Pucynok 6 — I1ceBgonum aiis ciayx0b1 B FreelPA ¢ ykazanuem BHemrHero agpeca MC

6.4. Hactpoiika napaMeTpoB 3anmycKa

Hactpoiika mapamerpoB 3anycka X-IDBox ocyuiecTBisgeTcs myTéM MOATOTOBKHU

KOH(uUrypanroHHsix ¢aitsios. [TogpodbHoe onucanue oneparuii npuBeaeHo B 1. 4.1,

6.5. 3arpy3ska poJieii u 3amuiaeMbix 00bekToB UC

3arpy3ka 3amuiaeMbix o0bekToB MC (TUIBI pecypcoB, pecypchl, NEWCTBHS,
atpu0OyThl) B B/l oOecnieurnBaeT BO3MOKHOCTh MOCJEIYIONIET0 pa3rpaHUUEHUs 10CTyIIa
MoJib30BaTelel K OTUM O00bekTaM uyepe3 (QOpMHUpOBaHUE poOJieH U MOJUTHUK
aBTOPHU3ALINH, COJCPKAIINX OTPAHUYCHHSI Ha JICHCTBHSI C STUMHU OOBEKTaMH.

3arpy3ka pojeBoil Mojenu nocTymHa depe3 BeO-untepderic X-IDBox u uepes
API. Tlopsinok 3arpy3ku pojieBoi Mmojaenu yepe3 Beo-untepdeiic X-IDBoxX npusenen B
PykoBonctBe mnonb3oBarens. Ilopsnok 3arpy3ku poneBoir Mozaenu dvepe3 APl u
ornucanue (opmara (aiina mpuBeneHsl B J0KyMeHTe «PykoBoacTBO pa3palboTuuka.

Yacts 3. CepBuC 3arpy3KH pOJIECBBIX MOJAEICI».

&
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AJIMUHUCTPUPOBAHUE CUCTEMBI PykoBOoACTBO aqMHUHUCTpATOPA
X-IDBox

6.6. VYmnpasiieHHe YYETHBIMHU 3alIUCSIMH MOJIb30BaTeJ el U HA3HAYEHHE

MOJIB30BaTe/IsIM IpaB 10CTyIla

VYrpaBienre NaHHbIMH Y3 TOJIB30BATENsl U IMpaBaMu JOCTyIa MOJIb30BATEIIS
ocymectisieTcs B BeO-uHtepdeiice X-IDBoX, B T.4. myréM 3arpy3ku (¢aiaoB B
CrelHaIbHBIX (hopMaTax, OIMUCAHHBIX B JOKyMeHTe «PyKoBOACTBO pa3zpaboTyuka.
Yacte 11. ®opmatsl haiisioB JyIs 3arpy3KHu 4epe3 MoJIb30BaTeIbCKUM HHTEpPEc».

[TogpobHoe omnucanue 3arpy3ku (ainoB mnpuBeneHo B PykoBojcTse

IIOJIB30BaTCIIA.

6.7. Hacrpoiika coObITHIi 0€30I1aCHOCTH, MO/JIEKAIMUX PErucTPANH, HX

cocTaBa M CoJcpRaHUusA

[TapameTpsl KypHAJIUPOBAHHUS BCEX COOBITUH OE30MACHOCTH XPAHATCS B BUIC
eIMHOTO OCHOBHOTO (paiina «cef-log-event.json», B KOTOPOM Kax10€ COOBITHE OIMTUCAHO
B BHUJIe HaOOpa aTpuOyTOB:

— Name — TeXHNYeCKOe HAMMEHOBaHUE COOBITHS;

— label — nanmenoBanme coObITHS O0€30MaCHOCTH;

— eventClass — Tum coObITHS;

— Severity — BaKHOCTb COOBITHS;

— enable — mpu3HaK OTKIIIOYCHHMSI JKYPHATUPOBAHUS COOBITHS (IO YMOTYAHUIO
BKJIIOUEHO);

— fields — criucok *xypHaIMpyeMbIX KIFOUCH.

[Ipy HE0oOXOAMMOCTH MOXHO 3a7aTh HapameTpbl COOBITUN OE30MaCHOCTH,
MOJIJICXKAINX PETUCTPAINH (B TOM YKCIIE COOBITHM, CBI3aHHBIX C U3MEHEHUEM POJICH U
MTOJTHOMOYH MOJIh30BaTeNeH ), COCTaBa U coepkaHusi HH(OPMAITUHU O HUX.

[TapameTpsl KypHATHPOBAHUS COOBITUN O€30MAaCHOCTH 33Jal0TCS B OTACIHLHOM
JIOTIOJTHUTEIBHOM (paiiyie, MeCTOTOJIOKEHUE TAHHOTO (pailiia yKa3pIBAeTCsl B HACTPOMKAX
X-1DBox B mapametpe «logback-spring.xml».

B nononnutensHOM (paitsie yKa3bIBalOTCS TOJBKO T€ COOBITUSI M TOJIBKO T€

aTpuOyThl COOBITHH, KOTOPBIE HEOOXOUMO M3MEHUTH. [Ipr 3TOM B HACTpOMKaX HEb3S

&
). DBOX 71



AJIMUHUCTPUPOBAHUE CUCTEMBI PykoBOoACTBO aqMHUHUCTpATOPA
X-IDBox

n00aBUTh COOBITUSI OE30MAaCHOCTH, 3HAYEHHUS KIIIOUYEH KOTOPHIX HE MPEayCMOTPEHBI
OCHOBHBIM CITUCKOM KJTFOUEH MAaHHOTO COOBITHS, TAaKXKE HENb3sl UCKII0YATh M3 JIOTa
COOBITHSI 6€30ITaCHOCTH Cpa3y BCE KITIOYH.

[Ipy noAKIIOYEHUH JOMOJHUTENBHOro (aitia HacTpoek O0e30MacHOCTH OyayT
U3MEHEHBI JIOTU TOJIBKO T€X COOBITUH, KOTOpPbHIE OMHCAHbl B HEM, BCE OCTAJIbHBIE
coOBITHS 0€30macHOCTH OYyIyT JIOTUPOBATHCS B COOTBETCTBUU C HACTPOMKaMHU IO
YMOJYaHUIO, OIIMCAHHBIMU B OCHOBHOM (haiie.

[Tpumep nOMONMHUTENBHOTO (aiila HACTPOEK MapaMETPOB KYPHAIUPOBAHUS
cOObITUH  0€30MacHOCTH  (OTKJIIOYEHHME JKypHAJIMpOBaHUs coOblTus  «JlelicTBus
MPUBUJIETUPOBAHHBIX  TOJb30BatTesei»; s coObitusi  «CoObITHE aBTOpU3AIUU
MOJI30BATENSD YKa3bIBAE€TCSA TOJIBKO YAaCOBOM MOSIC, B KOTOPOM OBbUIO 3a()MKCUPOBAHO

COOBITHE, U PE3YJIbTAT COOBITHS):

[

"name": "ADMIN ACTION",
"enable": false
by
{
"name" : "USER_AUTHORIZATION",
"fields": |
"dtZ",
"outcome"

6.8. Hacrtpoiika BeO-cepBepoB /151 padoThI C CUCTEMOT

Be6-cepeeprl B X-IDBox ¢ynkuunonupyior Ha ocHoBe BIIO Nginx. Onucanue

YCTAaHOBKU U HACTPOUKHU BEO-CEpBEPOB MPHUBEJCHO B 1. 5.32.

&
). DBOX 79



AJMUHUCTPUPOBAHUE CUCTEMBI PykoBOJICTBO aJIMUHHUCTpATOPa
X-IDBox

6.9. Hacrpoiika padouux cTaHIUii MOJIb30BaTeJI€l AJIs1 padoThI ¢

nmojacucTeMou

[TonroroBka paboOuYMX CTaHLMM IMOJIb30BATENICH BKIIIOYAET B ce0sl YCTAHOBKY H
HacTpoiiky Heooxonumoro 110, a Takxke noAroToBky ceprudukaToB. Bece HeoOxoaumbie

Ooricpanru OIIMCAHBI B PYKOBOI[CTBG II0JIb30BaTCJIA.
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7. O0cay:kuBaHue CHCTEMBbI

7.1. Tlopsizok 00cayKMBaHMS U IPOBEPKA PadoTOCIIOCOOHOCTH CUCTEMbI

[TpoBepka pabOTOCIIOCOOHOCTHU BBIIIOJIHAETCS OTIAENBHO Ul KaXKI0TO CEPBHCA B

cocrase X-IDBox.

7.1.1. Ynpasaenue CYBJI Postgres Pro Ent.

3anyck, OcTaHOBKa u Tniepe3arpy3ka Postgres Pro Ent. mpoBoautcs B
COOTBETCTBHUH C OQUIIMATIBHON JOKYMEHTAIIUEH:

https://postgrespro.ru/docs

7.1.2. Ynpasiaenmue kem-cepBepom Redis

3amyck, OCTaHOBKa M repe3arpy3ka RediS mpoBOguTCs B COOTBETCTBHU C
opuIMaTbHON TOKyMEHTAUEH:

https://redis.io/documentation

7.1.3. YupasieHue Be6-cepepom Nginx

3anyck, OCTaHOBKa M mepe3arpy3ka NgInX MNpOBOJUTCS B COOTBETCTBUU C
opUIMaTHFHON TOKyMEHTAIUEH:

http://nginx.org/ru/docs

7.1.4. Yupasiaenue cepsucamu IIT10 X-1DBox
B taGnuie 2 mpuBeaeH nepeueHs ynpasisembix cepucos [1T10 X-IDBox.

Tabnuna 2 — [lepeuens ynpansembix cepBrucoB [TI1O X-IDBox

1o Ha3Banue ynpasJjisieMoro ceppuca

[I10 «CepBuc ayTeHTHPUKAIIIN xidbox-authentication

&
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OO0ciy)XuBaHUE CUCTEMBbI

PykoBOoACTBO aqMHUHUCTpATOPA

X-IDBox

I1o

Ha3Banue ynpaBisieMoro cepBuca

Monayns GuasTparmu 3ampocos k UC

xidbox-authn-gateway

IITIO «CepBuC aBTOpH3ALIUK

xidbox-authorization

IITO «CepBuc 00pabOTKH JTAHHBIX)

xidbox-backend

[TI1O «Monynb OTIPaBKH YBEIOMJICHUI
UH(POPMALIMOHHBIM CUCTEMaM C ucnoib3oBanuem Kafka»

xidbox-callback-kafka

ITI1O «Monynb OTIPaBKH YBEIOMJICHUIN
MH(POPMALIMOHHBIM CUCTEMAM C UCIOJIb30BAHUEM
RabbitMQ»

xidbox-callback-rabbit

[ITIO «Moaynb OTIIpaBKU YBEIOMJICHHI
MH(POPMALIMOHHBIM CUCTEMaM C Ucroib3oBanneM REST»

xidbox-callback-rest

[TI10 «Monynb noANKMCaHus ¢ UCIIOIb30BAaHUEM
KpunrolIpo»

xidbox-crypto

[TI1O «CepBuc padboTsl ¢ ocHOBHBIMU B/]»

xidbox-database

II10 «CepBI/IC CUHXPOHH3AIIUU JaHHBIX KaTaJOI'OB»

xidbox-directory-synchronization

Monynb OanaHCHPOBKY BHYTPEHHHUX 3aIIPOCOB

xidbox-eureka

[TIO «CepBuC B3aUMOJEHUCTBUSA C MMOJI30BATEIbCKUM
uHTEep(dercoM ypaBIICHUS TOCTYTIOM

xidbox-frontbackend

IITO «CepBuC HACHTUPUKALIHI

xidbox-identification

[ITO «Cepsuc unrerpamuu ¢ LDAP-kaTanoramm

xidbox-ldap

ITI1O «Cepsuc 00pabOTKH 3asIBOK»

xidbox-orchestrator

[II10 «CepBI/IC OpTraHH3allvi BBIITOJIHCHHUS 3asIBOK»

xidbox-orchestrator-helper

[ITO «CepBHC U3MEHEHHUS 3aBOK»

xidbox-order

II1O «CepBuc 3arpy3Ku OpraHu3anuin

xidbox-organization

[ITO «Cepsuc 3arpy3ku OLLIC»

xidbox-organizational-structure

[TI1O «CepBuc 3arpy3Ku poJIeBbIX MOJIETIEI»

xidbox-role-politics-upload

[ITO «CepBHC aBTOMaTHYECKUX ONEpalnii»

xidbox-scheduler

[TI1O «CepBuc obecriedeHus ETOCTHOCTH JaHHBIX)

xidbox-signature

[TI1O «CepBuc pabOTHI C TaHHBIMH 3asBOK»

xidbox-state-machine-database

[TI1O «CepBuc paboTHI C OYEPEbIO 3aIBOK»

xidbox-state-machine-queue

[TI1O «CepBuc pabOThI C HCXOAHBIMH JTAHHBIMH 3asIBOK

xidbox-storage

ITI1O «CepBuc 3arpy3Ku Ha3HAYEHUN»

xidbox-user-profile-upload

ITTIO «CepBHC perucTpanuy 1 U3MEHEHUS JaHHBIX
II0JIb30BATEIIEN»

xidbox-user-upload

[ITO «CepBuc BanuaaluK TaHHBIX)

xidbox-validation

ITITO «CepBuC BBIIOIHEHUS aBTOMAaTUYECKUX PACUETOBY

xidbox-request-background-processing
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OO0ciy)XuBaHUE CUCTEMBbI PykoBOoACTBO aqMHUHUCTpATOPA

X-IDBox
7.1.4.1. 3amyck
Ha cepBepe ¢ yCTaHOBIEHHBIM CEPBUCOM BBITNIOJIHUTE KOMaHTY:
systemctl start <service>
rge <service> — Ha3BaHHWE YOPABISIEMOrO CEPBUCA B COOTBETCTBUM C
Tabnuien 2.
7.1.4.2. OcraHoBka
Ha cepBepe ¢ yCTaHOBJIEHHBIM CEPBUCOM BBITIOJIHUTE KOMAHTY:
systemctl stop <service>
rge <service> — Ha3BaHHWE YOPABISIEMOrO CEPBUCA B COOTBETCTBUM C
TaOJIULIEN 2.
7.1.4.3. Tlepe3arpy3ka
Ha cepBepe ¢ yCTaHOBIEHHBIM CEPBUCOM BBINIOJHUTE KOMAHY:
systemctl restart <service>
rie <service> — Ha3BaHHWE YIPABISIEMOTO CEPBUCA B COOTBETCTBHUM C
TaluIe 2.
7.1.4.4. MoHMTOPHMHI PadOTOCIOCOOHOCTH
Ha cepBepe ¢ ycTaHOBIEHHBIM CEPBUCOM BBIINIOJIHUTE KOMaHY:
systemctl status <service>
raie <service> — Ha3BaHUE YNPABIAEMOTO CEPBHCA B COOTBETCTBUU C

TaOJIULIEN 2.

7.2. TlpoBepka M aHAJIU3 KJIIO4YEeBbIX NApaAaMeTPOB (PYHKIIMOHNPOBAHUS

CHCTEMBbI U JIEKTPOHHBIX KYPHAJIOB COOBITHIH

OyHkuuy, o0ecneuMuBarOIe MPOCMOTP JJIEKTPOHHBIX >KYypPHAJIOB COOBITHIA

0e301acHOCTH, He npeycMoTpeHsl B X-1DBOoX.
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X-IDBox

Kypnan coOweiTuii Oe3omacHocty 3anucbiBaeTcss B ¢dopmate CEF. Kaxnas
3aIlUCh UMEET CIEAYIOIINMI BUI:

<mara u Bpems> <host> CEF:<version>|<eventClass>|<label>|<severity>|
[Extension]

OCHOBHBIE TapaMeTPhI 3aIUCeH, a TaKkKe PUKCUPOBAHHBIC 3HAUYCHUST HEKOTOPHIX

W3 HUX OIUCaHbI B TadmuIe 3.

Tabnuua 3 — OcHOBHBIE MapaMeTphl 3aNTUCEH B KypHaJe COOBITHI 0€3011acCHOCTH

ITapamerp 3HaueHnune Onucanne
<Jata v BpeMs> | — Jlarta u Bpemsi, Kora ObIJIO 3apETUCTPUPOBAHO
coOwITHe, 10 cTanaapty UTC
<host> - Nwmst cepBepa, Ha KOTOPOM OBLIO
3aperucTpUpPOBAHO COOBITHE
<version> 3nauenue no ymonuanuro — 1 | Bepcus gpopmara CEF
<eventClass> 3HaueHue M0 YMOITYAHUIO Tun cobbiTUs
— security
<label> VYka3zaHo B COOTBeTCTBYOIIeM | HazBanue coObITHS, BIMSIONICE HA COCTAB
crosoue Tabaunsl 27 JIOTOIHHATENBHBIX JaHHBIX O COOLITHH
0e30macHOCTH
severity 3navenue 1Mo ymonuanuio — 3 | BaxHocTs coObITHS
Extension Kitoun n 3HaueHus ykazansl | Pacmmpenue Ui 3aperucTpupOBaHHOTO COOBITHS
B COOTBETCTBYIOIIUX 0€30MaCHOCTH, COJCPIKUT Taphl KIHOY-3HAYCHNE
cronbax Tabnuiel 27 JUISL Pa3TUYHBIX COOBITHH

[Ipu peructpamuu COOBITHI O€30MACHOCTH HWCIIONB3YETCS TOJIe PaCIIMpPEHUS
(Extension), cogepxamiee Habop map kmou-3HaueHue (<KEY>=<VALUE>).
Pacmmpenue MoxeT copepkarh Jr000€ KOJIMYECTBO TaKWX Map B JIIOOOM MOpsIKe,
pazaenéHHeix mnpodenamMu (« »). s pa3nauuHbIX COOBITUH O€30MaCHOCTU MOTYT
UCIIOJIh30BAThCS TpEoNpeneEHHbIe Ktouu, npexycMoTperasie gopmarom CEF, a

TaKke crerraibabie Kiroun 11 X-1DBox, onucannsie B Tabmuiie 4.

Tabmnma 4 — Kitroun 11 JOMOTHUTEIBHBIX JaHHBIX O COOBITUAX 0€30IIaCHOCTH

HaumenoBanue
3Ha4yeHuHe KJI04Ya Onucanue
KJI04a
cs1Label objectUid Wnentudukarop 0o0bekTa, C KOTOPBIM OBLUIO BBIITOIHEHO
COOTBETCTBYIOIIEE ICUCTBUE
cs2Label orderUid WnentudukaTop 3asiBKH, Ha OCHOBAaHHH KOTOPO# OBLIO
BBIITOJTHEHO COOTBETCTBYIOIICE ICHCTBUE
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OO0ciy)XuBaHUE CUCTEMBbI PyKkOBOICTBO aAMUHHUCTPATOPA

X-IDBox
HaumenoBanue
B 3HaYeHHne KI04a Onncanne
cs3Label infoSystemUid Unentuduxarop UC
cs4Label typeData HanmMeHoBaHME SKCIOPTUPYEMBIX TAHHBIX
cs5Label resource TexHnueckoe HANMEHOBAHUE Pecypca, K KOTOPOMY
3aIpalnIuBaeTCs pa3pelieHre Ha COBEPIICHHE ICHCTBUS
cs6Label resourceType TexHuveckoe HAMMEHOBAHUE TUIIA PECYpca, K KOTOPOMY
3aIpaIIrBacTCs Pa3pelicHIe Ha COBEPIICHHE ICHCTBUS
cs7Label authenticationType Tun ayrenTudukanmm

[TonpoOHBINE cOCTaB MaHHBIX B PACIIUPEHUM HJs PA3JIUYHBIX COOBITUN
0€e30MacHOCTH, B 3aBUCMMOCTHM OT Ha3BaHUS COOBITUS O€30MacHOCTH, OMNKCAaH B
[Ipunoxenuu B.

Ecnu He ynanock 3aduKcupoBaTh 3HAUYCHHUE KJIIOYA JJIsi COOBITHUSI 0€30MacHOCTH, TO
JM00 ATOT KIIOY OTCYTCTBYET B 3allMCH O JAaHHOM COOBITUM O€30MacHOCTH, JUOO
3aMMCBIBACTCS MMYCTOE 3HAYCHUE.

7.3. Pe3epBHOe KONMUPOBaHME U BOCCTAHOBJIEHHE JAHHBIX

Jlst obecrieueHus eIOCTHOCTH M COXPAHHOCTH JAaHHBIX CHCTEMBI B IICJIOM H €€
MOJICHCTEM HEOOXOJMMO TEPUOAMYECKH TPOBOJNUTH pe3epBHOE KomupoBaHue b/
X-IDBox.

Pe3epBHOE KOMHMpOBaHUE M BOCCTAHOBJICHHE MOJKHO MPOBOIUTHCS HAa CEpBEpe
cpenctBamu OC u crangaptHeiMu uHcTpyMeHTtamu CYBJ[ Postgres Pro. Otu pabotbl
JIOJKHBI BBITIOJHATHCST afMUHUCTpaTOpoM cepBepa b/l mmm numamu, coctaB KOTOPBIX
OTIpe/ieNieH aIMUHUCTPATOPOM.

OcHOBHBIE  TIPOIIENYpPHI, CBS3aHHBIE C  OOECMEYEeHHUEM  COXPAHHOCTHU
uH(OpMAaIMH, BBIMOIHIIOTCS aIMUHUCTpPATOpoM cepBepa b/l B COOTBETCTBHUU C
MpaBUJIaMU, PETJIAMCHTUPYIOITUMU TOPSI0K COXPAHECHHSI 1 BOCCTAHOBJICHUS JJAHHBIX B
opraHu3anuu U pekomenaanuamu npoussoautenss CYB]] Postgres Pro.

[Ipu poBecHUM MEPONIPUATHH IO 00SCIICYSHUIO0 COXPAaHHOCTH WH(GOPMAITIH B

BbJI X-IDB0X momkHbI BBITOJHITHCS CAEAYIOUIME PEKOMEHIAINY:
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X-IDBox

1) EsxeqHeBHOE pe3epBHOE KOMMPOBAHUE JaHHBIX. KomupoBaHHWE [IOJKHO
BBITIOJIHATHCS HE PEXe OMHOTO pasa B cyTku. CocTaB Komupyemor uHOOpmaImw,
WCMOJIb3YyEMbIE YCTPOWCTBA XPAHECHUS PE3EPBHBIX KOIMHM, METOAbI PE3EPBHOTO
KOMHUPOBAHUS U NPOrPaMMHBIE CPENICTBA ISl BBINOJHEHUS TUX ONEpalUi, a TakkKe
poTanMsi PE3EPBHBIX KOIMHUM JOJDKHBI COOTBETCTBOBATh IMPAaBUJIAM W PErjaMEeHTaM
OpraHH3aLUH.

2) Opranumszanus kinactepa cpeactBamu Postgres Pro, coctosiiero kak
MHHUMYM U3 JIByX PEIUIHK.

[Ipy BO3HUKHOBEHUM WHIUACHTA, TPEOYIOMIETO BOCCTAHOBJICHMS JIaHHBIX,
BBITIOJTHAIOTCSL pabOTHI 10 BoccTaHoBIeHUIO0 BJ[. B 3aBucMMOCTH OT IPUMEHEHHBIX MEP
no oOecrnedyeHuto coxpaHHocTu wuHGopmainuu B BJ[ MOryr OBITh BBIIIOJHEHBI
CIICIYIOIINE JECUCTBUS:

1) Hcmonb30BaHHE 3epKATbHBIX KOIMHMA JaHHBIX.

2) BoccranoBienue ¢aitsioB 0a3bl JAaHHBIX C HCIOJIB30BAHUEM TTOCIICIHHUX

PE3E€pPBHBIX KOITHH.
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1IpUII0KECHUE A

[1Ta6n0H nHpopManmoHHbix moTokoB Mexay MC u X-1DBox

Ipunoxkenue A

IIa610H uHpopManmuoHHBIX MOTOKOB Mexkay MC u X-1DBox

Tabmuua 5 — [Iladnon cereBoro B3aumoaeiictsusg UC u X-1DBox

PYROBOACTBO aAMIHNCTPATOpA

X-IDBox

TpebdoBanusi K

IP-agpec YpoBenb
HNwms y3na IP-anpec cepBepa ITopT cepBepa HNwms cepBepa i ITopT cepBepa HaumeHoBaHue DYHKIHOHAJIBbHOE D — EeJIOCTHOCTH U
HCTOYHUKA HCTOYHHUKA HCTOYHUKA noJiy4areJst noJjy4artess cepBHca Ha3HAYeHHUe MPaBUJI aBTOPCTBY
noJiy4areJst HOCTH JAHHBIX
nepeaaBaeMbIX JAHHBIX
<Wwms# cepepa ¢ | <IP-aapec 1024-65535 TCP | <M cepBepa <IP-agpec <IlopTt MapupyTtuzanus MapupyTtuzanus HET HET
YCTAHOBJICHHBIM | cepBepa ¢ nce> cepsepa UC> cepsepa UC> | ayTeHTHPUIMPOBAHHOTO | AyTEHTU(DUITUPOBAHHOTO
MoayJ1eM YCTaAHOBJIEHHBIM tpaduka go UC tpaduka no UC
¢puiabTpanuu MOaYyJIeM
3anpocoB kK UC> | ¢punbrpanumn
3anpocos k UC>
<Hms cepBepa <|P-agpec 1024-65535 TCP | <Um# cepBepa <IP-agpec 80 TCP 3anpockl K cepBucam 3anpockl K cepBucamM HET HET
nc> cepepa UC> O0ajlaHCHPOBIIMKA | cepBepa X-1DBox X-1DBox
HArPy3KH nepes 0aJaHCHPOBIINK
BeO-cepBepaMu a HArpy3KH
Nginx> nepej Beo-
cepBepamMu
Nginx>

)¢ DBOX
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1IpuioxxeHue b

Omncanne HACTPOCK CCPBUCOB

b.1 NuauBuayajbHbIe HACTPOIKHU CTEHIA

Tabnuna 6 — UnauBuayaabHble HACTPOMKHU CTEH 1A

Ipuiaoxenue b

Onucanne HACTPOEK CEPBHCOB

PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Cepsuc TexHn4eckoe HAUMEHOBAaHHE Oo0s13aTeIbHOCTD 3HauyeHHne M0 YMOJYAHHIO IIpumep Ha3nayenue
Bce cepBuchl xidbox.eureka.service.url Ja http://localhost:8096 http://xidboxeureka.dcs.infosec.ru:8096 URL na cepsuc xidbox-eureka
xidbox.redis.spring.data.redis.host | /la localhost redis.xidbox.dcs.infosec.ru Xoct Redis. Redis ucrons3yercst it XpaHeHUs
Kellla ¥ CECCUH IT0JIb30BaTelIed
xidbox-frontbackend xidbox.front.service.base.url Ha http://localhost:8010 http://xidbox.dcs.infosec.ru URL nonp3oBarenbekoro uaTepderica, KOTOpbIi
xidbox-backend OyZeT yKa3bIBaThCs B MMChbMaX, HAIIPABIISIEMBIX
xidbox-orchestrator Ha aJJpec ICKTPOHHOH mouThl Y3
noJib30Barenei u npoduiei Y3 monp3oBareneit
xidbox.front.service.registration.url | /la ${xidbox.front.service.base.url}/sig | ${xidbox.front.service.base.url}/signin/crea | URL crpaHurpl 1 akTHBamu Y3
nin/create-password te-password nosb3oBatesst. Heo0xoanmo st yBeIOMIICHU
Ha aKTHuBallUIO V3 nonp3oBareis
xidbox.front.service.set- Ha ${xidbox.front.service.base.url}/sig | ${xidbox.front.service.base.url}/signin/crea | URL crpanuiip 1jisi yCTAaHOBKH maposst Y3
password.url nin/create-password te-password nojb3oBaresst. Heooxoaumo it yBeIoOMICHUH
Ha YCTaHOBKY MapoJist Y3 Moiab30BaTeNs
xidbox.front.service.link.to.order Ha ${xidbox.front.service.base.url}/ord | ${xidbox.front.service.base.url}/orders URL cTpaHuIiibl KapTovku 3asBku. Heodxommmo
ers JUISl YBETOMJIEHUH C YKa3aHUEM CCBUIKU Ha
KapTO4YKY 3adBKU
xidbox.front.service.link.to.email- | [la ${xidbox.front.service.base.url}/sig | ${xidbox.front.service.base.url}/signin/conf | URL st moaTBepxaeHuUs aapeca 3JIEKTPOHHON
confirmation nin/confirmed irmed noutsl Y3 mosk3oBareneii u npopuneit Y3
MoJib30BaTee
xidbox.front.service.link.to.email- | /la ${xidbox.front.service.base.url}/sig | ${xidbox.front.service.base.url}/signin/conf | URL st moaTBEpsKAEHUS aapec SIECKTPOHHOM
confirmation-2fa nin/confirmed/2fa irmed/2fa nouThl Y3 mosb3oBarelneit u npodrrei Y3
I0JIB30BATENEN C MOCIEAYIOIIEN OTIIPAaBKOU
KO/1a 17151 IByX(haKTOpHOU ayTeHTU(PUKALUU
xidbox-authentication xidbox.session.domain- Jla localhost xidbox.dcs.infosec.ru JloMeH a1 ycTaHOBKH cookie, B T. 4. AJis
name.domain YCTaHOBKU CCCCHUU TTOJI30BATCIIA.
3HaueHne JOJIPKHO COBIIagaTh CO 3HAYCHUEM
nepemenHo# $domain B xidbox.conf
xidbox.redis.spring.data.redis.port | /la 6379 6379 ITopt Redis. Redis ucronb3yercs s XpaHEHUS
Kellla ¥ CeCCHil TT0JIb30BaTe e
xidbox-state-machine-queue xidbox.state-machine- Ha jdbc:postgresqgl://localhost/state_ma | jdbc:postgresql://xidboxdb.dcs.infosec.ru:5 | URL ms noaknrouenust B/ cepsuca xidbox-
queue.service.spring.datasource.url chine_queue 432/state_machine_queue state-machine-queue
xidbox.state-machine- Ja postgres postgres Wwms monb3oBatens s noakimoueHust b/

queue.service.spring.datasource.use
rname

cepsuca xidbox-state-machine-queue
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PykoBoACTBO agMUHHUCTpaTOpa

X-IDBox
Ceanc Texnnueckoe HAUMEHOBaHHE O0s13aTeILHOCTH 3HaueHue mo YMOJTYAHHUTIO HpnMep Ha3znauenmne

xidbox.state-machine- Ja postgres postgres [Maposib mosb30BaTesIst it oaKIr0ueHus bJ]
queue.service.spring.datasource.pas cepsuca xidbox-state-machine-queue
sword

xidbox-database xidbox.database.service.spring.data | /la jdbc:postgresql://localhost/x_idbox_ | jdbc:postgresql://xidboxdb.dcs.infosec.ru:5 | URL mist moakmrouenus BJ1 cepBrca X-idbox-
source.url database 432/x_idbox_database database-service
xidbox.database.service.spring.data | /la postgres postgres Wms mostb30BaTents A moakitoucHust b/
source.username cepsuca xidbox-database
xidbox.database.service.spring.data | [la postgres postgres [Maposib moab30BatTesIst it noaKIroYeHus bJ]
source.password cepsuca xidbox-database

xidbox-scheduler xidbox.scheduler.service.spring.dat | /la jdbc:postgresql://localhost/x_id_box | jdbc:postgresql://xidboxdb.dcs.infosec.ru:5 | URL mis nmoakarouenus B/ cepsuca xidbox-
asource.url _scheduler 432/x_id_box_scheduler scheduler
xidbox.scheduler.service.spring.dat | [la postgres postgres Wms monp3oBatents A noakmoucHust b/
asource.username cepuca xidbox-scheduler
xidbox.scheduler.service.spring.dat | /la postgres postgres [Maposb onb30BatTestst it oK Ir0YeHUs BJ]
asource.password cepsuca x-idbox-scheduler-service

xidbox-state-machine-database | xidbox.state-machine- Ja jdbc:postgresql://localhost/sm jdbc:postgresql://xidboxdb.dcs.infosec.ru:5 | URL mns moaxmouenust BJI cepsuca Xidbox-
database.service.spring.datasource. 432/sm state-machine-database
url
xidbox.state-machine- Ja postgres postgres Wms monp3oBatents A noakioucHus b/l
database.service.spring.datasource. cepsuca xidbox-state-machine-database
username
xidbox.state-machine- Ja postgres postgres [Maposb mosb30BaTesst it MoK IF0UeHUs BJ]
database.service.spring.datasource. cepuca xidbox-state-machine-database
password

xidbox-storage xidbox.storage.service.spring.datas | [la jdbc:postgresql://localhost/storage jdbc:postgresql://xidboxdb.dcs.infosec.ru:5 | URL ans moakirouenus BJ] cepsuca xidbox-
ource.url 432/storage storage
xidbox.storage.service.spring.datas | /la postgres postgres Wms monb3oBatens A noakmoueHust b/l
ource.username cepsuca xidbox-storage
xidbox.storage.service.spring.datas | [la postgres postgres [Maposib monb30BatTest it NoaKIroYeHus bJ]
ource.password cepsuca xidbox-storage

xidbox-order xidbox.order.service.spring.datasou | [a jdbc:postgresql://localhost/order jdbc:postgresqgl://xidboxdb.dcs.infosec.ru:5 | URL ans noaxmrouenust b1 cepsuca xidbox-
rce.url 432/order order
xidbox.order.service.spring.datasou | /la postgres postgres Wwms monp3oBatens A noakimoueHust b/l
rce.username cepsuca xidbox-order
xidbox.order.service.spring.datasou | /la postgres postgres [MTaposb moap30BaTestst it MoK IF0UeHUsS ]
rce.password cepBuca xidbox-order

xidbox-role-politics-upload xidbox.role-politics- Ha jdbc:postgresqgl://localhost/upload_r | jdbc:postgresql://xidboxdb.dcs.infosec.ru:5 | URL mis noaknrouenust B/ cepsuca xidbox-
upload.service.spring.datasource.ur ole_queue 432/upload_role_queue role-politics-upload
I
xidbox.role-politics- Ja postgres postgres Wwms monp3oBatens A noakimoueHust b/l

upload.service.spring.datasource.us
ername

cepsuca xidbox-role-politics-upload
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PykoBoACTBO agMUHHUCTpaTOpa

X-IDBox
Ceanc Texnnueckoe HAUMEHOBaHHE O0s13aTeILHOCTH 3HaueHue mo YMOJTYAHHUTIO HpnMep Ha3znauenmne
xidbox.role-politics- Ja postgres postgres [Maposib mosb30BatTesst it NoaKIr0UeHUsS BJ]
upload.service.spring.datasource.pa cepuca xidbox-role-politics-upload
ssword
xidbox-request-background- xidbox.request-background- Jla jdbc:postgresql://localhost/x_idbox_ | jdbc:postgresql://xidboxdb.dcs.infosec.ru:5 | URL mis noakarouenus BJ] cepsuca xidbox-
processing processing.service.spring.datasourc maintenance 432/x_idbox_maintenance request-background-processing
e.url
xidbox.request-background- Ja postgres postgres Wms monb3oBarens A noakioueHust bJ]
processing.service.spring.datasourc cepsuca xidbox-request-background-processing
e.username
xidbox.request-background- Ja postgres postgres [Maposs ans noaxmoueHust b/1 cepsuca xidbox-

processing.service.spring.datasourc

request-background-processing

e.password

b.2 Oo0s3aTenbHbIe HACTPOUKH

Tabnuna 7 — HacTpoiiku, KOTOpbIe TOJDKHBI ObITh YKa3aHbl B application.properties

TexHHYeCKOe HAUMEHOBaHHNE

PeKOMeH)IyeMOe 3HAYCHHUC

Ha3nauenune

xidbox.signature.required

false

[Ipu3Hak, OTBEYAMOLIMII 3a TpeOOBAHHE IMOJB30BATENIO MOJMUCHIBATE C MOMOIIBI0 DIl MOIb30BATEIBCKHE 3asSBKH.
3HaueHue «true» — ecmm Tpebyercss DIl um e€ Bamumauus Tepel CO3JAHUEM IOJb30BATEIBCKUX 3asiBOK.
3nauenue «false» — ecnu He Tpebyercs nmoamuck, BMecto DI cucTeMa co3faer Xem-cyMmmy. AITOpUTM Xell-(QyHKIUI
ykaspiBaercs B xidbox.signature.hash-sign-algorithm

xidbox.signature.allowed-algorithms

1.2.643.7.1.1.3.2,1.2.643.7.1.1.3.3

Crucox OID anroputmoB co3ganusi OII. Ecnu HacTpoiika He ykasaHa WJIM 3HAY€HHWE HE yKa3aHO, TO pa3periaeTcs
m000#1  anropuT™M, MO KOTOPOMY JOJDKHA OBbITh co3fmaHa OIl mpu moamucaHWM TOJIB30BATEIIBCKUX  3asIBOK,
WHaue JO0IMYCKAeTCs TOJIBKO TOT anroput™, OID koToporo ykazad B 3TOH HACTPOUKE

xidbox.signature.hash-sign-algorithm SHA-512 Aunroput™ xempoBanus. Jlomyctumbie 3Hauenus: SHA-1, SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224,
SHA-512/256, SHA3-224, SHA3-256, SHA3-384, SHA3-512

xidbox.signature.use-hash-for-customer-signature true [Tpu3Hak perynupyer HeOOXOAMMOCTh PAaCCUMTHIBATH XEII-CYMMY BMECTO OOpAaIeHHs K CEPBHCY CO3JaHHS IMOJIMTUCEH
(xidbox-signature) TpM CO3MAHHUU TOJIH30BATEIBCKUX 3asBOK, KOTOPBIC CO3/AIOTCS AHOHHUMHBIM IIOJIb30BaTEIICM.
[Ipumep 3asBok: cOpoc maposst

xidbox.signature.use-hash-for-technical-signature true [TpusHak perynupyer HeOOXOAMMOCTh PACCYMTHIBATH XEII-CYMMY BMECTO OOpaIieHHS K CEPBHCY CO3JaHHS IMOIIMTUCEH
(xidbox-signature) mpu co3aaHuM TEXHUYECKUX 3asBOK, T. €. BCE 3asIBKH Ha 3arpy3Ke CYNIHOCTEH, BCe MOOOYHBIC 3asBKU

xidbox.user-certificate.max-count 2 KonnyecTBo pa3peméHHbIX cepTH(PUKATOB A7 BXOJIa 110 cepTUduKary

xidbox.logger.mask-value-keys

password,oldPassword,newPassword

Crucok HOJ'ICI‘/’I, SHAYCHUSA KOTOPBIX HCOGXO,I[I/IMO MaCKUPOBATh IIPHU BBIBOJC B JIOT

xidbox.logger.ignore-method-for-urls.<HTTP-meTox>

Crucok METOHO0B, KOTOPBIC HE 6y,E[YT JIOTUPOBATLCA, HAIIPHUMEP:
xidbox.logger.ignore-method-for-urls.GET[1]=/actuator/metrics/http.server.requests

xidbox.minimum-user-age.number-of-years 18 MuHUMaTBHBIN BO3PACT TOJIB30BATEINS, KOTOPBINA JOITYCKASTCS MPU PETUCTPAITTU
xidbox.universal-token.set-password-by-user-reg 36000000 Cpok JeicTBUS TOKEHA, KOTOPBIH MMO3BOJISIET YCTAHOBUTH MTApOJIb MOC/IE perucTpaiuu Y3 moap30BaTests, MC
xidbox.universal-token.set-password-by-reset-password 36000000 Cpoxk felicTBUS TOKEHA, KOTOPBIH MO3BOJSET YCTAHOBHUTH MAPOJIs MPH ero copoce, MC
xidbox.universal-token.verify-user-email 36000000 Cpoxk felicTBUS TOKEHA, KOTOPBIH MO3BOJISET BepU(UIIMPOBATH TOUTY Y3 MOIB30BATEINS, MC
xidbox.universal-token.verify-user-profile-work-email 36000000 Cpok aeicTBUS TOKEHA, KOTOPBIi TO3BOISIET BEpUPHUITHPOBATH OUTY mpoduis Y3 monbp30BaTens, Mc
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b.3 OnuuoHajbHbIE HACTPOMKHU

Tabnuna 8 — OnuuoHanbHbIe HACTPONUKU

PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

HasBanmue

3HayeHMe 10 YMOJIYAHHIO

Ha3nauenune

xidbox.database.service.url

http://x-idbox-database-service

xidbox.crypto.service.url

http://x-idbox-crypto-service

xidbox.orchestrator.service.url

http://x-idbox-orchestrator-service

xidbox.storage.service.url

http://x-idbox-storage-service

xidbox.order.service.url

http://x-idbox-order-service

xidbox.authz.service.url

http://x-idbox-authorization-service

xidbox.validation.service.url

http://x-idbox-validation-service

xidbox.authentication.service.url

http://x-idbox-authentication-service

xidbox.backend.service.url

http://x-idbox-backend-service

xidbox.state-machine-database.service.url

http://x-idbox-state-machine-database-service

xidbox.state-machine-queue.service.url

http://x-idbox-state-machine-queue-service

xidbox.ldap.service.url

http://x-idbox-ldap-service

xidbox.directory-synchronization.service.url

http://x-idbox-directory-synchronization-service

CxeMma 1 HAMMEHOBAHUE IPYIIIBI AK3eMIUIIPOB ceprcoB B Xidbox-eureka, T. e. BMecTo
KOHKPETHOTO XOCTa YKa3bIBaCTCS HAMMEHOBAHUE IPYIIIBI 9K3EMILIIPOB CEPBHCOB

xidbox.authentication.service.login-url-scheme.cert https Cxema s URL ¢ ayrentudukanueit ¢ moMomnsio ceprudurara

xidbox.authentication.service.login-url-scheme.other https Cxema qis URL ¢ ayrentudukanueit pazmunuasiMu criocodamu (login, ECUA u T. 11.), Kpome
ayTeHTH(HUKALINHU C TOMOIIBIO CepTUHUKATA

xidbox.session.spring.session.timeout 1800s Cpox xu3Hu ayTeHTHHInpoBanHol ceccuu (mone sessionTTL u3 popmara JWT)

xidbox.session.spring.session.for-authentication.timeout 300s Cpok xu3uu nmpomexytounoit ceccun JSESSION (mosre max-age)

xidbox.constraint-for-dto-fields.max-length 255 OrpannueHre MakCUMaJIbHOM JUTMHEI roJieid. HacTpoiika paboTaeT mo yMoT4aHHIO s TEX
TOJICH, [T KOTOPBIX SIBHO HE YKa3aHbl MHbIC OTPaHHYCHUS

xidbox.info-system.tech-name xidbox Texunueckoe HanmeHoBanue X-1DBox

xidbox.constraint-for-login.min-length 3 MuHHMMaTBHO TOIyCTHMAs IJTHA JIOTHHA

xidbox.constraint-for-login.max-length 255 MaxkcuManbHO JONYCTHUMAs JJTHHA JIOTHHA

xidbox.constraint-for-user-dynamic-field-value-max-length 255 MaxkcuManbHO JOMYCTHUMAs JJTMHA 3HAYCHHS JMHAMUYECKOTO MoJIs Y3 T0JIh30BaTes

xidbox.constraint-for-user-profile-dynamic-field-value-max-length 255 MaxkcumanbHO JONyCTHUMAs JJTHHA 3HAYSHHUS JJTHHAMUYECKOTO oISt poduiist Y3
MOJIb30BATEIS

xidbox.constraint-for-organization-dynamic-field-value-max-length 255 MaxkcumanbHO JOIyCTHUMAs JJTHHA 3HAYSHHST THHAMUYECKOTO TTOJIS OPTaHU3aI[IH

xidbox.constraint-for-role-attribute-value-max-length 255 MaxkcumanbHO AOIYyCTUMas JJIMHA 3HAYSHHsI POJIM aTpudyTa

xidbox.constraint-for-host-max-length 255 MaxkcuMaabHO JOMyCTHMasl UTHHA 3HAYE€HHUs XOCTa JIJIs BXOAa

xidbox.pagination.internal.organization-max-limit 2001 MaxkcumanbHOe KOJTMYECTBO B PE3YIbTUPYIONIEH BRIOOPKE M3 TaOJIUIBI OpraHU3aIHiA

xidbox.pagination.internal.user-max-limit 2001 MaxkcrMaabHOE KOJHYECTBO B PE3YJIbTUPYIOIIEH BRIOOPKE U3 TAOIHIIBI Y 3 TIOJIB30BaTEIIS

xidbox.pagination.internal.user-profile-max-limit 2001 MaxkcrMaabHOE KOJTHYECTBO B PE3YJIbTUPYIOIIEH BRIOOPKE U3 TaOIHIIBI podrutel Y3
MOJIH30BATENS

xidbox.pagination.internal.role-max-limit 2001 MaxkcumanbHOe KOJTMYECTBO B PE3yIbTUPYIOLIEH BRIOOPKE U3 TaOIUIIbI poJieit

xidbox.directory-sync.reg.user-profile.default-organization-uuid

WnentudukaTop opraHusannu, B KOTOpOi HEOOXOJMMO perucTpupoBaTh npoduis Y3
T10JIb30BATENS MPU PETUCTPALlUU Y3 MOJIb30BATENsI PU CUHXPOHU3ALUHU CO CITYKOOMH
KaTaJoroB
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PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3zBanue

3HaveHHe MO YMOJYaHHUIO

Ha3zunauenue

xidbox.directory-sync.check-ldap-user-state-before-auto-unblock

true

IIpu3Hak, oTBEYArOKUH 3a IPOBEPKY € KATAJIOTOM CTaTyca Y3 MOIb30BaTENs EPE]
aBTOMATHUYECKOW Pa30JI0KUPOBKOI Y3 MOIb30BaTENS.

3HadeHue «true» — ecnu mpoBepKa OCyIIECTBIIAETCS.

3nauenue «false» — ecim nmpoBepka He OCyIIECTBISIETCS

xidbox.directory-sync.check-ldap-user-state-before-authentication

true

[Tpu3Hak, OTBEYAIONIHIA 32 IPOBEPKY C KATAJIOrOM CTaTyca Y3 MOJIb30BaTels epe]
ayTeHTHUKAIUEH.

3HaueHue «true» — eciii MpoBepKa OCYILECTBIISETCS.

3nauenue «false» — ecnu nmpoBepka He OCyIIECTBIISIETCS

xidbox.directory-sync.allow-user-state-change-from-permanent-to-temporarily-

blocked

true

[Tpu3Hak, oTBeUarONINii 32 BO3MOKHOCTH Pa30JIOKUPOBATh Y3 MOJIH30BATEIIS U3 TOCTOSTHHOM
OJIOKMPOBKHU BO BPEMEHHYIO.

3HaueHue «true» — eciiv NpoBepKa pa3pelieHa.

3uauenue «false» — ecnu mpoBepka 3anpereHa

xidbox.approval.roles

information_system_manager,account_manager,
security_administrator,system_administrator

CHnucoK TEXHMYECKMX HAUMEHOBAHUM 10IyCcTUMBIX pojeil X-IDBox, koTopsie MOTyT
y4acTBOBATh B COIVIACOBAaHUM Ha3HauYeHUs pojeil mpoduito Y3 moiabp3oBaTens

xidbox.authz.cache.disable-calculate-role-applicability

false

[Ipu3Hak OTKIIOYEHUS pacdyeTa NIPUMEHUMOCTHU POJIEH.
3HaueHue «true» — eciiu pacueT NPUMEHUMOCTH POJIU HE TPOU3BOIUTCS.
3nauenue «false» — ecnu pacuer NPUMEHUMOCTH POJTU IPOU3BOIUTCS

xidbox.authz.cache.authz-multi-response-ttl 500s TTL xema otBeta it APl «MaccoBblii aBTOpH3aIMOHHBIH 3aIIPOC
xidbox.authz.cache.authz-attribute-response-ttl 500s TTL kerra otBeta ajist APl «ITonmydyeHune crucka pecypeHbIX aTpUOyTOB, y4acTBYIOIIHMX B
aBTOPHU3AIMN»
xidbox.authz.cache.authz-resources-response-ttl 500s TTL xema otseta it AP «Ilonydenune crniucka JOCTYIHBIX PECYPCOB U ACHCTBHI IS
KOHKpETHOTO npoduist Y3 moap30BaTes»
xidbox.authz.cache.authz-available-info-systems-response-ttl 500s TTL xema otseta it APl «ITonyuenue crincka MC, B KOTOPBIX y yKa3aHHOTO poduiist Y3
T0JIb30BATENIS €CTh JOCTYII»
xidbox.authz.cache.authz-conditions-response-ttl 500s TTL kemra orera st APl «IlomydeHune crvicka yCIoBHiA ISl YCTICIIHOTO MPOX0XKICHUS
ABTOPH3ALH»
xidbox.authz.cache.authz-reverse-user-profiles-response-ttl 500s TTL xema orseta ;s APl «ITonydyenue cnivcka npoduieii Y3 monb30BaTens, st KOTOPBIX
BBITIOJTHACTCSI YCIICIITHAS aBTOPU3AIUS TS 33IaHHOTO Pecypca U JIeHCTBUSI»
xidbox.authz.cache.authz-active-access-rules-by-user-profile-id-and-info- 300s TTL xema npasui gocTynos npoduis Y3 monas3oBaresst mo MC, TumaM pecypcoB U pecypcoB
system-ttl
xidbox.authz.cache.cache-responses-for-all-info-systems true [Ipu3Hak perynupyer, BKIOUEH JIM KeIl OTBETOB, MJIM HEOOXOIMMO UCIOIb30BaTh
xidbox.authz.cache.info-system-settings.
3HaveHue «true» — ecim Keul BKJItoueH, HacTpoliku B Xidbox.authz.cache.info-system-settings
UTHOPUPYIOTCSI.
3uauenue «false» — ecnu kem perynupyercs Tosipko Xidbox.authz.cache.info-system-settings
xidbox.authz.cache.info-system-settings.<texuu4eckoe HanMeHoBaHue MC> - VYka3bpIBaeTCsl TEXHUIECKOEC HAMMEHOBAHUE U BKJIFOYCH JIM Kelll 0TBeTa. [10 yMom4aHuio, eciiu
HC siBHO He yKa3aHa, 3HauUCHUE «true».
3HaueHue «true» — eClii Kelll BKITIOYCH.
3uauenue «false» — eciu kemr oTkIrOUCH
xidbox.authz.applicability.role.use-applicability-condition true 3HaueHNe yCIOBUS MPUMEHUMOCTH 110 YMOITYaHUIO

xidbox.authz.applicability.role.<TexHnueckoe HaMUMEHOBaHUE THUIIA PECYPCOB>

information_system_role_type

TexHnyeckoe HaMMEHOBaHME TUIIA PECYpPCa U PECYPC, KOTOPHIE UCTIONb3YIOTCS ISl CO3/1aHuUs
MOJINTUK JOCTYTIOB MPUMEHUMOCTH POJIEi

xidbox.authz.applicability.role.action

assignee

TexHnueckoe HAMMEHOBAHUE NEUCTBUS, KOTOPOE UCIIOJIB3YETCs ISl CO3JaHUs IIOJTUTUK
JIOCTYIIOB IPUMEHUMOCTH POJIEeH
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1IpuioxxeHue b
Onucanue HaCTPOEK CEPBUCOB

PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3zBanue

3HaveHHe MO YMOJYaHHUIO

Ha3zunauenue

xidbox.authz.applicability.role.info-system-and-role-delimiter

Pa3znenutens, KOTOPBIN UCHIOIB3YETCS ISl CO3JaHUSI TEXHUYECKOTO HAUMEHOBAHMSI YCIIOBUM
IIPUMEHHUMOCTH POJIEH

xidbox.authz.service.rate-limit.user-profiles-in-multiply-organizations.duration

1s

JUIMTenbHOCTh IEPUO/IA, B KOTOPOM JEHCTBYET OrpaHUUYEHUE Ha KOJIMUYECTBO 3allpOCOB

xidbox.authz.service.rate-limit.user-profiles-in-multiply-organizations.limit

100

OrpaHrdeHHne Ha KOJMYECTBO 3aIIPOCOB (CyMMapHO ISl BCEX DK3EMILISIPOB CepBHCa
aBTOPH3AIIUN) IS TIEprUoaa

xidbox.mail.view-order-link.method

LINK_AND_KEY

Hacrpoiika cioco6a oToOpaXkeHus: HOMepa U 3asiBKU B TUChMaX.

3HavyeHue MOACTABISIETCS B IA0JIOH MUChMa Ha MECTO MaKpoca
%view_order_link_form_property%.

Bo3MoxHbIEC 3HAUE€HUSI HACTPOMKHU:

— LINK — n1o6aBinsiTh B IMCbMO CCBUIKY Ha 3asBKy (cM. Hactpoiiky Xidbox.mail.view-order-
link.for-link);

— LINK_AND_KEY — n106aBisiTh B THCbMO CCBUIKY W HOMEp 3asBKU (CM. HACTPOMKY
xidbox.mail.view-order-link.for-link-and-key);

— KEY — 106aBists B mUChbMO HOMED 3asBKH (cM. HacTpoiiky Xidbox.mail.view-order-link.for-
key);

— NONE — He 106aBisTh CCBUTIKY 1 HOMEP 3asiBKH

xidbox.mail.view-order-link.for-link

[l mpocMoTpa 3as8BKU NEPEUINATE 110
<a href="%order_href%"

style="color: #3d861d; text-decoration:

underline; cursor: pointer"
target="_blank"
>CChlTKe</a>.

Texct mabiona 11t 0TOOpa)KEHHsI CCHUIKU Ha 3asBKY B IIHCHME

xidbox.mail.view-order-link.for-link-and-key

Howmep 3asiBku %o0rdr_key%.
Jnst mpocMoTpa nepenuTe mno
<a href="%order_href%"

style="color: #3d861d; text-decoration:

underline; cursor: pointer"
target="_blank"
>CChUIKe</a>.

TexcT mabdioHa 17151 0TOOpakeHUs CChUIKU Ha 3asBKY U €€ HOMEp B MMChMeE

xidbox.mail.view-order-link.for-key

Howmep 3asBku %ordr key%.

TexcT mabdnoHa 17151 0TOOpa’keHUs CChIIKU Ha 3asBKY U €€ HOMED B MHChbME

xidbox.send-messages.check-email-verified true [Tpu3Hak HeOOXOAMMOCTH BeprU(UKAIIUHU SIEKTPOHHOM MOYTHI TIEPE/T OTIIPABKON COOOIIEHHUH.
3HaueHue «true» — eClii MpoBepka TpedyeTcs.
3uauenue «false» — eciu poBepka He TpebyeTcst
b.4 Hactpoiiku cepsuca xidbox-authentication
Tabmuma 9 — Hactpoiiku ceppuca xidbox-authentication
Ha3Baunmue 3HayeHne M0 yMOTYAHHIO Ha3znauenmue
xidbox.authentication.service.async.threads 5 KonmdecTBo mOTOKOB /It 00pabOTKHM aCHHXPOHHBIX 3allpocoB cepBrucoM xidbox-authentication

xidbox.authentication.service.spring.session.redis.cleanup-cron

O*****

Bripaxxenune Cron a1 3a1aHusi OYMCTKH UCTEKIIe ceccuu. [lonaepxuBaeTcs TOIbLKO B TOM
cnyqae, C€CJIN OJIA TUIla peno3HT0pH;1 yCTaHOBHeHO I/IH,ZLGKCI/IPOBaHHOG 3HAUYCHUC

xidbox.authentication.service.spring.session.redis.repository-type

indexed

Tun penozutopus ceccuit B Redis

xidbox.authentication.service.kerberos.krb5

/app/kerberos/krb5.conf

HazBanue ¢aiina kondurypamuu Kerberos
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1IpuioxxeHue b
Onucanue HaCTPOEK CEPBUCOB

PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3zBanue

3HayeHue Mo YMOJTYAHUTIO

Ha3znauenue

xidbox.authentication.service.kerberos.jaas

/app/kerberos/jaas.conf

Hazpanwue ¢aiina konduryparmuu JAAS

xidbox.authentication.service.kerberos.jaas-profile-name

KerberosAcceptorWithTicket

Hazpanwue ucnons3yemoro npoduis u3 aiina konuryparmuu JAAS

xidbox.authentication.service.esia.esia-version

V2

Ucnonb3yemas Bepcus ECUA, nanpumep, v2 uinu v3

xidbox.authentication.service.esia.client-id

Nnentudukarop cucremsl-kauenta (X-IDBox) 8 ECUA

xidbox.authentication.service.esia.scope

openid snils inn email usr_org fullname

OOmacth A0CTyIa, T. €. 001acTh A0CTyIIa, T. €. 3allpalllMBAC€MbIC ITpaBa

xidbox.authentication.service.esia.scope-org

openid

OGnacTb gocTymna, T. €. 3alpaluBaeMble IpaBa Al OPUINUECKHUX JIUIL

xidbox.authentication.service.esia.esia-domain

http://localhost:8090

Anpec cepsepa ECUA

xidbox.authentication.service.esia.client-certificate-hash

49F35F513FADF313C51C2BEDDADEG89858
S7TEDBFEA93E83DCFB2E67287CD2546

Otneuatok cepTudukaTa CUCTEMbI-KIMEHTa, KOTOPBIM MoANuUCkIBaeTcs client secret

xidbox.authentication.service.esia.esia-certificate-alias

d9427172-de30-442b-98c1-13258007374a

Nnentudukarop ceprudukara (ammac XpaHuauiia) 1y noanucu 3anpocoB B ECHA.
CepTrduKaT ¥ XpaHWIUIIE JOHKHBI OBITH JIOCTYITHBI JUISI CEPBUCA, PEATH3YIOIIETO
B3aumozeiicteue ¢ CK31

xidbox.authentication.service.esia.callback-uri

http://localhost/signin/esia/callback

URL, 110 KOTOpO#1 T0JKEH OBITh HAIIPABJICH MOJIB30BATENh, IIOCJIE TOTO KaK JacT pa3peiieHue
Ha JIOCTYII K pecypcy

xidbox.authentication.service.esia.person-filter conf_acc Heo0s3aTenpHblil TapamMeTp, MO3BOJISIOINN IPOU3BOIUTH ABTOPH3ALMIO TOJIBKO IS
ompeeNIeHHBIX TPYIII JIHII, JomycTuMble 3Hadenus: conf acc, acc_kid, acc_not_kid, conf acc
acc_kid

xidbox.authentication.service.esia.state-life-time-seconds 3600 JluTenbHOCTD JKU3HHU 3HaueHMi state B Redis, B cexynaax. State — Habop ciry4aliHbIX
CHUMBOJIOB, HMetoluii Buj 128-0utHOro uneHTudurkaropa 3amnpoca (HeOOXOAMMO TSI 3aIUTHI
OT mepexBara), reuepupyercs no crangapry UUID

xidbox.authentication.service.esia.esia-access-type offline Tun noctyna ECUA, BO3MOKHBIC 3HAYCHUS:
3nauenue «0ffline» — ecnut TpedyeTcst UMeTh TOCTYI, KOT/Ia BiIajeNel] He MOXKET ObITh
BBI3BaH.
3nauenue «online» — eciu qocTyn TpeOyeTcs TOJIBKO MPU HATMYHMH BIIaJIelTbla

xidbox.authentication.service.esia.proxy-enable false [Tpu3Hak ucnoab30BaHUs MPOKCH Mpu B3auMoaeicTBun ¢ ECA. Bo3MoXHbIC 3HAUCHHUS
3HaueHue «true» — ecim NpoKCH BKIKOYEHO.
3naueHue «false» — ecnu MPOKCH BHIKITFOUCHO

xidbox.authentication.service.esia.proxy-host - [Tpokcu xocT

xidbox.authentication.service.esia.proxy-port 0 [Tpokcu mopt

xidbox.authentication.service.jwt.jwt-certificate-alias

xidbox-auth-token

Nnentudukarop (anuac) cepruduxara aus noanucu JWT

xidbox.authentication.service.jwt.keystore-file

file:Cl/jwt/xidbox-jwt.jks

[TyTh K XpaHUIUILY, TJ€ JEXKUT KIIto4u U cepTudukar ans noanucu JWT

xidbox.authentication.service.jwt.keystore-password 1gaz@WSX [MTaposib OT XpaHWIIKIIA ¥ IPUBATHOTO KJIFOYa
xidbox.authentication.service.jwt.refresh-ttl-second 30 YacroTa 0OHOBIECHUS TOKEHA, B CEKYHJIaX
xidbox.authentication.service.login-url-scheme.cert https ITpotokon URL-agpeca Bxona aist BXoJ1a MO cepTH(UKATY
xidbox.authentication.service.login-url-scheme.other https [Tporoxon URL-aapeca Bxoaa uist cioco0OB, OTIMYHBIX OT BXOJA IO CEPTUPHUKATY

xidbox.authentication.service.oauth2.login-entry-point

http://localhost/signin

URL cTpanuiisl BXoaa, HEOOXOAMM IS TIEpEHAIpaBIeHUs B ClIydyae He0OX0IMMOCTH
ayTeHTH(UIIUPOBATH TIOJIE30BATEIIS

xidbox.authentication.service.oauth2.consent-endpoint

http://localhost/signin/oauth2/consent

URL cTpaHu1b! TOATBEPKACHUS JOCTYIIOB

xidbox.authentication.service.oauth2.token-endpoint

/authentication/api/v1/oauth2/token

URL s mostydeHus: TOKeHa aBTOPU3AI[MK U TOKEHA OOHOBJICHUS T10 aBTOPHU3AIIMOHHOMY
KOJly

xidbox.authentication.service.oauth2.token-revocation-endpoint

/authentication/api/v1/oauth2/revoke

URL nss 0T361Ba TOKEHA aBTOPU3AIMKA U TOKEHA OOHOBIICHUS

xidbox.authentication.service.oauth2.require-consent

true

[Tpu3Hak HEOOXOAMMOCTH MOATBEPKICHUS MTOJIB30BaTEIEM A0CTYyOB A1 BHemHer VC.
3HaveHue «true» — eciii MoATBEPKIACHHE HEOOX0IUMO.
3nauenue «false» — ecnu moaTBEepKACHNME HE TpeOyeTCs
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1IpuioxxeHue b
Onucanue HaCTPOEK CEPBUCOB

PykoBOJICTBO aIMUHHCTpaTOpa
X-IDBox

Ha3zBanue

3HayeHue Mo YMOJTYAHUTIO

Ha3znauenue

xidbox.authentication.service.oauth2.authorization-server-issuer

http://localhost:8085

URL, KOTOpBIN UCTIONB3YyETCSA B KaUeCTBE HICHTH(PHUKATOPA IMUTEHTA

xidbox.authentication.service.oauth2.authorization-endpoint

/authentication/api/v1/oauth2/authorize

URL i1 nonyuyeHus aBTOpU3allMOHHOIO KOJa

xidbox.authentication.service.oauth2.token-introspection-endpoint

/authentication/api/v1/oauth2/token-info

URL 17151 mpoBEepKU COCTOSTHUSI TOKEHA

xidbox.authentication.service.oauth2.authorization-grant-type[*]=

client_credentials

xidbox.authentication.service.oauth2.authorization-grant-type[0]=client_credentials
xidbox.authentication.service.oauth2.authorization-grant-type[1]=authorization_code
xidbox.authentication.service.oauth2.authorization-grant-type[2]=refresh_token

xidbox.authentication.service.oauth2.reuse-refresh-tokens true [TpusHak pa3peiieHus Nepercioib30BaHIs TOKEHOB OOHOBJICHHSI.
3HaueHue «true» — eciy Nnepercrnoinb30BaHUE Pa3peIeHo.
3nauenue «false» — ecnu nepencnonbp30BaHuEe HE Pa3perIeHO

xidbox.authentication.service.oauth2.access-token-time-to-live-min 5 JITMTEIbHOCTD JKU3HU TOKEHA JOCTYIIA

xidbox.authentication.service.oauth2.refresh-token-time-to-live-min 60 JIIMTEIBHOCTD )KM3HH TOKEHA OOHOBIIEHHUS

xidbox.authentication.service.oauth2.certificate-alias

xidbox-auth-token

Nnenrudukartop (anuac) ceprudurara yisl MOAMUCA TOKEHOB TIOCTYIIAa i OOHOBJICHHS

xidbox.authentication.service.oauth2.keystore-file

file:Cl/jwt/xidbox-jwt.jks

[TyTh K XpaHWIUILY, TJ€ JIEKUT KJIIOY U CEpTU(UKAT JJIs OANUCH TOKEHOB JOCTYIa U

OOHOBJICHHS
xidbox.authentication.service.oauth2.keystore-password 1lgaz@WSX [Taposs OT XpaHUJIMIIA ¥ IPUBATHOIO KJIFOYa
xidbox.authentication.service.oauth2.require-reference-to-info-system true [Tpu3Hak, OTBEYANOIIHII 32 OrpaHUYCHUE PUBSA3KH KITMEHTOB K MC
xidbox.authentication.service.spring.security.oauth2.resourceserver.jwt.issuer- | http://localhost:8085 URI, koTopbIii MOXET OBITH KOHEYHOH TouKOi 0OHapysxeHus: OpenlD Connect niau KOHEUHOM
uri TOYKOM MeTanaHHBIX cepBepa aBropusanuu OAuth 2.0, onpenenennoii B8 RFC 8414
xidbox.authentication.service.login.option.enable-someone-else-computer false [Tpu3Hak HEOOXOAUMOCTH OTOOPAXKCHHS HA CTPAHHUIIE BXO/1a OMIHIO «HyKOM KOMITBIOTEP.

3HaueHue «true» — eciu He0OX0IMMO OTOOPaXKaTh OMIIUIO.
3nauenue «false» — ecnu oToOpaxkath He HAZIO

B.5 Hactpoiiku cepsuca xidbox-state-machine-queue

Tabnuna 10 — Hactpotiiku cepBuca Xidbox-state-machine-queue

HasBanue

3HauyeHNe MO0 YMOJIYAHHUIO

Ha3znauenue

xidbox.state-machine-queue.service.spring.jpa.show-sql

true

[Mpu3znak s BeiBosa SQL-3ampocoB, kotopsie BeimonHsoTes K b1 x-idbox-state-machine-
queue-service

xidbox.state-machine-
queue.service.spring.jpa.properties.hibernate.default_schema

state_machine_queue

HanmeHoBaHue cxeMbl, K KOTOPOH moakiroyaercs cepsuc x-idbox-state-machine-queue-
service

xxidbox.state-machine-queue.service.spring.liquibase.liquibase-schema

changes

Cxema co3maHus M UCTIONIBb30BaHMsI Tadnull liquibase

B.6 Hactpoiiku cepsuca xidbox-role-politics-upload

Tabnuua 11 — Hacrpoiiku cepsuca Xidbox-role-politics-upload

HazBanue 3HaveHHe MO YMOJTYAHHIO Ha3nauenue
xidbox.role-politics-upload.service.file-processing.thread-count 1 KonuruecTBo MOTOKOB, KOTOPBIE MOCIEAOBATEIHHO pa3ouparoT ouepeib (hailIoB Ha 3arpy3Ky
pPOJIEBOM MOJEIH UM U3MEHEHHUE POJIEBOM MOJIEIIH.
[Tpu yxazanuu 3HaueHus 0 SK3eMIUIAP cepBHCca HE BHIMOIHAET 00paboTKy (haitinoB
xidbox.role-politics-upload.service.file-processing.update-queue-delay 500 3ageprKKa MEXKIy OIpOCaMy KOJIMYECTBA CBOOOIHBIX ITOTOKOB U 3aIIpoca HOBBIX (hailioB Ha

3arpysKy, Mc
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1IpuioxxeHue b
Onucanue HaCTPOEK CEPBUCOB

PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3zBanue

3HaveHue MO YMOJTYAHUTIO

Ha3zunauenue

xidbox.role-politics-upload.service.file-processing.restart-stuck-queue-enable | false [Tpu3Hak HEOOXOIUMOCTH Iepe3anycka 00paboTKU 3aBHCIINX (HailioB.
3HaueHue «true» — eciu rnepe3anyck BKIOYEH.
3nauenue «false» — ecnu nepesarnyck OTKIIO4YEH
xidbox.role-politics-upload.service.file-processing.restart-stuck-queue-delay 10000 3ajeprKKa MEXKIy MPOBEPKAMH 3aBUCIINX (ailIoB IS Iepe3anycka, MC
xidbox.role-politics-upload.service.file-processing.allowed-file-processing- 900 Jlomyctumast JUIMTEIbHOCTL 00paboTKH (haiiia 10 mepe3anycka, CeKyHI

duration-before-restart-in-seconds

xidbox.role-politics-upload.service.file-processing.state-machine-processing-

state-name

BEFORE_STOP

HasBanue mara crieHapusi 3arpy3Kku poJeBoil MOJIENIU, Ha KOTOPOM HEOOXOIMMO HAYUHATh
00paboTky daitna

xidbox.role-politics-upload.service.folder.root

${java.io.tmpdir}

[TyTh K mamnke, B KOTOpOil XpaHATCSI BpEMEHHBIE (hailiibl

xidbox.role-politics-upload.service.folder.roles

roles

HaumeHoBaHue nmanku ¢ posieBoi MOJIENbI0, B KOTOPOUH XpaHATCS BpeMEHHbIE (paiiiibl

xidbox.role-politics-upload.service.spring.jpa.show-sql

false

[Mpusuak mis BeiBoga SQL-3ampocos, koTopsie BeimoansioTcs k bJ] Xidbox-state-machine-
database.

3navyenue «true» — ecm SQL-3anpockl BEIBOSTCS.

3nauenue «false» — eciiu SQL-3ampocel He BBIBOASATCS

xidbox.role-politics-
upload.service.spring.jpa.properties.hibernate.default_schema

upload_role_queue

HaunmeHnoBaHue cxeMbl, K KOTOPOH moIkirouaercs ceppuc X-idbox-database-service

xidbox.role-politics-upload.service.spring.liquibase.liquibase-schema

upload_role_queue_changes

Cxema co3manus U ucronb3oBanus tadmui liquibase

B.7 Hactpoiiku cepsuca xidbox-database

Tabnuna 12 — Hactpoiiku cepuca xidbox-database

Ha3zBanmue

3HauyeHHe MO0 YMOJYAHHIO

Ha3nauenune

xidbox.database.service.spring.jpa.show-sql true [Mpu3snak s BeiBoma SQL-3ampocos, koTopeie BeimosHsoTest k b1 xidbox-database.
3nauenue «true» — ecnu SQL-3ampockl BBIBOASTCS.
3uauenue «false» — ecniu SQL-3ampocs! He BBIBOIATCS
xidbox.database.service.spring.jpa.properties.hibernate.default_schema x_id_box HauMeHoBaHue cxeMbl, K KOTOpO# moakirouaercs cepsuc Xidbox-database
xidbox.database.service.spring.liquibase.liquibase-schema changes Cxema co3anus ¥ UcTonb3oBanus Tadmui liquibase

Bb.8 Hactpoiiku cepsuca xidbox-backend

Tabnuna 13 — Hactpoiiku cepsuca xidbox-backend

Ha3zBanmne

3HavyeHMe 10 YMOJIYAHHIO

Ha3nauenune

xidbox.backend.service.spring.mail.host

xidboxmaildev.dcs.infosec.ru

XocT cepBepa Ui OTIPABKU COOOIIEHUI

xidbox.backend.service.spring.mail.port

25

[TopT cepBepa it OTIIPaBKH COOOIICHUIA

xidbox.backend.service.spring.mail.default-encoding

UTF-8

KonupoBka TeMbl 1 Tesia cooOIeHu i

xidbox.backend.service.spring.mail.username

Jlorun s ayTeHTHU(HUKAIMU B IOYTOBOM CepBEpe

xidbox.backend.service.spring.mail.password

[Maposne s ayTeHTU(UKAIIMH B TOYTOBOM CEpBEpE

xidbox.backend.service.mail.sende

noreply@infosec.ru

Anpec 31eKTPOHHOM MOYTHI, OT UMEHHU KOTOPOTO OYAYT OTIPABIATHCS COOOIICHUS

xidbox.backend.service.mail.threads

5

KonnyecTBo MOTOKOB, KOTOPHIMHU OTHPABIISIOTCS ACHHXPOHHBIE COOOIIEHHS B IIOYTOBBII
cepBep
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1IpuioxxeHue b
Onucanue HaCTPOEK CEPBUCOB

PykoBoACTBO agMUHHUCTpaTOpa

X-IDBox
Ha3zBanmue 3HavyeHHEe M0 YMOJTYAHUIO Ha3nauenmne
xidbox.backend.service.block.start-date.before-delay-sec 60 JlomycTUMOE pacXOsKICHHE MEKIY TEKYIIIMM BPEMEHEM M JIaTOi Havasa OJIOKUPOBKU B
CEKyH/1ax (B MEHBIIYIO CTOPOHY)
xidbox.backend.service.block.start-date.after-delay-sec 15 JlomycTUMOE pacX0sKICHHE MEKIY TEKYIIIMM BPEMEHEM M JaTOi Havajaa OJIOKUPOBKU B
ceKyHJax (B OOJIBIIIYIO CTOPOHY)
xidbox.backend.service.approval.allow-change-roles-to-blocked-profile false [Ipu3Hak, onpeaesroNnIni, pa3penieHo J1 Ha3HayaTh POJIM 3a0JOKMPOBAHHBIM IPOGHIIM Y3

T0JIL30BaTENIEH MPHU 3arpy3Kax Ha3HAUYCHHUS POJICH.
3HaueHue «true» — eciti pa3perieHo.
3nauenue «false» — eciu 3anperieHo

xidbox.backend.service.mail.ignore-for-send-order-type.<rexuuueckoe
HAaMMCHOBAHUE TUIIA 3aABKU>

Ecau B cBOMCTBaX COMEPKUTCS TUI 3aIBKU U TEXHUYECKOE HAMMEHOBaHUE 111a0JI0Ha, TO
cooOrieHre no mabIoHy He OTHPaBIseTcs. BMecTo TeXHMYECKOro HAaMMEHOBAHUS a0JI0HA
JIOTIYCKAeTCs yKa3aTh «*», TOr/Ia Bce COOOIIEHNUs I YKa3aHHOTO THIIA 3asiBKU HE OyayT
OTIIPABJISTHCS

B.9 Hacrpoiiku cepsuca xidbox-frontbackend

Tabnuna 14 — Hactpoiiku cepsuca Xidbox-frontbackend

Ha3Banmue

3HauyeHMe 10 YMOJIYAHUIO

Ha3znauenue

xidbox.frontbackend.service.spring.mail.host

xidboxmaildev.dcs.infosec.ru

XocT cepBepa ISl OTIPABKU COOOIIEHUHN

xidbox.frontbackend.service.spring.mail.port

25

[TopT cepBepa At OTIPaBKUA COOOIIEHUN

xidbox.frontbackend.service.spring.mail.default-encoding

UTF-8

KoaunpoBka Tembl 1 Tena cooo1eHui

xidbox.frontbackend.service.spring.mail.username

Jlorun nns ayreHTU(UKALMK B TOYTOBOM CEPBEpE

xidbox.frontbackend.service.spring.mail.password

[Taponb 151 ayTeHTHU(UKAUU B TIOYTOBOM CEpBEpE

xidbox.frontbackend.service.mail.template.allowable-macros.activation_href

${xidbox.front.service.registration.url}?token=0
052f40b-e12f-4fch-ac23-988c2b4f539b

xidbox.frontbackend.service.mail.template.allowable-macros.user_name

Ivan Ivanovich

xidbox.frontbackend.service.mail.template.allowable-
macros.password_expiration_date

2021-01-20

xidbox.frontbackend.service.mail.template.allowable-macros.order_href

${xidbox.front.service.base.url}/orders/0052f40b
-e12f-4fcb-ac23-988c2b4f539b

xidbox.frontbackend.service.mail.template.allowable-
macros.confirmation_href

${xidbox.front.service.base.url}/confirmation/00
52f40b-e12f-4fch-ac23-988c2b4f539b

xidbox.frontbackend.service.mail.template.allowable-macros.reject_reason

Some reason

xidbox.frontbackend.service.mail.template.allowable-macros.ordr_type Technical
xidbox.frontbackend.service.mail.template.allowable-macros.ordr_key RT 022341 20
xidbox.frontbackend.service.mail.template.allowable-macros.two_factor_code | 857413

xidbox.frontbackend.service.mail.template.allowable-macros.reason

Scheduled vacation

xidbox.frontbackend.service.mail.template.allowable-macros.blocking_until

21.01.2020 12:23:53

xidbox.frontbackend.service.mail.template.allowable-
macros.organization_short_name

Some organization

3HaueHue MaKpOCOB, KOTOPbIE MOACTABISAIOTCS MTPH OTIPABKE TECTOBBIX COOOIIEHUI

xidbox.frontbackend.service.security.setting.dictionary-size-of-allowed-chars

30

MuHUMaNbHBIA TOMYCTUMBIA pa3Mep NapoJist

xidbox.frontbackend.service.security.setting.settings-names-for-anonymous

minLength,allowUniqueSymbolsSequence,minP
asswordDifference

Crniucok HacTpoeK 0e30MacHOCTH, KOTOPBIE BHIBOJISATCS Ha MOJIb30BATEIbCKUN HHTEpPENC s
HeayTeHTU(UIIMPOBAHHOTO MOJIB30BATENIS, IPH CO3/1aHUH MaPOJIS
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PykoBoACTBO agMUHHUCTpaTOpa

X-IDBox
Ha3zBanmue 3HavyeHHEe MO YMOJTYAHHUIO Ha3nauenmue
xidbox.frontbackend.service.block.start-date.before-delay-sec 60 JlomycTuMoe pacxokICHHE MEXTY TSKYIIUM BPEMEHEM M JJaTON Havasia 0JIOKUPOBKH B
CEKyH/1axX (B MEHBIIYIO CTOPOHY)
xidbox.frontbackend.service.block.start-date.after-delay-sec 15 JlomycTuMoe pacxokICHHE MEX/TY TCKYIIIUM BPEMEHEM M JaTOi Havyasia 0JIOKUPOBKH B
CeKyH/1ax (B OOJBIIYIO CTOPOHY)
xidbox.frontbackend.service.to.file.pdf.font-size 12 Pasmep mpudTa npu BeIrpy3ke JaHHbIX B pdf
xidbox.frontbackend.service.to.file.pdf.font fonts/times.ttf [TyTs Ha ttf mpudTa, KOTOPHIA UCIIONB3YETCS s BHITPY3KH B pdf
xidbox.frontbackend.service.export.max-user-count 2000 MakcuMasbHbIN pa3Mep BhITPY3KH crcka Y3 mojib30BaTesci
xidbox.frontbackend.service.export.max-user-profile-count 2000 MakcumasbHbBIN pa3Mep BoITPY3KH crircka mpoduieii Y3 nosb3oBareeit
xidbox.frontbackend.service.export.max-organization-count 2000 MakcuMasbHBIN pa3Mep BBITPY3KH CIMCKa OpraHu3aiuit
xidbox.frontbackend.service.export.max-order-count 2000 MakcuMasbHBIN pa3Mep BBITPY3KH CIIHCKA 3asiBOK
xidbox.frontbackend.service.export.max-role-count 2000 MakcuMasbHBIN pa3Mep BBITPY3KH CIHCKA POJICi
xidbox.frontbackend.service.folder.root ${java.io.tmpdir} [TonHbIH MyTh K MaIKe JJIs XpaHeHHsI BDEMEHHBIX (aiijioB
xidbox.frontbackend.service.folder.users users HaszBanue BpeMeHHOM nanku Juist (ailioB ¢ JaHHBIMH [OJIb30BATEIICH I PErHCTPAIliU
xidbox.frontbackend.service.folder.roles roles HaszBanue BpeMeHHOM manku Ay (GaiiaoB ¢ nHpopMaIHeld 0 poIeBOil MOAEIH
B.10 HacTpoiiku cepsuca xidbox-scheduler
Ta6muma 15 — Hacrpoiiku cepBuca xidbox-scheduler
Ha3Baunmue 3HayeHHne M0 yMOJTYAHHIO Ha3nauenmue
xidbox.scheduler.spring.jpa.show-sql true [Mpu3znak s BeiBoa SQL-3ampocoB, koTopsie BeimonHsoTes K b1 xidbox-scheduler.

3nayenue «true» — ecm SQL-3ampockl BEIBOSTCS.
3nauenue «false» — ecin SQL-3ampocs! He BHIBOASTCS

xidbox.scheduler.service.spring.jpa.properties.hibernate.default_schema

x_id_box_scheduler

HanmeHoBaHue CXeMBbI, K KOTOpOU moakimovaetcs cepsuc xidbox-scheduler

xxidbox.scheduler.service.spring.liquibase.liquibase-schema changes CxeMa co3/iaHusl ¥ UCTIOJIb30BaHus Tadmul liquibase

xidbox.scheduler.service.remove-expired-certificates.limit 5 MakcumaabHOEe KOJHYECTBO yaanseMbix u3 b/ mpocpodeHHBIX cepTH()HUKATOB 3a OHO
BBIITOJTHEHHUE 3a]a4H

xidbox.scheduler.service.remove-expired-certificates.cron 05/15*** 7 * Cron BBITIOJTHEHUS 33/1a49H HA YAAJICHHE IPOCPOUYCHHBIX CEPTHPHUKATOB

xidbox.scheduler.service.remove-expired-user-profile-roles.limit 5 MakcumaabHOE KOJUYECTBO POJIeH, KOTOPBIE UCTEKIIH, U HEOOXOJUMO CHSTh UX ¢ mpoduist Y3

IIOJIB30BATCIIA 3a OJHO BBIIIOJIHCHHUC 3a1a4H

xidbox.scheduler.service.remove-expired-user-profile-roles.cron

010/15* **?

Cron BBITIOTHEHUS 33]1a4M HA CHATHE PoJjieit ¢ mpoduis Y3 moiap30Batesis, KOTOPhIe UCTEKITN

xidbox.scheduler.service.block-inactive-users.limit 5 MakcumaabHOE KOJHYECTBO 3a0JIOKUPOBAHHBIX HEAKTUBHBIX Y3 MOJIB30BATEIIS 33 OJTHO
BBIMTOJTHEHHUE 33/a4H

xidbox.scheduler.service.block-inactive-users.cron 002**7? Cron BBINOJHEHUS 331241 HA OJOKUPOBKY HEAKTUBHBIX Y3 MOJIb30BaTENs

xidbox.scheduler.service.restart-state-machines.limit 5 MakcumanabHOe KOJTMYecTBO nepe3anyckoB KA, KoTopble 105roe BpeMsi He MEHsUIU CTaTyc 3a
OJTHO BBITIOJTHEHHE 331241

xidbox.scheduler.service.restart-state-machines.cron 00***? Cron BBITIOJTHEHUS 3a/1a4M Ha mepe3anyck KA

xidbox.scheduler.service.restart-state-machines.max-work-duration PT1H Bpewmst B ipoctoe, mipu npeBbinieHrr KoToporo KA tpebyercs mepesamyck

xidbox.scheduler.service.remove-expired-user-two-factor-codes.limit 10 MaxkcumanabHOEe KOJTMUECTBO HEBOCTPEOOBAHHBIX KOOB /s IBYX(haKTOpHOW ayTeHTU(PUKALIUU
Ha yJlaJICHHE 32 OJIHO BBIITOJHECHUE 3aa4un

xidbox.scheduler.service.remove-expired-user-two-factor-codes.cron 000**? Cron BBITIOJIHCHUS 3a/1a4K Ha YIaJICHHE HEBOCTPEOOBAHHBIX KOJIOB IS ABYX(PAKTOPHOM

ayTeHTH(UKaIuu
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PykoBoACTBO agMUHHUCTpaTOpa

X-IDBox
HasBanmue 3HaYeHHne M0 yMOJTYAHHIO Ha3znauenmne
xidbox.scheduler.service.notify-about-coming-password-expiration.limit 10 MakcumanbHOe KOJIMYECTBO M0JIb30BaTElICH, KOTOPBIM Oy IyT OTIIPABICHBI COOOIICHUS O
CKOPOM HMCTEYCHHUH CPOKA JICHCTBHUS MMApOJIs 38 OJTHO BBIIOJHEHHE 331a4K
xidbox.scheduler.service.notify-about-coming-password-expiration.cron 00***? Cron BBITIOJTHEHUS 3a/1a4K HA OTIPABKY YBEAOMIICHHUH O CKOPOM UCTEYCHUHU CPOKaA ICHCTBUS
aposist
xidbox.scheduler.service.block-user-profiles-in-inactive-organizations.limit 10 MakcumaabHOE KOJHYECTBO 3a0JIOKMPOBAHHBIX aKTHBHBIX IIpoduieii Y3 moib30BaTels B
HEaKTHBHBIX OPTraHU3aIMsIX 3a OJJHO BBIOJHEHUE 33/1a41
xidbox.scheduler.service.block-user-profiles-in-inactive-organizations.cron 0*/18***? Cron BBITIOJIHEHUS 3a/1a4K HA OJIOKUPOBAaHUE aKTUBHBIX mpoduieit Y3 mosab30BaTess B
HEAKTUBHBIX OPTaHU3aIUsIX
xidbox.scheduler.service.synchronize-users-from-directory.cron 0001557 Cron BBINIOJHEHUS 33/[a4K HAa CO3/IaHHE 3asBKH HA CHHXPOHMU3ALUIO Y3 MOJIb30BaTENIs U3
Karajora
xidbox.scheduler.service.remove-expired-tokens.limit 10 MakcumanbHOe KOJIMYECTBO MPOCPOUYCHHBIX TOKCHOB Ha yIAJICHHE 32 OIHO BBIMOJHEHUE 33 1auH
xidbox.scheduler.service.remove-expired-tokens.cron 000**? Cron BBITIOJTHEHUS 334K Ha yAJICHHE POCPOUCHHBIX TOKCHOB
xidbox.scheduler.service.remove-archived-user-profile-roles.limit 10 MaxkcruManbHOE KOJIMYECTBO apXUBHBIX POJICH HA CHATHE C MPOodwIs Y3 MOJIb30BaTEeNs 33 OJTHO

BBITIOJIHCHUEC 3aJa4Hn

xidbox.scheduler.service.remove-archived-user-profile-roles.cron

015/15***?

Cron BeIMOTHEHMS 32/1a49H HA CHATHUS apXUBHBIX poJiei ¢ mpodwis Y3 moabp30BaTels

xidbox.scheduler.service.remove-user-profile-session-history.limit 10 MakcumaabHOE KOJMYECTBO 3allUCeil B UCTOPUU ceccuit mpoduiiei Y3 nmoabp3oBares Ha
yJIaJeHHE 32 OJHO BBIMOJHEHHE 3a[auH

xidbox.scheduler.service.remove-user-profile-session-history.cron 00***? Cron BBITIOJIHEHUS 3a/1a4M Ha YaJCHHE 3allUCei B UCTOpUHU ceccuit mpoduiiet V3 mosb3oBaress

xidbox.scheduler.service.remove-user-profile-session-history.outdated-period- | 730 KonnuecTBo JqHEH, 10 UCTEYCHUH KOTOPBIX 3aITUCh B HICTOPHU CECCHU CUUTACTCS K YIAAJICHUIO

in-days

xidbox.scheduler.service.spring.quartz.properties.org.quartz.threadPool.thread | 5 KonnuecTBO MOTOKOB B MMyJIie, OJKHO OBITh paBHO KOJMHYeCTBY jOb + 3

Count

xidbox.scheduler.service.spring.quartz.properties.org.quartz.jobStore.dataSour
ce

x_id_box_scheduler

Cxema, B KOTOpOH XpaHsTCs TaOIUILIbI U1 cepBUCa

xidbox.scheduler.service.spring.quartz.properties.org.quartz.jobStore.misfireT | 10000 KonnuecTBO MIITHCEKYH/I, B TEYEHUE KOTOPBIX IUTAHUPOBIIHUK OYIET «KIATh» TPUITEP, YTOOBI
hreshold MPOWTH €ro B CIEAYIOIIUI pa3, IPek/Ie YeM OH OYJIeT CUMTATHCS «HEBBITOTHEHHBIM
xidbox.scheduler.service.spring.quartz.properties.org.quartz.jobStore.clusterC | 5000 YacroTa (B MIUITHCEKYH/1aX ), C KOTOPOM 3TOT IK3EMIUTSIP «PETUCTPUPYETCS» C IPYTHMHU
heckinlInterval IK3EMILIIpaMH KiIacTepa. BinseTr Ha ckopocTh 0OHapyKeHHs HEYTaYHBIX SK3EMILISIPOB
xidbox.scheduler.service.spring.quartz.properties.org.quartz.jobStore.isCluster | true [Tpu3HaK, TO3BOJISIOMINN BKIFOUUTh KIACTEPU3AITUIO
ed 3HaueHue «true» — ecm KiacTepu3alys BKIIOUYCHa.
3nauenue «false» — ecnu knacTepusanus OTKIIFOYCHA
xidbox.scheduler.service.spring.quartz.properties.org.quartz.jobStore.dontSet | false [Mpu3snak Be13oBa setAutoCommit (false) st coequuenwuid, momy4yeHHbIX u3 DataSource.
AutoCommitFalse 3nadennue «true» — Quartz ve Oyner Be3piBaTh SEtAUtOCommit (false) st coennHeHwMIA,
noxy4eHHbIx 3 DataSource.
3nauenue «false» — Quartz Oynet Boi3biBaTh setAutoCommit (false) st coeuueHmiA,
noxy4eHHbIx 3 DataSource
xidbox.scheduler.service.spring.datasource.hikari.maximum-pool-size 7 MakcumaabHOE KOJTMYECTBO TOTOKOB B MyJIe, JOJDKHO OBITh Ha 5 0osbiie, yem jJob
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b.11 Hacrpoiiku cepBuca xidbox-crypto

Tabmuma 16 — Hactpotiku cepBuca xidbox-Crypto

PykoBOJICTBO aIMUHHCTpaTOpa
X-IDBox

Ha3sBanmue

3HayeHMe 10 YMOJIYAHHIO

Ha3nauenune

xidbox.crypto.service.crldp.ibm true [Tpu3Hak Juist BKIFOUSHHsT HACTPOWKH IPOBepKH ToukH pactpocrpanenus CRL (IBM).
3uauyenue «true» — eciii HaCTPOWKHU MMPOBEPKH BKIIIOYEHBI.
3uauenue «false» — ecim HaCTPONKHM MPOBEPKU OTKIFOUCHBI
xidbox.crypto.service.crldp.ocsp true [Tpu3Hak 11t IpoBepkH 0CSP (CITUCOK OT3bIBAa CEPTUHHUKATOB).

3nauyenue «true» — eciii mpoBepka OCSP BKIIIOUYECHA.
3nadenue «false» — eciu mpoBepka OCSP OTKIIFOUCHA

pxidbox.crypto.service.crldp.path-to-dir-with-crls

/usr/local/share/ca-certificates/crls

[IyTh, TIe XpaHUTCS aKTyaJbHBIN CIIMCOK OTO3BAHHBIX CEPTU(UKATOB

xidbox.crypto.service.crldp.crl-urls

http://testca2012.cryptopro.ru/cdp/

URL 151 moyyeHus cricka 0TO3BaHHBIX CEPTU(PUKATOB

xidbox.signature-counter-agent.service.path

crypto/api/vl/cryptos

Yacte nnytn

xidbox.crypto.service.sign.default-storage-alias

d9427172-de30-442b-98c1-13258007374a

Wnentudukarop (anuac) ceprudukara, KOTOPsIM OYIyT MOIMKCHIBATLCS JAHHBIE 110
ymom4anuto. [1aposib 00s13aTenbHO yKa3bIBaeTCs UepPE3 HACTPOUKY
xidbox.crypto.service.sign.storage-alias-password.<unentuukarop ceprupukara>

xidbox.crypto.service.sign.storage-alias-password.<uaeHTuuKaTop
cepTudukara>

<Hapojb>

[epeuncienne — uACHTUPHUKATOP cepTUPHUKATA U TTAPOITH IS JOCTYTIA K 3aKPHITOMY KITIOUY.
Hanpumep: xidbox.crypto.service.sign.storage-alias-password.d9427172-de30-442b-98c1-
13258007374a=1qaz@WSX

Bb.12 Hacrpoiiku cepsuca xidbox-orchestrator

Tabnuna 17 — Hacrpoiiku cepsuca xidbox-orchestrator

Ha3Banue

3HauyeHMe 10 YMOJTYAHUIO

Ha3nauenune

xidbox.orchestrator.service.scenarios.fail-event-scenario-name

fail_event_scenario

HaumenoBanue crieHapusi, KOTOPBIH 3aMyCKaeTCs B Clydae HEeNPEABUICHHON CUTYaINH PU
BBITOJTHEHMHN KA

xidbox.orchestrator.service.scenarios.folder-path

scenario/json

[IyTh manku, B KOTOPOHi JekaT clieHapuH, KOTOpble HEOOXOUMO 3arpy3uTh B b1

xidbox.orchestrator.service.scenarios.default-retry-delay-milliseconds

1000

3anepkka MeXAy MOMBITKAMU TTOBTOPUTH 3aMpoC MO YMOTYaHHI0. J{J1s COCTOSIHMIA, HE
peanuzyronmx Be30B API

xidbox.orchestrator.service.instance.id

first orchestrator

WnentudukaTtop KOHKPETHOTO 3K3eMIUIsipa ceprca. Heo0XoaumMo yKka3biBaTh YHUKAJIbHBIHN JI1s
6oJee scHoro JlorupoBanust B bJ{

xidbox.orchestrator.service.instance.primary-queue-thread-count 2 KonnuecTBo MoTOKOB, 00pabaTHIBAIOIIMX MIEPBHUHYIO OUYEPE/Ih

xidbox.orchestrator.service.instance.primary-queue-delay 500 3anepkka MKy ONMPOCaMU MEPBUYHON ouepeu

xidbox.orchestrator.service.instance.secondary-queue-thread-count 2 KommgecTBo moTokoB, 06pabaThIBarONIMX BTOPUYHYIO OYepeIb

xidbox.orchestrator.service.instance.secondary-queue-delay 500 3ageprkKa MEXIy OpOoCaMy BTOPHYHOM OUepeIu

xidbox.orchestrator.service.instance.pre-primary-queue-fill-factor 2 KoaddunueHT npeaBapuTeIbHOTO 3aM0HEHHS MTyJia U3 TIEPBHYHON ouepeau (ITyJI 3amoIHAETCS
13 pacuyeta Ko OUIMEHT, YMHOKEHHBIM Ha KOJIMYECTBO MOTOKOB, ISl 00pabOTKH MEPBUIHON
ouepesn)

xidbox.orchestrator.service.instance.pre-secondary-queue-fill-factor 2 KoaddunmenT npeaBaputeabHOro 3aMOTHEHUS TyJia U3 BTOPUYHON ouepeu (Iys 3amoIHsIeTCs
13 pacdera KO3PPUIMEHT, yMHOKEHHBIA Ha KOJIMYECTBO TIOTOKOB, 711 00pabOTKU BTOPUIHOM
ouepesn)

xidbox.orchestrator.service.instance.state-machine-check-event-count 10 MaxkcumanbHoe KoaudecTBo KA, 17Ist KOTOPBIX HACTYIIHIIO COOBITHE, HAITPABICHHOE BO

BTOPUYHYIO O4Yepeab
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PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3zBanue

3HaveHHe MO YMOJYaHUIO

Ha3zunauenue

xidbox.orchestrator.service.instance.event-check-delay

500

3anepkka MEeXAy IPOBEPKaMU HACTYIUICHHS COOBITHIA

xidbox.orchestrator.service.retry.api-millisec

1000,2000,30000,60000,120000,240000,480000,
960000,1920000,3840000

3anepxKa MKy MOIBITKAMH MOBTOPUTH 3aIIPOC 1O yMo4aHuto. /{1 cocTosHui,
peanusyromux Bbi3oB API

xidbox.directory-sync.check-ldap-user-state-before-auto-unblock true [Tpu3HaK, OTBEYANOIINX 3a IPOBEPKY C KATajI0roM cratyca Y3 MmojIb30BaTelis nepes
ABTOMATHUYECKOHN Pa30JIOKMPOBKOM Y3 MOJIb30BATEINS.
3HauyeHue «true» — eciii MpoBepKa OCYILECTBIISETCS.
3nauenue «false» — ecnu nmpoBepka He ocyIECTBISIETCS
b.13 Hactpoiiku cepBuca xidbox-storage
Tabnuua 18 — Hactpoiiku cepBuca xidbox-storage
Ha3Banmne 3Ha4yeHHe M0 YMOJYaHHIO Ha3nauyenne
xidbox.storage.service.spring.jpa.show-sql true [Mpusuak mis BeiBoga SQL-3ampocos, koTopsie BeimoaHsoTcs k BJ] xidbox-storage.
3Hauenue «true» — ecim SQL-3ampochl BEIBOISTCS.
3nauenue «false» — eciiu SQL-3ampockl He BBIBOASATCS
xidbox.storage.service.spring.jpa.properties.hibernate.default_schema storage HaumMeHoBaHHe cXeMbI, K KOTOPOH moIkiIrouaercs ceppuc xidbox-storage
xidbox.storage.service.spring.liquibase.liquibase-schema changes Cxema co3llaHus ¥ UCTIONIb30BaHus Taduil liquibase
Bb.14 Hactpoiiku cepsuca xidbox-order
Tabnuna 19 — Hacrpoiiku cepBuca xidbox-order
Ha3Banmne 3Ha4yeHne M0 YMOJYaHHIO Ha3nauenne
xidbox.order.service.spring.jpa.show-sgl true [Mpu3znak s BeiBosa SQL-3ampocoB, koTopeie BeinoiHs0TCS K b1 xidbox-order.
3nauenue «true» — ecymm SQL-3ampockl BBIBOISITCS.
3nauenue «false» — eciim SQL-3ampockl He BBIBOISATCS
xidbox.order.service.spring.jpa.properties.hibernate.default_schema ordr HanMeHoBaHue cXeMbI, K KOTOPOH Mo IKirouaercst cepsuc xidbox-order

xidbox.order.service.spring.liquibase.liquibase-schema

ordr_changes

Cxema co3aHus ¥ UCTIONb30BaHMs Tabnull liquibase

Bb.15 Hacrpoiiku cepsuca xidbox-state-machine-database

Tabnuua 20 — Hactpoiiku cepBuca Xidbox-state-machine-database

Ha3Banmue 3HaueHue 1mo YMOJTYAHUTIO Ha3znauenue
xidbox.state-machine-database.service.spring.jpa.show-sql true [Mpu3snax s BeiBoma SQL-3ampocoB, koTopeie BeinoHsoTes k b1 xidbox-state-machine-
database.
3nauenue «true» — ecimu SQL-3ampockl BBIBOASITCS.
3nayenue «false» — eciiu SQL-3ammpockl He BHIBOISATCS
xidbox.state-machine- sm HawnmenoBanue cxeMbl, K KOTOPO# moakirouaeTcst ceprc xidbox-state-machine-database

database.service.spring.jpa.properties.hibernate.default_schema

xidbox.state-machine-database.service.spring.liquibase.liquibase-schema

ordr_changes

Cxema co3aHus U UCIIONIb30BaHus Tabnwuil liquibase
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Bb.16 Hacrpoiiku cepBuca xidbox-ldap

Tabnumua 21 — Hactpoiiku cepBuca xidbox-ldap

PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3sBanmue

3nauyenue ajsa AD

3nauvenue qis Freelpa

3nauyenue qjsa OpenLdap

Ha3nauenune

xidbox.ldap.service.spring.ldap.urls

URL na ciryx0y karanora

xidbox.ldap.service.spring.ldap.base

dc=xidbox,dc=dcs,dc=infosec,dc=ru

dc=dcs,dc=infosec,dc=ru

dc=xidbox,dc=dcs,dc=infosec,dc=ru

bazoBelii cyddukc, 0T KOTOPOro AOIHKHBI MPOUCXOIUTH BCE
orepanuu

xidbox.ldap.service.spring.ldap.username

cn=Admin,cn=Users,dc=xidbox,dc=
dcs,dc=infosec,dc=ru

uid=admin,cn=users,cn=accounts,dc
=dcs,dc=infosec,dc=ru

cn=admin,dc=xidbox,dc=dcs,dc=inf
osec,dc=ru

Wms mmonp3oBaTesis JJI1 ITIOAKJIIOYCHUS K cny>1<6e

xidbox.ldap.service.spring.ldap.password=

IMTaponb 11 MOAKIIIOUEHUS K CITyxkO0e

xidbox.ldap.service.spring.ldap.base- objectGUID — — CorocraBiicHHE THIIA AaTPUOYTOB C €r0 Ha3BaHUEM
environment.java.naming.ldap.attributes.bina

ry=

xidbox.ldap.service.directory.source AD Freelpa OpenLdap Bapuant nporokona: AD, FreeApi, OpenLdap
xidbox.ldap.service.directory.base cn=Users cn=users,cn=accounts ou=Users Cydduxc st morcka Y3 moab30BaTesst
xidbox.ldap.service.lockout-duration.policies- | — — ou=policies [IyTh 10 pacmosI0XKeHUs MOJIUTHK B KaTaJIore
base=

xidbox.ldap.service.lockout- objectClass=domain — cn=default Haszeanue (CommonName) naposibHOW TOJIUTUKA

duration.password-policies-cn

xidbox.ldap.service.lockout-
duration.attribute-name

lockoutDuration

pwdLockoutDuration

Hazpanue anI/I6YTa, B KOTOPOM XPaHUTCA 3HAYCHHUC

xidbox.ldap.service.lockout-duration.update-
frequency

1800000

1800000

1800000

YacroTa 0OHOBIEHUS MOIUTHKH MPOIOJKUTEIBHOCTH
BPEMEHHOT'0 OJIOKHPOBAHHUS, MC

xidbox.ldap.service.openldap.filter

(objectclass=inetOrgPerson)

JononuurensHbiil Gunstp. Toasko s OpenLdap

Bb.17 Hactpoiiku cepsuca xidbox-organizational-structure

Tabnuna 22 — Hacrpoiiku cepsuca Xidbox-organizational-structure

Ha3Banue

3HauyeHHe MO0 YMOJIYAHHUIO

Ha3nauenune

xidbox.organizational-structure.level-value-generation-step 10 MakcumanbHas riyoruHa crenepupoannoro yposss OILC
Bb.18 HacTpoiiku cepsuca xidbox-signature
Tabmuma 23 — Hactpoiiku cepBuca Xidbox-signature
HasBanmue 3HayeHMe IO YMOJIYAHHIO Hasnayenue
xidbox.signature-counter-agent.service.use-counter-agent-service=true true [Mpu3Hak, OTBEYAIOIINI 32 BHI30B BHEIIHEH pean3aiii METOI0B JAaHHOTO CepPBHCA.

3HadeHune «true» — ecim HeoOXOAUMO HCIOIB30BATh PEATM3AIINI0 BHEIIIHETO CEPBHCA.
3nauenue «false» — ecmu HEOOXOIUMO UCIIONIB30BaTh COOCTBECHHYIO Pean3aIlnuio

xidbox.signature-counter-agent.service.url

http://x-idbox-crypto-service

CxeMa 1 HauMEHOBaHHE CEpBHUCa, pC€ain3allhui0 KOTOPOro HCO6XOI[I/IMO HCIIOJIB30BATh

xidbox.signature-counter-agent.service.path

crypto/api/vl/cryptos

Yacte URL, 1o koTopomy OyzeT pacnojaraTbcs OKuaeMasi peann3anus
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b.19 Hacrpoiiku cepBuca xidbox-request-background-processing

Tabmuna 24 — Hactpoiiku cepBuca Xidbox-request-background-processing

PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3sBanmue

3HauyeHMe 10 YMOJIYAHUIO

Ha3nauenune

xidbox.request-background-processing.service.spring.jpa.show-sql true [Mpu3znak ms BeiBoga SQL-3ampocos, koTopeie Beinmoaustores k b1 xidbox-request-background-
processing.
3nauenue «true» — ecnu SQL-3ampochl BEIBOAATCS.
3nauenue «false» — eciiu SQL-3ampockl He BHIBOASATCS
xidbox.request-background- x_id_box HanmenoBanue cxeMmbl, K KOTOPO#t moakirogaercs cepsuc Xidbox-request-background-
processing.service.spring.jpa.properties.hibernate.default_schema processing
xidbox.request-background-processing.service.spring.liquibase.liquibase- changes Cxema co3iaHus ¥ UCTI0Nb30Banus Tadmuil liquibase
schema
xidbox.request-background-processing.service.authz- 1 KosnuecTBO MOTOKOB Ha 00pabOTKy Py aBTOPU3ALMOHHBIX 3aIIPOCOB (OMH Ha IPYIIILY)
request.processing.thread-pool-size
xidbox.request-background-processing.service.authz- 25 KonnyecTBo MOTOKOB [1JIst aBTOPU3AI[HOHHBIX 3a[IPOCOB
request.processing.processing-thread-pool-size
xidbox.request-background-processing.service.authz- 20s 3ajepikKa MMPH MMOJyUYCHHH HOBOM TPYIIIBI 3aIIPOCOB Ha 00pabOTKyY
request.processing.group-key-delay
xidbox.request-background-processing.service.authz- 500 Pasmep criucka npoduneii Y3 nonbp3oBareneid A MOCIeA0BaTeIbHOW 00pab0TKU
request.processing.profile-batch-size
xidbox.request-background-processing.service.authz- 5 KonmuuecTBo MOBTOpEHMH 3ampoca, €CIi CepBUC aBTOPU3ALUH BEPHYJ OIIHOKY
request.processing.repeat-on-failed
xidbox.request-background-processing.service.authz- 5s 3ajeprkKa MEX/Ty MOTBITKAMH 3aIlpoca K CEPBUCY aBTOPU3AIIMH B CIydae OMTHOKH
request.processing.repeat-delay
xidbox.request-background-processing.service.authz-request.processing.max- | 200 MakcuMabHO JIOIyCTUMOE KOJIMYECTBO 3aIPOCOB K CEPBHUCY aBTOPU3AINH B CEKYHIY.
request-count-to-authz-per-second Pexomenayercs BoiaensTh okosio 10% nomycTuMoin Harpy3Kku cepBUca aBTOPU3allUM Ha BCE
SK3EMIUISIPBI CEpBUCAa aBTOMAaTUUYECKHUX pacueToB. Hanmpumep:
— MakcumanbsHas MpOU3BOIUTEIHLHOCTH cepBHca aBTopu3auu — 2000 3armpocoB B CEKYH/TY.
— KonnyectBo 5K3eMIIIsIpOB cepBrca aBTOMAaTHUECKUX PAcYeTOB — 2.
— Paccunrannoe 3nagenne cBoictB 2000*10%/2 = 100 3ampocoB B CEKYHy ISl KQXKIOTO
9K3eMILIsApa
xidbox.request-background-processing.service.authz- true [Tpu3Hak HEOOXOAMMOCTH YJaJIEHHsI CTapbIX 3aIPOCOB U PE3YJIbTATOB PACUETOB.
request.processing.deleting-oldest-request-enabled 3HaueHue «true» — eciu yaaneHue BKIIOYEHO
3nauenue «false» — ecnu ynaneHue oTKIIIOYCHO
xidbox.request-background-processing.service.authz- 20s 3agepikKa MeX/Ty 3a1a4aMi YIaICHHsI CTaphIX 3aIpPOCOB
request.processing.delete-oldest-request-delay
xidbox.request-background-processing.service.authz-request.processing.max- | 20 MaxkcuMaabHO JOMYCTHMOE KOJHYECTBO 3aIIPOCOB, ISl KOTOPBIX XPAHATCS PE3yIbTAThI
request-count-cache-size
xidbox.request-background-processing.service.authz- 2 Pa3mep crnimcka 3ampocoB A yaalieHus
request.processing.request-batch-size-for-delete
xidbox.request-background-processing.service.authz- 1000 Pa3mMep criucka pe3yabTaToB IS yAadeHUS
request.processing.result-batch-size-for-delete
xidbox.request-background-processing.service.authz- 500 Pasmep criucka pe3ynbTaToB ISl OOHOBJICHUS

request.processing.result-batch-size-for-update
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PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

HasBanmue 3HaYeHne M0 yMOTYAHUIO Ha3znauenmne
xidbox.request-background-processing.service.authz- true [Tpu3Hak HEOOXOAMMOCTH TIepe3anyCcKa 3aBUCIINX PACYCTOB JIJISl TPYIII 3alPOCOB.
request.processing.restart-stuck-requests-group-enabled 3HadeHue «true» — ecim nepe3anyck BKIFOUCH.

3nauenue «false» — ecnu nepesarmyck oTKIrOUCH
xidbox.request-background-processing.service.authz- 20s 3aneprkKa MEX/Iy 3aJa4aMu Iepe3amycKa 3aBUCIINX PAacYeTOB IS TPYIII 3alIPOCOB
request.processing.restart-stuck-requests-group-delay
xidbox.request-background-processing.service.authz- 5m JlomycTumast JUIMTEIIbHOCTD IPOCTOSI B pacyeTax Ul TPYIII 3aIPOCOB JI0 Iepe3anycKa

request.processing.allowed-requests-group-processing-stuck-duration-before-
restart

b.20 HacTpoiiku, 0iMHAKOBbIE J1JI51 BCEX CEPBUCOB

JIssi BO3BMOXKHOCTH pasrpaHUuYUTh HACTPOWMKM KaKJOW TpyIIbl CEpBHCOB B oOmieM «application.properties» aiine wucmonb3yercs npeduKc, KOTOPbIH (opMUpyeTcs 1Mo madaoHy

«xidbox<HamMeHoBaHHE cepBHca>.service». Hampumep, /uis HacTpolku mopra (Ha3BaHUE HACTPOWKHM «Server.port») mis cepsuca «Xidbox-database» HeoOXxomauMo HCHOIB30BATH

«xidbox.database.service.server.port», s cepsuca «xidbox-backend» — «xidbox.backend.service.server.port=8093» u T. 1. JlaHHBIIH TpeduKC OIMyIIeH B TadmuIe 25.

Tabmuna 25 — Hactpoiiku, 0 JuHaKOBBIC /I BCEX CEPBUCOB

UM

Ha3zBanue

3Ha4yeHHe 10 YMOJIYAHHIO

Ha3zunauenue

server.port

B 3aBucumMocTu ot CCpBHUCA

HOMep IopTa, KOTOpHﬁ MMpOCIYyHINBACT DK3CMILIAP CEPBUCA

application.name

B 3aBucumocTu ot CCpBUCA

HanmenoBanue CcpBUCA

eureka.client.service-url.defaultZone

${EUREKA_URI:${xidbox.eureka.service.url}/e
ureka}

URI st B3aumogeiicTeus ¢ eureka

management.endpoints

[lepeueHb 3HaUYECHMIT TPUBEJICH 110 AJIPECY,
yKa3aHHOMY B cTonbne «Haznauenue»

Spring Boot Endpoint: https://docs.spring.io/spring-boot/reference/actuator/endpoints.html

server.max-http-request-header-size

1024

MakcuManbHas JJIMHA 3HAYCHUS header

syslog.host Her Xoct cepBuca Jij1s cOopa J0roB, Hanpumep, graylog
syslog.port Her [TopT cepBuca mst coopa joroB, Hanpumep, graylog
logging.level.root info YpoBEHB JTOTHPOBAHUS TIO YMOITYAHUIO
logging.level.* Her YpoBeHb JOrupoBaHus 11 KOHKpeTHoro makera https://docs.spring.io/spring-
boot/reference/features/logging.html
logging.rotation.max-file-size Her MaxkcuManbpHbIN pa3mep (aiina 1ist poranuu, Hapumep, 10MB
logging.rotation.max-archive-size-each-appender Her MaxkcuMaabHBIA CyMMapHBIA pa3mep (aiioB B apxuse, Hanpumep, 1GB
logging.rotation.max-files-in-archive Her MaxkcuMaabHOE KOTHUECTBO (haiiyioB B apxuBe, Hampumep, 100
logger.console.enabled Her [Ipu3Hak 11t BBIBO/IA JIOTOB B KOHCOIT.
3HadeHue «true» — eciiu JIOTH BBIBOJSTCS B KOHCOJIb.
3navenue «false» — ecym 1oru He BBIBOJSTCS B KOHCOJIb
spring.servilet.multipart.file-size-threshold 2KB [Topor, mocne koToporo (haiii 3amuchBaeTCs Ha TUCK
spring.servlet.multipart.max-request-size 2MB MaxkcumanbHBIN pazMep 3arpoca
spring.servlet. multipart.max-file-size 2MB MaxkcumanbHbIH pasmep (aiiia B 3ampoce
logger.json-in-file true BriBoauT 10T B hopmaTe .json, mapameTpsl:

— timestamp — Bpewms Jtora;
— message — cooO1ieHue Jiora,
— logger name — kace, KOTOPBI HHHUIIMUPOBAJ JIOT
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PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3zBanue

3HaveHHe MO YMOJYaHUIO

Ha3zunauenue

— thread_name — Ha3Banue MoTOKa, B KOTOPOM IIPOU3OIIIET JIOT

— level — yposens jora;

— replicaName — HanMeHOBaHKE SK3EMILIAPA CEPBHUCA,

— appName — HanMeHOBaHHUE CEPBHCA;

— appPort — mopt, KOTOPKIiA CIIyIIAeT CEPBUC.

ITpu 3nauenun «false» — BeiBo o mabony «%d{yyyy-MM-dd HH:mm:ss.SSS}
%highlight(3{LOG_LEVEL_PATTERN:-%5p}) %magenta(${PID:- }) %green(---) [%15.15t]
%cyan(%-40.40logger{39}) %green(:) %magenta(%eX{Request-id}) %m %n»

authn-request-verification.request.header.trigger-name

xidbox-ext-request

HaumeHnoBanue 3aronoBka — npusHaka 3anpoca u3 MC i pacyera KOHTPOIbHON CyMMBbI

authn-request-verification.request.header.timestamp-name

xidbox-request-timestamp

Haumenosanue 3aroyioBka 3ampoca, B KOTOpOM IEPENaeTCs 1aTa U BpeMs 3a1poca Ul pacuera
KOHTPOJIbHO! CYMMBI

authn-request-verification.request.header.auth-id-name

xidbox-request-auth-id

HaumenoBanue 3aroyioBka 3amnpoca, B KOTOPOM IepeiaeTcsi HASHTU(OUKATOP OTIPaBUBILEH
3anpoc UC s pacyera KOHTPOIBHONU CyMMBI

authn-request-verification.request.header.checksum-name

xidbox-request-checksum

HaumeHoBaHue 3arojoBka 3aI1poca, B KOTOPOM IIEpeAacTCsA KOHTPOJIbHAsA CyMMa 3alipoca

authn-request-verification.request.header.algorithm-name

xidbox-request-algorithm

HaumMeHoBaHMe 3arojioBKa 3ampoca, B KOTOPOM MepeaeTcs AITOPUTM pacdyeTa KOHTPOJIbHOM
CYMMBI

authn-request-verification.request.header.check-sign-off-name

xidbox-request-check-off

HanMenoBaHue 3arojoBKa — MpU3HaKa OTKIFOUEHHS CBEPKU KOHTPOJIBHON CYMMBbI YUHTHIBAETCSI
TOJIBKO TIPH YCIOBUH BKIFOUEHHOTO pexxuMa paspadboturka (authn-request-verification.dev-
mode = true)

authn-request-verification.timestamp-diff-sec 15 MakcuMalbHO IOMyCTUMasi pa3HHUIla BO BPEMEHH 3ampoca U CepBepa, B CEKyH1ax.
Hcrmosb3yercs 1yis MpOBEPKH 3arojioBKa timestamp Juist pacyera KOHTPOJIBHOU CyMMBI
authn-request-verification.disable-verification false [Tpu3HaK MPOBEPKH KOHTPOJILHOU CYMMBI 3aIrpoca.
3HaueHue «true» — eciii OTKJIFOYCHA MPOBEPKA KOHTPOJILHOM CYMMBI 3aIpoca.
3nauenue «false» — ecm BKITFOYEHA IPOBEPKA KOHTPOJIBHOM CYMMBI 3aIIpoca
authn-request-verification.authn-setting-protocol http:// [TpoToK0I1, IO KOTOPOMY IPOUCXOIUT 3aNPOC IS MOTYUYESHUS JAHHBIX ISl IPOBEPKU

KOHTpOJ’ILHOfI CYMMBI 3aIpoca

authn-request-verification.authn-setting-uri

x-idbox-database-

service/database/api/v1/information/system/settin

g/authz-to-service?serviceTechName=

[TyTh, MO KOTOPOMY POUCXOIUT 3aMPOC AJIS MOTYIESHUS JAHHBIX JUISl IPOBEPKHU KOHTPOJIBLHON
CYMMBI 3arpoca

authn-request-verification.content-cache-mode

Crnioco0 xpaHeHHs Tejia 3alpOCOB MPU pacyeTe KOHTPOIbHON CyMMBI:

— RAM — onepatuBHas maMATh (WM €CJIM CBOWCTBO HE YKa3aHO);

— HARD - xecTkuii IucCK;

— HYBRID — cmemanHsbIii, B 3aBUCUMOCTH OT pazMepa Tena 3anpoca u oyddepa (cMm.
HacTpoiiky authn-request-verification.content-cache-limit-m-b)

authn-request-verification.content-cache-limit-m-b

Pazmep Oyddepa oneparuBHOI mamsaTu Ay xpaHeHus: kouTeHTa (B MbB). Mcnonb3yeTcs pu
uthn-request-verification.content-cache-mode = HYBRID, ecnu pa3mep Tena 3anpoca MeHbIIIE
3TOTO 3HAYEHUsI, TO XPAHUTCS B OTIEPATHBHOM MaMsATH, HHAYE HA KECTKOM JINCKE

authn-request-verification.content-cache-tmp-path

temp

[TyTh K TUpEKTOpUY [T XpaHeHUs PaiiIoB ¢ TenoM 3amnpoca. Obs3aTensHa s content-cache-
mode = HARD wmu HYBRID

authn-request-verification.dev-mode

false

[Mpu3Hak BKIFOYCHUS/OTKITIOYCHUS PeKUMA pa3paboTUHKa P pacueTe KOHTPOIbHOU CYyMMBI.
3HadeHne «true» — eciim pexuM BKIIFOUEH, 3HAUCHHE 3aroJI0OBKa U3 HacTpoiku authn-request-
verification.request.header.check-sign-off-name urnopupyercs, mpoBepka XeIr-CyMMbI HE
IIPOU3BOJAUTCA.

3nauenue «false» — ecim pexxum oTkIIOUEH

authn-request-verification.setting-update-interval-minute

30

TTL kema nHactpoek noctynos MC, yka3piBaeTcs B MUHYTax
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OnucaHne HaCTPOEK CEPBUCOB X-IDBox
Ha3Banmue 3navenue mo YMOJYaHUIO Ha3znauenmue

authn-request-verification.response.header.timestamp-name xidbox-response-timestamp HaumeHoBaHMe 3arojioBKa 0OTBETa, B KOTOPOM MEPEIAIOTCS laTa U BpeMs OTBETa MPH OTBETE Ha
3ampoc

authn-request-verification.response.header.auth-id-name xidbox-response-auth-id HauMeHoBaHMe 3arojoBka OTBETa, B KOTOpOM nepenaercs uaeHtudukarop MC, ornpaBuBiiei
3aI1IpocC MpU OTBETE Ha 3a1IpocC

authn-request-verification.response.header.checksum-name xidbox-response-checksum HanmeHoBaHMe 3arojioBKa 0TBETa, B KOTOPOM IE€PEIACTCS KOHTPOJIbHAs CyMMa OTBETa

authn-request-verification.response.header.algorithm-name xidbox-response-algorithm HaumMeHoBaHMe 3arojioBKa OTBETa, B KOTOPOM IIEPEIACTCs aJITOPUTM pacyeTa KOHTPOIbHOM
CYMMBI

b.21 HacTpoiiku, 0iMHAKOBBIE /11 BCeX KJINEHTOB CEPBHCOB

JI1st BO3MOXKHOCTH Pa3TpaHMYUTh HACTPOUKH KaXKIOH IPYIIbl KJIMEHTCKOW 4acTH cepBUCOB B obreM «application.properties» daitne ucmons3yercs npeduke, KOTOphiid GopMupyeTcs mo
mrabsony «xidbox.<mamMmenoBauue ceppuca>.client». Hanpumep, a1 HacTpoiiku «Connect-timeout» (na3Banue HacTpoiiku «feign.connect-timeout») mis cepsuca «xidbox-database» neodxomumo
UCIIOJIb30BaTh HacTpoiky «Xidbox.database.client.feign.connect-timeout», s cepsuca «xidbox-backend» — «xidbox.backend.client.feign.connect-timeout» u 1. 1. JlaHHBIN TIpeUKC OMyIIEH B

tabmnuiie 26.

Tabmuma 26 — HacTpoiiku, oquHaKOBEIE /711 BCEX KJIMEHTOB CEPBUCOB

Ha3Banmue 3HavyeHHne M0 yMOJTYAHUIO Hasnauenmne
feign.connect-timeout 60 cek Bpewmsi, B TeueHHE KOTOPOT'O JIOJIKHO OBITh YCTAHOBJICHO COSMHEHHUE C CEPBEPOM
feign.read-timeout 60 cex Bpewmsi, B TeueHHE KOTOPOTO CEpBEP J0IKEH 1aTh OTBET

&
)¢ DBOX 99



1IpuioxxeHue b

ﬂOllOJll[l/l'[‘CJlbllblC JaHHBIC O COOBITHSX OE30ITaCHOCTH

IHpuinoxenue B

JlonmoJiHUTE/IbHBIE JTAHHbIE 0 COOBITHAX 0€30IACHOCTH

PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

B tabnune 27 npuBeeHbl BCe TaHHbIE, COXpaHseMbIe B PACIIUPEHUH 3aMKUcei 0 coObITUsAX Oe3omacHocTU. Te Kitouun, KoTophle He npenonpeneneHsl B popmare CEF, nepeunciensl Takxke B

Tabmnurie 4.

Tabmuma 27 — JlaHHBIE 0 COOBITHSIX 0€30ITaCHOCTHU

Ha3zBanue co0nITHS

label

| Koy (KEY) |

3nayenue (VALUE)

Onucanue KJiIo4Yei U X 3HAYCHU I

Onucanue cooLITHSA

Bxoa ¥ BBIX0J M3 CHCTEMBI

CoOpbiTHe ayTeHTU(UKAITH
H0JIb30BATEII

USER_AUTHENTICATION

dtz

PUKCUPOBAHHOE 3HAYEHUE —
Europe/Moscow

YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE
(UTC).

JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B
4acoBOM Hosice MOCKBBI

source

@DUKCUPOBAHHOE 3HAYEHUE —
XIDBOX

Hcroynuk coObITHS 0€3011aCHOCTH

suid

Wnentudukarop noap3oBaTes

Co0bITHE COACPKUT aTPUOYT, €CIIM BO3MOKHO ONPEIEITUTh
BHYTpPEHHUH ueHTH(GHUKaTOp Y3 MOIb30BaTEINS.

ATpuOyT COAEP)KUT BHYTPEHHUH HIACHTUDUKATOP
MOJIb30BATEJIs], TI0JT KOTOPBIM ObLIa COBEPILEHA MOTBITKA BOUTH
B CHCTEMY

suser

Buemnuit unentudukarop
I10JIb30BATENA

CoObITHE COAEPKUT aTPHOYT, €CIIM HEBO3MOYKHO OMPEACIUTD
BHYTpPEeHHHU HICHTU(HUKATOP Y3 MOJIb30BATES.

ATpHOYT COACPKHUT BHEIIHUN UACHTUPHUKATOP, 10 KOTOPOMY
TI0JTb30BATEb TIBITAJICS COBEPIIUTH BXO/I.

PukcupyemMoe 3Ha4CHUE:

— Tpu ayTeHTU(HUKAIMH 110 JTOTUHY — JIOTHH;

— npu ayTeHTUHKaIwu 1o ceptudukary — TokeH;

— npu ayrentudukaimu no ounery Kerberos — Ticket Kerberos

cs7Label

q)I/IKCI/IpOBaHHOG 3HAYCHUC —
authenticationType

cs’

Tun ayreHTHQUKATUN

Bo3morxHBIE 3HAUEHHUS:

— LOGIN_AUTHENTICATION — aytentugukanus no
JIOTHHY,

— CERT_AUTHENTICATION - ayrentudukamnus mo
cepTuduKary;

— DOMAIN_AUTHENTICATION — aytentudukamus no
owmery Kerberos;

— TWO_FA_AUTHENTICATION — aByxdaxTtopHas
ayTeHTU(UKaLus,

— ESIA_ AUTHENTICATION — ayrentuduxanus no ECUA

outcome

PesynbTar coObITHS

Bo3MoxHbBIE 3HAUEHUS:

— SUCCESS — COOBITHE 3aBEPIIMIIOCH YCIIEIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO

CoObITHE PUKCUPYET BXOJ MOJIB30BATEIIS.
DUKCUPYIOTCS CIICTYIOIINE TapaMEeTPhI:
— HJICHTH(UKALHUS THIIA COOBITHS
0€30I1aCHOCTH

— JlaTa ¥ BpeMs BXOJla B CHCTEMY

— pe3yJIbTaT HOIBITKH BXO/A;

— WJACHTU(PHUKATOP, MPEIbIBICHHBIN IPU
MOTIBITKE JOCTYTIA
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PykoBoACTBO aiMHUHUCTpATOPA
X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
reason IIpnumnna Ecnu coObITre 3aBepIMIOCh HEYCHEIIHO — CONEPIKUT
coo01eHne o0 omuoKe, MepelaHHoe B OTBETE HA 3a1poc.
Ecnu coObITre 3aBepLIMIOCH YCIICIIHO — COAECPIKUT
¢dbuxcupoBanHoe 3HaueHHE «OK»
CoOpITHE aBTOpHU3AIIT USER_AUTHORIZATION dtz DuKCHUpPOBaHHOE 3HAYEHUE — YacoBotii 1osic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObiTHE PUKCUPYET KaXKIbIH
MOJIH30BATEIS Europe/Moscow (UTC). aBTOPH3AIIMOHHBIN 3aIIPOC MOJIH30BATEN.
JlorupoBanue coObITHI OE30MTACHOCTH MTPOU3BOJIUTCS B OUKCUPYIOTCS CIEAYIOIINE TapaMeTphl:
4acoOBOM T0sice MOCKBBI — UACHTU(UKAIMS TUTIA COOBITHS
source PUKCUPOBAHHOE 3HAYEHUE — HcTounuk coObITHs 6€30MacHOCTH OesomacHoCTH,;
XIDBOX — JlaTa ¥ BpeMsl BX0JIa B CUCTEMY,
suid Wnentudukarop npoduns Y3 | Unentudukarop npoduins V3 noab3oBaresi, KOTOPHIHA ~ Pe3YJIbTaT NOIBITKH BXO/3, .
I0JIb30BaTENs 3arpammBaeT pa3pelieHrue Ha COBEpIICHHE JCHCTBUS C — HICHTHQHKATOD, IPSALABICHHEIH IR
MOTIBITKE JOCTYTIA
pecypcoM
cs3Label dUKCHPOBAHHOE 3HAYCHUE — —
infoSystemUid
cs3 Wnentudukarop UC UC, k pecypcy KOTOpOi 3amnpaiinBaeTcst JOCTyIl
cs6Label DHUKCHPOBAHHOE 3HAYEHUE — -
resourceType
Ccs6 TexHnyeckoe HAaMMEHOBaHHE TexHuyeckoe HaMMEHOBaHHE TUIIA Pecypca, K KOTOPOMY
THUIIA pecypca 3aIpalInBaETCs pa3pelieHIe Ha COBEPIICHUE ICHCTBHS
cs5Label dUKCHPOBAHHOE 3HAYCHUE — -
resource
csS TexHnueckoe HaMMEHOBaHUE ConiepKUT TeXHNYECKOe HAMMEHOBaHHUE pecypca, K KOTOpOMY
pecypca 3aIpalIMBaeTCs pa3peleHHe Ha COBEpPIICHUE IeHCTBUS
act [elictBue JlelicTBue, BBIIIOJHEHUE KOTOPOr0 3alpalllMBaeT M0Jb30BaTEIb
outcome Pesynbrar coObITUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPILNIOCH YCIELIHO;
— failure — coObITHE 3aBepLIMIOCH HEYCICIIHO
CoObITHE BBIXOJIA USER_LOGOUT dtz PUKCHUPOBAHHOE 3HAYEHUE — YacoBoii nosic, B KOTOpOM ObLI0 3a(hUKCUPOBAHO COOBITHE CoObITHE PUKCUPYET BBIXO]] TIOJIB30BATEIS.
TI0JIB30BATENS U3 CUCTEMBI Europe/Moscow (UTC). DUKCUPYIOTCS CIENYIOIINE TapaMeTpBbl:
JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B — WJICHTU(UKAIUS THITA COOBITHS
4acoBOM Mosice MOCKBBI 0€30MacHOCTH;
suid Wnentudukatop npodpuns Y3 | Buyrpennuit unenrudukarop npoduins Y3 nonb3oBatens, noa | — AdTa M BpCMA BXOZa (BBIXO1a) B CHCTEMY;
TOJIb30BATENS KOTOPBIM TOJIb30BATENb OCYILECTBHIJI MOMBITKY BBIXO/1a — PE3YJIbTAT IOIbITKH BXOAQ (Bmxofla);
outcome PesynbraT coObITHs Bo3MoskHBIE 3HAUCHUS: ~ WICHTH(HKATOD, IPEALABICHHELA N1
TMOTIBITKE JTOCTYTIA
— SUCCESS — cOOBITHE 3aBEPIINIOCH YCIELTHO;
— failure — coObITHE 3aBEPIITHIIOCH HEYCIIEIITHO
OO0mme codbITHS B CHCTEMe
HeiicTBus ADMIN_ACTION dtz DUKCUPOBAHHOE 3HAUYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHe UKCHPYET JIt0OBIE 1eHCTBUS
MIPUBHIICTUPOBAHHBIX Europe/Moscow (UTOC). MIPUBUIICTUPOBAHHOTO ITOJTH30BATEIIS.
MOJTb30BaTENICH JlorupoBaHue coObITHII 6€30MaCHOCTH TPOU3BOIUTCS B [TpuBHIETHPOBAaHHBIMH CUATAIOTCSI
9acoBOM 1osice MOCKBBI MOJIB30BATENH C POJISIMHU:
source DUKCUPOBAHHOE 3HAYECHUE — Hcroynuk coObITHS 0€30I1aCHOCTH — CucreMHbIN aAMUHUCTPATOD;
XIDBOX — Anmunuctparop Ub;
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PykoBoACTBO aiMHUHUCTpATOPA
X-IDBox

HasBanmue co0biTust label Kiou (KEY) 3navenune (VALUE) Onucanue KiIr04eil 1 UX 3HAYCHUH Onmncanne coObITUS
suid Wnentudukarop npodpwns Y3 | Unentuduxarop npoduiist Y3 moiabp30BaTelis, KOTOPBIA BHEC — Menemkep nHGOPMAIIMOHHON CUCTEMBI,
MOJIb30BATENS MU3MEHEHHS — MeHemkep y4eTHBIX 3alHCen.
suser @UKCUPOBAHHOE 3HAUYECHUE — CoObITHE COepKUT aTprOyT, €CIIM HEBO3MOKHO OIIPEICIUTh DUKCHPYIOTCA CIIEAYIONHE HAapaMETPBL:
System BHYTpeHHUH uacHTUGUKATOP npoduiis Y3 moIb30BaTelIs — THUII COOBITHS OE30MACHOCTH,;
cslLabel DUKCUPOBAHHOE 3HAYCHUE — — — JlaTa ¥ BpeMs COOBITHS O€30I1aCHOCTH;
objectUid — UJICHTU(PUKAIMOHHAS WH(POPMAITUS
MCTOYHUKA COOBITHS 0€30MacHOCTH;
csl WNnentudukarop oObekTa, ¢ Bo3MoxkHbBIC 3HAYCHUSA: .
— pe3yabTaT COOBITHSI OE30IIaCHOCTH;
KOTOPBIM OBLIO BBITTOJHEHO ~ IyCTO — €ClM BOSHHKIIA omnOKa Ipy MOMbITKE — cyGBEKT I0CTYTA
COOTBETCTBYIOIIIEE JICHCTBHE OCYILIECTBIICHUS JIEHCTBUS Ha/l 00BEKTOM,
— unaeHTuduKaTop Y3 mob30BaTens;
— uaeHtTuuKaTop npodmwis Y3 noap30BaTens;
— UACHTU(UKATOP OPraHU3alINH,
— TexHuueckoe HaumeHnoBanue MC;
— UIEHTU(PUKATOP 3asBKH,
— UJACHTU(PHUKATOP POJIH;
— HaMMEHOBAaHHE HACTPONUKU CUCTEMBbI
act JleiicTBre, KOTOpoe coBepinil | Bo3MoXkHbIE 3HAaUECHUS:
MOJIb30BaTENb — VIEW — npocmorp;
— ADD — no0aBiieHre HOBBIX JaHHBIX,
— UPDATE — u3meHeHnune JaHHbBIX,
— DELETE — ynanenue naHHbIX
request Merox u URL, 6e3 Tena 3anpoca| —
outcome PesynbTat coObITHS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — 1eHiCTBHE BBINOJIHUIOCH YCIEIIHO;,
— failure — mpu BBIIONTHEHUK ACHCTBHSI IPOU3OIILTA OMIKOKA
CoObITHe Hayana co3aHus DATA_LOADING_ORDER_ | dtz DUKCUPOBAHHOE 3HAYECHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHE (PUKCHpPYET MOMEHT Haydania
3asBKU Ha 3arpy3Ky CREATE_START Europe/Moscow (UTC). CO3/1aHHUS 3asIBKU Ha OCYILECTBICHHE
uHpopMauu JlorupoBanue coObITHH 6€30MaCHOCTH MPOU3BOIUTCS B 3arpy3Ku JIaHHBIX.
4acoBOM Mosice MOCKBBI [TpenycmoTpeHa 3arpy3ka cieyromux
source PUKCUPOBAHHOE 3HAYEHUE — HcTounuk coObITHs 0€301aCHOCTH BHJIOB JJaHHBIX:
XIDBOX — 3arpy3Ka I10JIb30BaTeIIeH;
suid Wnentudukatop npodmins Y3 | Unentuduxarop npoduiist Y3 Moabp30BaTENS, KOTOPBINA — 3arpy3ka npoduieil Y3 nonp3oBateneii;
I10JIb30BATEIIs WHULIMHUPYET 3arpy3Ky NaHHBIX. — 3arpy3ka Ha3Ha‘ieHHI7I poneii npodueii
Ecnu 3arpy3ka nannbix Obuia uepes APl — kiirou «Suid» B jtore Y3 nonbsosarene; . .
mycTod ~ 3arpy3Ka H3MEHERMI JOMKHOCTEH
npoduieit Y3 monp3oBaTenei;
csllabel dUKCHPOBAHHOE 3HAYCHUE — - ..
. : — 3arpy3Ka OpraHU3aIlHii;
objectUid — 3arpy3Ka U3MEHEHMI COCTOSTHUI
csl 3arpysxaemble TaHHBIC Bo3MoskHBIE 3HAUCHUS: OpraHH3aIIHiL,;
— USERS — 3arpys3ka nonb3oBateneii; — 3arpy3Ka poJIeBOi MOJIENH;
— PROFILES — 3arpy3ka npodwuneit Y3 nonas3oBateiieii; — 3arpy3ka OLIC;
— ROLES_ASSIGMENT — 3arpy3ka HazHa4eHUI pojei — 3arpy3Ka U3MEHEHUI YpOBHEN
npodwiieit Y3 nonb3oBaTeneii; MTOAPAa3/IeIICHNN;
— POSITIONS_ASSIGMENT — 3arpy3ka usmeHneHui — 3arpy3Ka U3MEHCHHH MoIpa3IeIcHIH;
JIOJDKHOCTEH Tipodruteii Y3 mosib30BaTeliei; — 3arpy3Ka U3MEHCHUH JTOJKHOCTEH.
— ORGANIZATIONS — 3arpy3ka opraHu3aiuii; DUKCHPYIOTCS CIAEAYIONINE MTapaMeTPhI:
— ORGANIZATIONS_STATUS — 3arpy3ka usMeHeHHU I — THI COOBITHS GE30IMACHOCTH,
COCTOSIHUHM OpraHH3aluy,
V4
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X-IDBox

Ha3sBanmue coObITHS label Kuarou (KEY) 3nauenne (VALUE) Onucanue K/iI04Yel 1 UX 3HAYCHUH Onucanue codobITHS
— ROLE_MODEL - 3arpy3ka posiieBoi MOJIEH; — J1aTta u BpeMs COOBITHS 0€3011aCHOCTH,
— ORGANIZATIONAL_STRUCTURE - 3arpy3ka OIIIC; — UACHTH(UKAIMOHHAS HHPOpMaIUs
— DEPARTMENT _LEVELS - 3arpy3ka u3MeHeHH ypoBHEll | HCTOYHHKA COOBITHS 0€301aCHOCTH;
MOJIpa3IeNIeHul; — pe3ysbTaT COOBITHS 0€30MacHOCTH;
— DEPARTMENTS — 3arpy3ka n3MeHeHHii opa3iesieHuil; — CyOBEKT JocTyma
— POSITIONS - 3arpy3ka u3MeHeHH TOJKHOCTEH;
— INFO_SYSTEMS — 3arpy3ka UC
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIEIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoObitue co3panus 3assBku Ha |DATA _LOADING _ORDER_ | dtz DuKCHpOBaHHOE 3HAYEHUE — YacoBotii 1osic, B KOTOpOM ObLIIO 3a(hUKCUPOBAHO COOBITHE CoOpiTHE PUKCUPYET MOMEHT CO3JIaHUS
3arpy3ky uHdopmanuu CREATE_FINISH Europe/Moscow (UTO). 3asiBKM Ha OCYIIECTBJICHUE 3arpy3Ku
JlorupoBanue coObITUI OE30MTACHOCTH ITPOU3BOIUTCS B JAHHBIX (COOBITHE TOTUPYETCS B MOMEHT
9acoBOM Mosice MOCKBBI CO3/IaHUS COOTBETCTBYIOIICH TUITY 3arpy3KU
source DUKCUPOBAHHOE 3HAYECHUE — HcTounuk coObITHS 0€3011aCHOCTH 3as1BKH).
XIDBOX [IpemycMoTpeHa 3arpy3ka Cieayommnx
suid Wnentudukarop npodpwins Y3 | Unentuduxarop npoduiist Y3 moiap30BaTeNs, KOTOPBIHA BHJIOB JIaHHBIX!
M0JIb30BaTENs UHUIMUAPYET 3arpy3Ky JTaHHBIX. — 3arpys3Ka nojb30BaTeleH;
Ecnu 3arpyska nansbix Obuia uepes APl — kimou «suid» B more | — 3arpyska npoduieit V3 nonab3oBarenei;
TyCTO#H — 3arpy3Ka Ha3HA4YeHUU posiei mpodriei
csllabel dUKCUPOBAHHOE 3HAYCHUE — — ¥3 noinbsosarenei; . .
objectUid ~ 3arpysKa I3MeHeHuit J0/mKHoCTel]
npoduieit Y3 monp3oBaTenei;
csl 3arpykaembie JaHHbBIE Bo3moskHbIe 3HaUEHUS _ 3arpy3Ka OpraHM3ami;
— USERS — 3arpyska nons3oBateneii; — 3arpy3Ka U3MeHEeHHH COCTOHHIA
— PROFILES — 3arpy3ka npodwuneit Y3 noias3oBateiiei; OpraHM3aIIHil;
— ROLES_ASSIGMENT — 3arpy3ka HazHaueHU poei — 3arpysKa pONeBOH MOJIEIH;
npoduneit Y3 nonap3oBaTenei; — 3arpyska OLLIC;
— POSITIONS_ASSIGMENT — 3arpy3ka u3mMeHeHuit — 3arpy3Kka U3MeHeHHH YPOBHE
JIOJDKHOCTEHN mpoduieii Y3 mosib30BaTeiei; NO/Ipa3/ieNeH i
— ORGANIZATIONS — 3arpy3ka opraHu3aimii; — 3arpysKa U3MeHeHui 110/1pasiesIeHuii;
— ORGANIZATIONS_STATUS — 3arpy3ka u3MeHEHH — 3arpy3Ka N3MeHEHUH 10JDKHOCTEI.
COCTOSHUH OpraHu3alui; DUKCUPYIOTCS CIEAYIOIINE TapaMeTPhI:
— ROLE_MODEL - 3arpy3ka posieBoii Moiemnu; — THTI COGBITHS 6E30MACHOCTH:
— ORGANIZATIONAL_STRUCTURE — 3arpy3ka OIIIC; — JlaTa ¥ BpeMsl COBBITHS Ge30MacHOCTH;
— DEPARTMENT _LEVELS - 3arpy3ka u3MeHeHUI ypoBHEH — HpeHTH)UKALMOHHAS HHPOPMALS
TNOJpa3eTICHUH; HCTOYHUKA COOBITHS 0€30MacHOCTH;
— DEPARTMENTS — 3arpy3ka u3MeHeHul moapasieieHuii; — Pe3yJIBbTAT COGBITHS GE30MACHOCTH]
— POSITIONS — 3arpy3ka u3MeHeHHU JOIKHOCTEH — CyOBEKT 0CTyTIa
cs2Label dUKCHPOBAHHOE 3HAYCHUE — -
objectUid
Ccs2 Wnentudukatop 3asBKu WNnentudukatop 3asBKH, 0 KOTOPOH MPOU3OIILIO COOBITHE
3arpy3Ku TaHHBIX
outcome Pesynbrar coObITHS Bo3MoxHbIE 3HAaUEHUS:

— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coObITHE 3aBEPUIMIOCH HEYCHICIITHO
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X-IDBox
Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
CoOpbITHE 3arpy3Ku DATA_LOADING_FINISH dtz @UKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObiTHE (PUKCHPYET OCYIIECTBICHHE
uHpopManun Europe/Moscow (UTC). 3arpy3Ku JIaHHBIX (COOBITHE JIOTUPYETCS B
JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B MOMEHT IIepex0/ia COOTBETCTBYIOIICH THITY
4acoBOM Mosice MOCKBBI 3arpy3Ku 3asBKU B (PUHATIBHOE COCTOSHHE).
source OuKCHpPOBaHHOE 3HAUCHUE — HcTounuk coObITHs 0€301aCHOCTH [IpenycmoTpena 3arpy3ka clieqyromux
XIDBOX BUJIOB JJAHHBIX:
suid Wnentudukarop npodpwns Y3 | Unentuduxarop npoduiis Y3 monabp30BaTelis, KOTOPBIHA — 3arpy3Ka IoJb30BaTeeH;
MOJIb30BATENS MHUIMMPYET 3arpy3Ky JaHHBIX. — 3arpy3ka npoduieil Y3 moib3oBaTeneii;
Ecin 3arpyska JaHHBIX Obla uepes APl — kimrod «suid» B ore | — 3arpy3Ka Ha3Ha4CHHil poiie npoduireit
mycToit V3 nosab30Bareei; ) )
csllabel DHUKCHPOBAHHOE 3HAYEHUE — - — 3arpysKa H3MCHCHUH JI0JKHOCTCH
. . npoduneit Y3 nomapzoBaTeneit;
objectUid — 3arpy3Ka OpraHu3alluii;
csl 3arpyxaemble TaHHbIE Bo3moxHbIe 3HaYCHHUS: — 3arpyska H3MeHeHuil COCTOSHH
— USERS - 3arpy3ka nois30Baresei; OpraHu3aIuii,
— PROFILES - 3arpy3ka npodwuieit Y3 nonp3oBarencii; — 3arpys3Ka poJeBoil MoJeNy;
— ROLES_ASSIGMENT - 3arpy3ka HazHaueHUi pojei — 3arpyska OILIC;
npoduiei V3 nonb3oBarernei; — 3arpy3ka U3BMEHEHU YpOBHEM
— POSITIONS_ASSIGMENT — 3arpy3ka u3smMeHeHui noJpasieIeHuit;
JIoJkHOCTeH npoduiei Y3 nonb3oBareneii; — 3arpy3Ka H3MEHCHHIl T10/|pa3/ICIICHHI;
— ORGANIZATIONS — 3arpyska opranusariuii, — 3arpy3Ka U3MEHEHUH JT0JKHOCTEH.
— ORGAN |ZAT|ONS_STATUS — 3arpy3ska H3MEHEHUH (DI/IKCI/IPYIOTCSI CIICYIOLIME apaMeTPBhI:
COCTOSIHU 1 OpraHU3aInH; — THII COOBITHS OE€30IMaCHOCTH,
— ROLE_MODEL - 3arpyska posieBoi MOJ€ENH; — J1aTa v BpeMs COOBITHS OE30MacHOCTH;
— ORGANIZATIONAL_STRUCTURE — 3arpy3ka OLIC; — uaenTrdUKAIMOHHAs HHPOPMAIIUS
— DEPARTM ENT_LEVE LS - 3arpys3ka U3MEHEHUMN ypOBHeI\/'I HUCTOYHUKA COOBITUS 6C3OH3.CHOCTI/I;
TNoApa3/IeIeHNH’; — pe3yabTaT COOBITHS 0€30MacHOCTH;
— DEPARTMENTS — 3arpy3ka n3MeHeHHii o pa3/IelIeHui; — CyOBEKT J0CTYIA
— POSITIONS — 3arpy3ka n3MeHeHUi TOJDKHOCTEH
cs2Label dUKCHPOBAHHOE 3HAYCHUE — -
objectUid
cs2 WNnentudukarop 3as1BKu NnentuduxaTop 3asBKH, 10 KOTOPOIH MPOU30ILIO COOBITHE
3arpy3Kd JTaHHBIX
outcome PesynbTat cobbITHS Bo3MoskHbIE 3HAUEHUS:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICITHO;
— failure — coObITHE 3aBEPIITHIIOCH HEYCIIEIITHO
CoObITHE BBITPY3KH DATA_EXPORT dtz PUKCHUPOBAHHOE 3HAYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObITHE QUKCUpPYETCS MPU MOIBITKE
uHpOpMAaIIN Europe/Moscow (UTC). BBITPY3KH HHPOPMAIINH.
JlorupoBaHue coObITHII 6€30MaCHOCTH TPOU3BOIUTCS B @OuKCHPYIOTCS CIIEAYIONIHE TTapaMeTPhI:
yacoBOM mosice MOCKBBI — J1aTa ¥ BpeMsi cOObITHsI 6€30MTaCHOCTH;
source @DUKCUPOBAHHOE 3HAYECHUE — — — uaeHTUUKaTOp CyOBEeKTa JOCTYyIIA,
XIDBOX OCYIIECTBIISIONIETO BBIBOJ MH(OpMAIK Ha
suid Wnentudukatop npodpung Y3 | Unentuduxarop npoduiis Y3 noiabp3oBaTesis, KOTOPbIA HOCHTEI: HH(OpMAIH
T10JIb30BaTENS BBITPY’KaeT JIaHHbIE
cs4Label dHUKCHPOBAHHOE 3HAYCHUE — -
typeData
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X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
cs4 HaunmenoBaHue crucka, Bo3MoxHEBIC 3HAUCHUS:
KOTOpPBIN BBIFPYKAECTCS — Users — crucok Y3 mojIb30BaTelIeii;
— profiles — criucok mpoduieii Y3 nonp3oBarernei;
— organizations — CiMcoK OpraHU3alHii;
— roles — ciiucoxk posei;
— Orders — cumMcoK 3asiBOK
outcome PesynbTat coObITHS Bo3moxHbIe 3HaYeHHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoObITHS, CBA3aHHbIE ¢ Y3 MoJb30BaTeIel
CoObITHe Havyana Co3JaHus USER_REGISTRATION_OR | dtz @UKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObITHE (UKCHpPYET MOMEHT Haydaia
3asiBKM Ha perucTpanuio Y3 DER_CREATE_START Europe/Moscow (UTC). CO3J/IaHUS 3asiBKM Ha pErucTpamuio Y3
M0JIb30BaTENs JlorupoBanue coObITUI OE30MACHOCTH ITPOU3BOIUTCS B MOJIb30BaTETII.
9acoBOM Mosice MOCKBBI OUKCUPYIOTCS CIEAYIOIINE TapaMeTphl:
source OuUKCHPOBAHHOE 3HAUCHUE — HcTounuk coObITHs 0€30MaCHOCTH — TUN cOOBITHSI 6€30MaCHOCTH;
XIDBOX — J1aTa u BpeMsi COOBITHS 0€3011aCHOCTH,
suid Wnentudukarop npodpwins Y3 | Unentuduxarop npoduiist Y3 moiap30BaTeNs, KOTOPBIA — HICHTHUKAIMOHHA HHOPMALIHs
TI0JIB30BaTENS MHHIMAPOBAT CO3/IaHNE 3asBKH HA PETHCTpaIuo Y3. MCTOUHMKA COOBITHS Ge3onacHocTH;
Ecnu unentudukarop oTcyTcTBYyeT (3as1BKa Ha co3/1aHue Y3 ~ pesynbTat cobrITHs GesonacHocTH;
TIOJIb30BaTENIs OblIA CO3/1aHA ABTOMATHYECKH) — KJII0Y «SUid» B | CyObexT noctyna
JIoTe MyCTOU
csllabel ®dukcupoBaHHOE 3HAYCHUE — -
objectUid
csl WNnentudukarop V3 WNnentuduxatop perucrpupyemoit ¥3 noiab3oBatens
MOJTE30BATEIS
outcome PesynbTat cobbITHS Bo3MoxHbIE 3HAaUEHUA:
— SUCCESS — COOBITHE 3aBEPIIUIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPITHIIOCH HEYCIIEIITHO
Coo6bitue coznanus 3asBku Ha |USER_REGISTRATION_OR | dtz DUKCUPOBAHHOE 3HAUYECHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHE (PUKCHPYET MOMEHT CO3/1aHUS
peructpanmio Y3 DER_CREATE_FINISH Europe/Moscow (UTC). 3asBKH Ha PErHCTPALUIo Y3 MOIb30BaTEIs
ITOJIb30BATENS JlorupoBanue coObITHI OE30MMaCHOCTH MTPOU3BOJIUTCS B (coObITHE JIOTUPYETCS B MOMEHT CO3JaHUs
4acOBOM T0siceé MOCKBEI 3asBKH Ha PETHCTPAINIO TI0TH30BATEIS).
source DUKCUPOBAHHOE 3HAYECHUE — Hcrounnk coObITHS 0€30TTaCHOCTH OUKCUPYIOTCS CIEYIONINE TapaMETPHI:
XIDBOX — THII COOBITHS O€30IMaCHOCTH,
suid Wnentudukatop npodpung Y3 | Unentuduxarop npoduiis Y3 noiabp30BaTesis, KOTOPBIA — J1aTa ¥ BpeMs COOBITHsI 6€30MaCHOCTH;
MOJIL30BaTEId MHULIMMPOBAJ CO3/IaHME 3asBKU Ha perucrpanuio ¥Y3. — UIEHTU(UKAMOHHAS HHPOPMALHS
Ecnu nnentudukarop oTcyTCTBYeT (3as1BKa Ha CO3/1aHue Y3 MCTOUHMKA COOBITHS Oe3onacHocTH;
TOMIB30BATENs GbIIA CO3/[aHA aBTOMATHYECKH) — Ko «suid» | — PE3YIbTaT CoGEITIA Ge30MacHOCTH,
Hore mycToi — cyOBeKT JocTyna
csllabel dUKCHPOBAHHOE 3HAYCHUE — -
objectUid
csl Wnentudukarop Y3 Wnentudukatop peructpupyeMoit Y3 monapzoBaress
MIOJIb30BATENS
cs2Label dHUKCHPOBAHHOE 3HAYCHUE — -
orderUid
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JlomoTHUTENBHBIC JAHHBIE O COOBITUSAX 0€30MacHOCTH X-IDBox
Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
cs2 Wnentudukatop 3asiBKU WnentudukaTop 3asiBKH, CO31aHHON JJIS1 pETUCTPALIIH
I10JIb30BATENS
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coGbITHE 3aBepHIIMIOCH HEYCIEIIHO
CoOpITHE peructpanuu Y3 USER_REGISTRATION dtz DuKCHpOBaHHOE 3HAYEHUE — YacoBotii 1osic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoOriTHe Qukcupyert coznanue Y3
MOJTH30BATEIS Europe/Moscow (UTC). MOJIH30BaTENs B cUCTEME (JIOTHPYETCS B
JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B MOMEHT I1€peX0/1a 3aABKU Ha PErUCTpaLUIo
4acoBOM Mosice MOCKBBI MOJIb30BaTeNs B (PUHAIBHOE COCTOSIHUE).
source DUKCUPOBAHHOE 3HAYECHUE — HcTounuk coObITHS 6€30MaCHOCTH QUKCUPYIOTCS CIIEAYIOIINE TapaMETPBI:
XIDBOX — THO COOBITUA 0E30IIACHOCTH,
suid Wnentudukatop npoduns Y3 Unentuduxatop npoduisa Y3 nonbp3oBarens, KOTOPbIH — JlaTa ¥ BpeMs COOBITHs O€30M1aCHOCTH;
OJIL30BATEI MHUIMUPOBAJ CO3/IaHKE 3a4BKU HA PErucTpaiuio Y 3. — uaeHTU(GUKaMOHHAs HHPOPMAIHS
Ecnu naentudukatop oTCyTCTBYET (3asBKa Ha co3/iaHue Y3 HCTOUHMKA COOBITHS Oe30nacHocTH;
T0JIB30BaTeNst OblIa CO3/[aHa aBTOMATHYECKH) — KITt04 «SUid» B | pesyETaT COOLITIA Ge30MacHOCTH,
Hore mycTof — cyOBeKT JocTyna
csllabel dUKCHPOBAHHOE 3HAYCHUE — —
objectUid
csl WNnentudukarop V3 Wnentudukatop co3nanHoit Y3 nmoiap3oBaTens.
0JIb30BaTENs [Tycroe 3HaueHue, eciii COOBITHE 3aBEPIIMIIOCH HEYCIEIIHO
cs2Label dUKCHPOBAHHOE 3HAYCHUE — -
orderUid
cs2 WNnentudukarop 3as1BKu WNnentuduxaTtop 3asBKH, 10 KOTOPOH MPOU30ILIO COOBITHE
pEruCTpaluy MOJIb30BATENS
outcome PesynbTat coObITHS Bo3MoxHbIE 3HAaUEHUSA:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPIITHIIOCH HEYCIIEIITHO
CoObITHE Havana co3gaHus USER_DATA_CHANGE_OR | dtz PUKCUPOBAHHOE 3HAYEHUE — YacoBoil nosic, B KOTOpOM ObLI0 3a(hUKCUPOBAHO COOBITHE CoObITHE PUKCHPYET MOMEHT Haudajia
3assBkW Ha m3MeHeHue nanaeix | DER_CREATE_START Europe/Moscow (UTC). CO3/IaHUS 3asIBKM HA M3MEHEHHE JTAHHBIX Y3
VY3 nonb3oBarens JlorupoBanue coObITHI OE30MIACHOCTH MTPOU3BOJIUTCS B 10JIb30BAaTEJIsl.
4acOBOM Mosice MOCKBBI PuKCHpYIOTCA CIEAYIOIIME TapaMeTphI:
source PuUKCHUPOBAHHOE 3HAYEHUE — HcTounuk coObITUsI 0€30MacHOCTH — THUII COOBITHS O€30IaCHOCTH;
XIDBOX — J1aTa U BpeMs COOBITHS 0€301TacCHOCTH,
suid Wnentudukatop npodpung Y3 | Unentuduxarop npoduiis moiab30BaTes, KOTOPbIA — HACHTHUKAIMOHHAT HHOPMALIHS
T10JIb30BATENsA MHUIUUPOBAI CO3/JaHHe 3asiBKU HAa U3MEHEHUE JTaHHBIX Y3 MCTOUHMKA COOBITHS Oe3onacHocTH;
e ——— — pe3ysbTaT COOBITHS 0€30MacHOCTH,
Ecnu nnentudukarop oTcyTCTBYyeT (3asiBKa HA U3MEHEHHUE ~ CyOpexT poctyna
JaHHBIX Y3 moJib30BaTessi ObLTa CO3/1aHa aBTOMAaTHUECKH ) —
KITFOY «suid» B Jore mycTon
csllLabel @OUKCUPOBAHHOE 3HAYECHUE — —
objectUid
csl Unentuduxarop Y3 Nnentuduxarop Y3 nonp3oBaTens, TaHHbIE KOTOPO# OyIyT
T10JIb30BaTENS M3MEHEHBI
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HOHOHHI/ITGIIBHBIG JaHHBIC O COOBITHSX 0€30MaCHOCTH

PykoBoACTBO aiMHUHUCTpATOPA
X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIEIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIICIITHO
CoOnbitue cozpanus 3asBku Ha |USER_DATA CHANGE_OR | dtz DuKCHPOBaHHOE 3HAYEHUE — YacoBotii 1osic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoOpiTHE PUKCUPYET MOMEHT CO3JIaHUS
HU3MEHCHHE JaHHBIX Y3 DER_CREATE_FINISH Europe/Moscow (UTC). 3asBKHM Ha M3MCHEHHUE JTaHHBIX Y3
0JIb30BaTENs JlorupoBanue coObITHI OE30MTACHOCTH MTPOU3BOJIUTCS B 0JIb30BAaTEJIsl.
4acoBOM Mosice MOCKBBI OUKCUPYIOTCS CIIEAYIOIINE TapaMeTphl:
source OuUKCUPOBAHHOE 3HAYEHUE — Hcrounuk coObITHS OE30IIaCHOCTH — THO COOBITUA OE30IIaCHOCTH,
XIDBOX — J1aTta U BpeMs COOBITHS 0€3011aCHOCTH,
suid Wnentudukatop npodwns Y3 | Unentuduxarop npoduiis Y3 moiabp30BaTeis, KOTOPBIA — HICHTHUKAHOHHAT HHOPMALHs
TM0JIb30BaTENs WHUIUUPOBAI CO3[]aHHE 3asIBKU HA U3MEHEHUE JIaHHBIX Y3 HCTOMHUKA COOBITHS OE30MaCHOCTH,
T — — pe3ysbTaT COOBITHS O€30MacHOCTH;
Ecnu naentudukaTop oTCyTCTBYET (3asiBKa HA U3MEHEHHE ~ CyOmexT xoctyna
JTaHHBIX Y3 moib30BaTes Obliia CO3/1aHa aBTOMAaTUYECKH) —
KJIFOY «SUid» B jiore mycToi
csllabel dUKCHPOBAHHOE 3HAYCHUE — —
objectUid
csl Wnentudukarop Y3 Unentuduxatop Y3 nonp3oBatens, JaHHbIE KOTOPOU OyIyT
M0JIb30BaTENs M3MEHEHBI
cs2Label DHUKCHPOBAHHOE 3HAYEHUE — -
orderUid
Ccs2 WNnentudukarop 3assBKu WnentudukaTop 3asBKH, CO3TAHHON JJIT U3MEHEHUS JaHHBIX
V3 nonb3oBarens
outcome PesynbTat coObITHS Bo3MoxHbIE 3HAaUEHUSA:
— SUCCESS — COOBITHE 3aBEPIIUIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPIITHIIOCH HEYCIIEIITHO
CoObiTue usmenenus nanusix |USER_DATA_CHANGE dtz DUKCUPOBAHHOE 3HAUYECHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHe pUKCHpPYET U3MEHEHUE JTaHHBIX
V3 nonws3oBarens Europe/Moscow (UTC). VY3 nonb3oBarens (JIOTUPYETCS B MOMEHT
JlorupoBanue coObITHI OE30MTACHOCTH MPOU3BOIUTCS B nepexo/ia 3assBKU Ha U3MEHEHUe JaHHBIX Y3
4acOBOM Mosice MOCKBBI 10JIb30BAaTENs B QUHAIBHOE COCTOSIHUE).
source OUKCUPOBAHHOE 3HAYECHUE — Ncrounnk coObITHS 0€30MTaCHOCTH DUKCUPYIOTCS CIEIYIONINE TapaMETPHI:
XIDBOX — TUN cOOBITUsI 6€30MaCHOCTH;
suid Wnentudukatop npodpung Y3 | Unentuduxarop npodmis Y3 noiab3oBartesns, KOTOPbI — J1aTa ¥ BpeMs COOBITHsI 6€30MaCHOCTH;
MOJIL30BaTEII MHULIMUPOBAJ CO3/IaHHE 3asBKU HA U3MEHEHHE IaHHbIX Y3 — UIEHTU(UKAMOHHAS HHPOPMALHS
1OJE30BATEIISL. HUCTOYHUKA COOBITHS 0€30MacCHOCTH,
Ecim uaentudukaTop oTCYyTCTBYET (3asiBKa HAa H3MEHEHHE ~ Pe3yILTaT coOLITHA GesonacHOCTH,
JAHHBIX Y3 MOJIp30BaTeNs ObLIA CO3/IaHa aBTOMATHYECKN ) — ~ CyOpexT poctyna
KJIFOY «SUid» B jtore mycToi
csllLabel OUKCUPOBAHHOE 3HAYECHUE — —
objectUid
csl Wnentudukatop Y3 Wnentudukarop Y3 monapzoBaress, JaHHbIE KOTOPOH OyayT
MOJIb30BaTENIs WU3MEHEHBI
cs2Label dHUKCHPOBAHHOE 3HAYCHUE — -

orderUid
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X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
cs2 Wnentudukatop 3asiBKU WnentudukaTop 3asiBKH, HA OCHOBAaHUH KOTOPOH MPOUCXOIHUT
W3MEHEHHUE JaHHBIX
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoOpITHE Hauaga CO3TaHUS PASSWORD_CHANGE_OR | dtz DuKCHpOBaHHOE 3HAYEHUE — YacoBotii 1osic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoOpITHE PUKCHPYET MOMEHT Havyaia
3asBkM Ha m3MeHenune/copoc  |DER_CREATE_START Europe/Moscow (UTC). CO3/71aHus 3asIBKH Ha U3MEHEHHe/cOpoc
1apoJIs JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B 1apoJIsl.
4acOBOM I10sice€ MOCKBBI QuKcUpyIOTCA CIEAYIOIIME TapaMeTphI:
source DuUKCUPOBAHHOE 3HAYCHUE — Hcrounuk coObITHS OE30IIaCHOCTH — THO COOBITUA 0E30IIaCHOCTH,
XIDBOX — J1aTa U BpeMs COOBITHS 0€3011aCHOCTH,
suid Wnentudukarop npoduns ¥Y3 | Unentudukarop npoduiis Y3 mosb3oBaressi, KOTOPbIi — HACHTH(HUKAMOHHAs HHpOpMALUs
M0JIb30BaTENs M3MEHSET/cOpachIBaeT MapoJb. HCTOUHMKA COOBITHS Oe30nacHocTH;
Ecnu uaentuduxatop oTCyTCTBYET (3as8BKa Ha ~ PesynbTaT cobrITs GesomacHoCTH,
W3MEHEHHE/COpOC mapoJis ObLIa CO37]aHa ABTOMATHICCKH) — ~ CyomexT xoctyna
KJIFOY «SUid» B jiore mycToi
csllabel dUKCHPOBAHHOE 3HAYCHUE — —
objectUid
csl WNnentudukarop V3 Unentudukatop Y3 nonp3oBarens, y KOTOPOn
0JIb30BaTENs MeHsieTcs1/copacheIBaeTcs Mapoib
act [elicTBue Hax maposiem Bo3MokHbIE 3HAaUEHUS:
— CHANGE — n3menenue napous;
— RESET — c6poc naposist
outcome Pesynbrar coObITUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPIITHIIOCH HEYCIIEIITHO
CoObiTue cozaanus 3asBku Ha |PASSWORD_CHANGE_OR | dtz DUKCUPOBAHHOE 3HAYECHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHE (PUKCHPYET MOMEHT CO3/1aHUS
M3MEHEeHue/cOpoc mapons DER_CREATE_FINISH Europe/Moscow (UTC). 3asiBKM Ha M3MEHEHHe/cOpoc mapois.
JlorupoBaHue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B @uUKCHPYIOTCS CIIEAYIONINE TTapaMeTpPhI:
4acoBOM Mosice MOCKBBI — THUII COOBITUS O€30MacCHOCTH,
source OUKCUPOBAHHOE 3HAYECHUE — Ncrounnk coObITHS 0€301TaCHOCTH — J1aTa v BpeMs COOBITHS OE30MacHOCTH;
XIDBOX — UAeHTU(PUKAIMOHHAS WH(POpMAITUs
cs1Label DUKCHPOBAHHOE 3HAYEHHE — _ HCTOYHUKA COOBITHS 0€30MacHOCTH;
objectUid — pe3yabTaT COOBITHSI OE30MTaCHOCTH;
csl Wnentudukarop V3 Unentuduxatop Y3 nonp3oBarens, y KOTOpOn ~ cybrext poctyna
0JIb30BATENSA MeHsieTcsi/copachIBaeTcs Mapoib
cs2Label dUKCHPOBAHHOE 3HAYCHUE — -
orderUid
Ccs2 Wnentudukatop 3asBKu Wnentudukatop 3asBKH, HA OCHOBAHUH KOTOPOH MPOUCXOAUT
M3MEHEeHHe/cOpoc mapois
act [elicTBue Hax maposiem Bo3MoxHbIE 3HAaUEHUA:

— CHANGE — n3menenue napous;
— RESET — c6poc napoisi
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PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIEIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIICIITHO
CoOwiTne m3menenus/copoca |[PASSWORD_CHANGE dtz DuKCHPOBaHHOE 3HAYEHUE — YacoBotii 1osic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoOriTHE PuKCHpYyET H3MEeHEeHHne/cOpoc
apoJis Europe/Moscow (UTC). mapoJist (JIOripyeTcsi B MOMEHT Iiepexoia
JlorupoBanue coObITHI OE30MTACHOCTH MTPOU3BOJIUTCS B 3asiBKM Ha U3MEHEeHHe/cOpoc maposis B
4acoBOM Mosice MOCKBBI (buHaNbHOE COCTOSIHUE).
source OUKCUPOBAHHOE 3HAYECHUE — HcTounuk coObITHs 6€30MaCHOCTH QUKCUPYIOTCS CIIEAYIOLINE TapaMETPBI:
XIDBOX — THO COOBITUA OE30IIaCHOCTH,
suid Wnentudukarop npoduns ¥Y3 | Unentudukarop npoduiis Y3 mosib30Baressi, KOTOPHIit — JlaTa ¥ BpeMs COOBITHs O€301aCHOCTH;
[10JIb30BaTENsA HU3MEHSET/COpachIBaeT MapoJib. — HACHTH(HUKAMOHHAs HHpOPMALUs
Ecnu naentuduxatop oTCyTCTBYET (3as8BKa Ha HCTOMHUKA COOBITHS OE30MaCHOCTH,
HM3MEHEHHUe/cOpoc mapoJis Obli1a Co3/jaHa aBTOMATHICCKHU ) — ~ pesynbTat cobrITis GesonacHocTH;
KJIFOY «SUid» B jtore mycTtoi ~ CyOwexT xoctyna
csllabel dUKCHPOBAHHOE 3HAYCHUE — —
objectUid
csl WNnentudukarop V3 Wnentudukarop Y3 momap3oBaress, y KOTOPOU
T0JIb30BaTENs MeHsieTcs1/cOpachIBaeTcs Mapoib
cs2Label DHUKCHPOBAHHOE 3HAYEHUE — -
orderUid
cs2 WNnentudukarop 3as1BKu WNnentudukaTop 3asBKH, HA OCHOBAaHUU KOTOPOH MPOUCXOAUT
U3MEHEeHue/cOpoc mapoJs
act [elicTBue Hax maposiem Bo3MoxHbIE 3HAaUEHUS:
— CHANGE — n3menenwue napois;
— RESET — c6poc naposis
outcome PesynbTat coObITHS Bo3MoxHbIE 3HAaUEHUSA:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPITHIIOCH HEYCIIEIITHO
CoOpITHE Hauaga Co3AaHus USER_BLOCKING_ORDER | dtz DuKCHUPOBAHHOE 3HAYEHUE — YacoBotii 1osic, B KOTOpOM ObLIO 3a()UKCUPOBAHO COOBITHE CobpiTHE PUKCHPYET MOMEHT Havyaia
3asiBKU Ha _CREATE_START Europe/Moscow (UTC). CO3J/IaHUS 3asIBKU Ha
0JI0KMpOoBaHKE/pa30IOKUpOBa JlorupoBanue coObITHI OE30MTACHOCTH MPOU3BOIUTCS B OJIOKMpPOBaHUE/BPEMEHHOE
Hue Y3 mosb30BaTelis 4acOBOM M0sice MOCKBBI OsoKkupoBaHue/pa3zdiokupoBanue Y3
source OuUKCHPOBaHHOE 3HAUCHUE — HcTounuk coObITHs 6€30MaCHOCTH MOJIb30BaTETIsI.
XIDBOX DUKCUPYIOTCS CIENYIOIINE TapaMEeTpBbI:
suid Nnentudukarop npodwns Y3 | Unentudukarop npoduiis V3 mosib30BaTesi, KOTOPBI MEHSET | — TUI COOBITHUS 0€30I1aCHOCTH;
MI0JIb30BATENS CcOCTOsIHHE Y 3 MOJIb30BATEIA. — JlaTa U BpeMs cOOBITUS O€30MacHOCTH;
Ecnu naentuduxatop oTCyTCTBYeT (3as8BKa Ha — HICHTHUKAIMOHHAs HHOPMALIHs
6IoKnpoBaHKe/pa30IoKupoBane Y3 Mmombp30BaTeNns Obia MCTOYHHKA COOBITHS Oe30macHoCTH;
CO3/1aHa aBTOMAaTHYECKH) — KJIF0Y «SUid» B Jiore mycToit ~ pesybTar cobrImis GesonacHocTw;
csllLabel @DUKCUPOBAHHOE 3HAYECHUE — — ~ cybrext poctyna
objectUid
csl Unentuduxarop Y3 Nnentudukarop 61okupyemoit/pazonokupyemont Y3

TI0JIB30BaTECIIA

IIOJIB30BaTCIIA
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X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
act HetictBue ¢ Y3 nmonb3oBaTes Bo3moxHbI€ 3HAUCHUS:
— PERMANENT_BLOCKED - nocrosiHHO€ 6710KHpOBaHHE;
— TEMPORARILY_BLOCKED - BpemeHHO€ 0JIOKHPOBaHHE;
— ACTIVE — pa36iokupoBaHue
outcome PesynbTat coObITHS Bo3moxHbIe 3HaYeHHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
Coonbitue cozpanus 3assBku Ha |USER_BLOCKING_ORDER | dtz DuKCHUpPOBaHHOE 3HAYEHUE — YacoBotii 1osic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoOpiTHE PUKCUPYET MOMEHT CO3JIaHUS
onoxupoBanue/pazoiokuposa | CREATE_FINISH Europe/Moscow (UTC). 3asBKH Ha OJOKMPOBaHUE/BPEMEHHOE
Hue Y3 mob30BaTeNs JlorupoBanue coOBITHI OE30MTACHOCTH MTPOU3BOIUTCS B OmokupoBaHue/pa3zoIokupoBanue Y3
9acoOBOM T0sic€ MOCKBBI MIOJIb30BATEII.
source OuUKCHPOBAHHOE 3HAUCHUE — HcTounuk coObITHs 0€30MaCHOCTH @OuUKCHPYIOTCS CIIEAYIONINE TTapaMeTPhI:
XIDBOX — THII COOBLITHS O€30MMacCHOCTH,
suid Wnentudukatop npoduns Y3 Unentuduxatop npoduns Y3 nonbp3oBarens, KOTOPbIA MeHseT | — AaTa U BpeMs CoObITHS 0€30MaCHOCTH,;
[10JIb30BaTENsA COCTOSIHUE Y 3 MOJIb30BATENS. — nieHTHGUKAMOHHAs HHOPMALHsL
Ecim unentudukatop oTCyTCTBYET (3asBKa HA HCTOMHUKA COOBITHS OE30MaCHOCTH,
OsoKupoBaHue/pa30IOKUpoBaHue Y3 MOJIb30BaTeNs ObLIa ~ PesynbTaT cobrITs GesomacHoCTH,
CO3/1aHa aBTOMAaTHYECKH) — KJIF0Y «SUid» B JI0ore mycToit ~ Cy0pexT poctyna
csllabel DHUKCHPOBAHHOE 3HAYEHUE — -
objectUid
csl WNnentudukarop Y3 Wnentudukatop 6mokupyemoii/pazonokupyemoit V3
MOJIb30BaTENs MOJIb30BATENs
cs2Label dUKCHPOBAHHOE 3HAYCHUE — -
orderUid
Ccs2 Wnentudukatop 3asBKu Wnentudukatop 3asBKH, HA OCHOBAaHUHU KOTOPOH OXKHUIAAETCs
O6moxupoBaHue/pa3zdoIoKupoBanre Y3 Moib30BaTess
act HetictBue ¢ Y3 nmonb3oBaTens Bo3moxHbIe 3HaUEHUS:
— PERMANENT_BLOCKED — noctosiHHOE 0JI0KHpOBaHHUE,
— TEMPORARILY_BLOCKED — BpemeHHO€ 010KHpOBaHHUE;
— ACTIVE — pa30nokupoBanue
outcome Pesynbrar coObITUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIIEIIHO;
— failure — coObITHE 3aBEpUIMIIOCH HEYCHIEIITHO
CoObiTHe USER_BLOCKING dtz DUKCUPOBAHHOE 3HAUYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHe Qukcupyer
OIOKMpPOBaHUS/pa30I0KUPOBA Europe/Moscow (UTC). OmokupoBaHue/pa3zoIokupoBanue Y3
HUs Y3 MOJIb30BaTeNs JlorupoBanue coOBITHI OE30MMACHOCTH MIPOU3BOIUTCS B MOJIb30BaTeNs (JIOTUPYETCS] B MOMEHT
4acOBOM T0siceé MOCKBEI nepexo1a 3asBKH Ha
source DUKCUPOBAHHOE 3HAYECHUE — Hcrounnk coObITHS 0€30TTaCHOCTH OJIOKMpPOBaHUE/BPEMEHHOE
XIDBOX OyokupoBaHue/pa3dIoKupoBanue Y3
suid Unentuduxarop npodunst Y3 | Uaentudukarop npopuis Y3 nosb30BaTelist, KOTOPbIH MeHsSET | TOJIb30BaTENs B (GMHATLHOE COCTOSHUE).

IIOJIB30BaTCIIA

cocTosiHUE Y 3 MOJIb30BaATENS .

Ecnu unentudukarop oTcyTcTBYET (3asBKa Ha
OmokupoBaHue/pa3z0IoKupoBanue Y3 moyb3oBarens Obuia
CO3/1aHa aBTOMAaTHYECKH) — KJIF0Y «SUid» B Jtore mycToi

DUKCUPYIOTCS CIICTYIOIINE TTapaMeTpPhI:
— THH COOBITUA OE30IIaCHOCTH

— J1aTa u BpeMs COOBITHS 0€3011acCHOCTH,
— uAeHTH(PUKAIMOHHAsS HHPOpMaIUs
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X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
csllabel DUKCHPOBAHHOE 3HAUYCHUE — — HUCTOYHUKA COOBITHS 0€30TaCHOCTH,
objectUid — pe3yJIbTaT COOBITHS OE30MaCHOCTH;
csl Wnentudukarop Y3 Nnentudukarop 6mokupyemoii/pazonokupyemoit V3 — cyOBeKT JocTyma
10JIb30BaTEN I10JIb30BaTENsA
cs2Label DHUKCHPOBAHHOE 3HAYECHUE — -
orderUid
cs2 Wnentudukatop 3asiBKU WnentudukaTop 3asBKH, HA OCHOBAaHHH KOTOPOM MPOUCXOAUT
OnmokupoBaHue/pa3z0IoKupoBanre Y3 MoJIb30BaTeNs
act HetictBue ¢ Y3 nmonb3oBaTes Bo3moxHbI€ 3HAUCHUS:
— PERMANENT_BLOCKED — noctosiHHOE 0JI0KHpOBaHHE;
— TEMPORARILY_BLOCKED — BpemeHHO€ OJIOKHPOBAHWCE;
— ACTIVE — pa3biokupoBanue
outcome PesynbTat cobbITHS Bo3MoxxHbIE 3HaUEHUSA:
— SUCCESS — COOBITHE 3aBEPILNIIOCH YCIELIHO;
— failure — cobbITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoObITHE Hayana co3aaHusl USER_CERTIFICATES_OR | dtz @DUKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObITHe (UKCHpPYET MOMEHT Hadaia
3assBku Ha m3MeHeHue ciucka |DER_CREATE_START Europe/Moscow (UTC). CO3/IaHUS 3asiBKU Ha JI00aBlieHUE/yTaICHHE
CepTU(UKATOB MOJIb30BATEIIS JlorupoBanue coObITUH 6€30aCHOCTH IPOU3BOJIUTCS B cepTH(UKaTa NOJIb30BATEIS.
4acoBOM Hosice MOCKBBI DuKCUPYIOTCS ClIEAYIOIINE TapaMeTphl:
source @DUKCUPOBAHHOE 3HAYEHUE — HcTouHuk coObITUs 0€30MacCHOCTH — TUN cOOBITHSI 6€30MaCHOCTH;
XIDBOX — JlaTa u BpeMs COObITHS 0€3011aCHOCTH,
suid WNnentudukarop npodpuns ¥Y3 | Unentudukarop npoduins V3 nonb3oBaresnsi, KOTOPHIH — MICHTHUKAIMOHHAT HHOPMALHS
MOJTE30BATEIS WHUIIMAPOBAI U3MEHEHHE CEPTH(PHUKATOB Y 3 MOIBb30BaTEIs HCTOMHUKA COOBITHS O€30MaCHOCTH,
csllLabel OUKCHPOBAHHOE 3HAYCHUE — - ~ PE3YJILTAT COOBITHS Oe30nacHoCTH;
objectUid — cyOBeKT JocTyna
csl Wnentudukarop Y3 Wnentudukarop Y3 nonab3zoBares, cepTUPUKATH KOTOPOM
MOJIb30BATENS OyayT U3MEHEHbI
act HeiictBue Hajg cepTudukaraMu | Bo3MokHbIe 3HAUEHUS:
— ADD — no0aBieHune cepTu(pHKaToB;
— REPLACE — u3menenue cepTu(ukaros;
— DELETE — ynanenue ceprudukaros
outcome PesynbraT coObITHs Bo3MoskHbIE 3HAUEHUS:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICITHO;
— failure — coObITHE 3aBEPITHIIOCH HEYCIIEIITHO
CoGniTre coznanus 3asBku Ha |USER_CERTIFICATES_OR | dtz DUKCUPOBAHHOE 3HAUYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHe (PUKCHPYET MOMEHT CO3/1aHUS
W3MEHEHHUE CIHCKa DER_CREATE_FINISH Europe/Moscow (UTOC). 3asBKU Ha JI0OaBIICHUE/y TaJICHHE
CepTHU(HKATOB TIOJIH30BATEIIS JlorupoBaHue coObITHII 6€30MaCHOCTH IPOU3BOIUTCS B cepTH(HKATa OTH30BATEIIS.
4acoBOM nosice MOCKBBI PuKcHpyIOTCA CIEAYIOIINE TapaMeTphI:
source @OUKCUPOBAHHOE 3HAYECHUE — HcTounuk coObITUsI 0€30MacHOCTH — TUN cOOBITUsI 6€30MaCHOCTH;
XIDBOX — J1aTa U BpeMs COOBITHS 0€301TacCHOCTH,
suid Wnentudukatop npodpung Y3 | Unentuduxarop npoduiis Y3 monb3oBaTelis, KOTOPBIA — HIACHTHUKAIMOHHAT HHOPMALIHS
MIOJIb30BATENS MHUIMMPOBAJ U3MEHEHHE CEPTH(PHUKATOB Y 3 MOIb30BaTENs HCTOMHUKA COOBITHS O€30MaCHOCTH,
csllabel dHUKCHPOBAHHOE 3HAYCHUE — - ~ Pe3yJIbTaT CoObITHA Ge30nacHoCTH;

objectUid

— cyOBeKT JocTyna

)¢ DBOX
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PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
csl Wnentudukarop Y3 Wnentudukarop Y3 nonb3oBares, CepTUPUKATH KOTOPOH
I10JIb30BATENSA OyayT U3MEHEHBI
cs2Label dUKCHPOBAHHOE 3HAYCHHUE — -
orderUid
Ccs2 Wnentudukarop 3asBKu Wnentudukatop 3asBKH, HA OCHOBAaHUH KOTOPOH OKUIaeTcs
M3MEHEHHE cepTU(UKaTOB
act HeiictBue Haz ceptudukatamu | Bo3MokHbIE 3HAUCHUS:
— ADD — no6aBnenue cepTuuKaTos;
— REPLACE — u3menenue cepTugukaros;
— DELETE — ynanenue ceptudgukaron
outcome PesynbTat coObITHS Bo3MoxxHbIE 3HaUEHUA:
— SUCCESS — COOBITHE 3aBEPIINIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
Coo6bitue m3menenus cnucka |USER_CERTIFICATES dtz PuKCHUPOBAHHOE 3HAYEHUE — YacoBoii mosic, B KOTOpOM ObLITO 3a(hpUKCUPOBAHO COOBITHE CobbiTHE QuKCHUpyeT
CepTHU(HUKATOB T0JIH30BATEIIS Europe/Moscow (UTC). nobasiieHue/yaaneHue ceprudukara
JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B 10JIb30BATENs (JJOTUPYETCS] B MOMEHT
9acOBOM T0sic€ MOCKBBI nepexo/1a 3asBKH Ha M3MEHEHHUE CITUCKA
source OuUKCHPOBAHHOE 3HAUCHUE — HcTounuk coObITHs 0€30MaCHOCTH cepTuduKaToB Y3 MOIb30BaTENs B
XIDBOX (buHaANTBHOE COCTOSIHUE).
suid Wnentudukatop npoduns Y3 Unentuduxatop npoduis Y3 nonb3oBarens, KOTOPbIi DuKCHPYIOTCS CIIEAYIOLINE MAapaMeTPhI:
0JIb30BaTENs WHUIUUPOBAT U3MeHeHHe cepTudukaToB Y3 monbp3oBatens — TUN cOOBITHSI 6€30MaCHOCTH;
csllabel DUKCHPOBAHHOE 3HAYEHUE — - — J1ata v BpeMs COObITHS OE301aCHOCTH;
objectUid — WJAEHTU(PUKAMOHHAs HH(OpMaLus
csl WNnentudukarop V3 WNnentuduxatop Y3 nonpzoBarens, cepTUPHUKATHI KOTOPOH HCTOTHHKA COOBITHA Ge30nacHoCTH, _
HONB3OBATEILS Gy/IyT H3MEHEHBI — pe3yabTaT COOBITHSI O€30MTaCHOCTH;
— cyOBeKT JocTyra
cs2Label ®dukcupoBaHHOE 3HAYCHUE — -
orderUid
cs2 WNnentudukarop 3as1BKu WNnentudukatop 3asBKH, HA OCHOBAaHUU KOTOPOW MPOUCXOIUT
U3MEHEHHE cepTu(UKATOB
act HeiictBue Haj cepTudukaraMu | Bo3MokHbIe 3HAUEHUS:
— ADD — noGaBnenue cepTu(UKaTOB;
— REPLACE — u3meHenue cepTu(hukaros;
— DELETE — ynanenue ceptudgukaron
outcome PesynbTat cobbITHS Bo3moxHbIe 3HAYCHHS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCTIEIIHO;
— failure — coObITHE 3aBEepUIMIOCH HEYCHIEIITHO
CoOrITHE Hauama Co3AaHus USER_SYNCHRONIZATION | dtz DuKCHPOBAHHOE 3HAYEHUE — YacoBotii mosic, B KOTOpOM ObIIO 3a(hUKCUPOBAHO COOBITHE CobpiTHE PUKCHPYET MOMEHT Havyaia
3asiBKM HA CHHXPOHHU3AIIHIO _ORDER_CREATE_START Europe/Moscow (UTOC). CO3J/TaHUS 3asIBKM HAa CHHXPOHHU3AIHIO
V3 nonp3oBareneii ¢ JlorupoBanue coObITHH 6€30MaCHOCTH IPOU3BOJIUTCS B JAHHBIX Y3 MOJIb30BaTENEeH.
KaTajorom 9acoOBOM Mosiceé MOCKBBI DuKcHpYIOTCS CIEAYIOIINE TapaMeTphl:
source @OuKCHPOBaHHOE 3HAUCHUE — HcTounuk coObITUsI 0€30MacHOCTH — TUN COOBITHSI 0€30MaCHOCTH;
orderUid — J1aTa u BpeMs COOBITHS 0€3011aCHOCTH,
outcome PesynbTat cobbITHS Bo3moskHbIe 3HaUCHUS — HICHTH(HUKAMOHHAs HHpOPMALUs
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIICIIIHO; HCTO'HHKa COObITHA GesonacHocTH;
— failure — coObITHE 3aBEPUIMIOCH HEYCHICIITHO — pesynbTar cobRITIA GesonacHoCTH
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PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
CoOniTre coznanus 3asBku Ha |USER_SYNCHRONIZATION | dtz @UKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObITHe (PUKCHPYET MOMEHT CO3/1aHUS
CUHXPOHM3AIHI0 Y3 _ORDER_CREATE_FINISH Europe/Moscow (UTC). 3asiBKM HA CHHXPOHHU3AIMIO JaHHBIX Y3
IIOJIB30BATENIEH C KaTaloromM JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B II0JIb30BaTENIEH.

4acoBOM Mosice MOCKBBI OUKCUPYIOTCS CIEAYIOIINE TapaMeTphl:
source OuKCHpPOBaHHOE 3HAUCHUE — HcTounuk coObITHs 0€301aCHOCTH — THUII COOBITHS 0€30TIaCHOCTH,
orderUid — JlaTa ¥ BpeMsi COOBITHsI O€30MTaCHOCTH;
cs2Label dukcupoBaHHOE 3HAYCHUE — - — HACHTH(UKAIHOHHAS HHPOPMALHS
orderUid MCTOYHUKA COOBITHS 0€30MacHOCTH;
cs2 Wnentudukatop 3asiBKU W nentudukaTop 3asBKH, 0 KOTOPOIH 0KHUIAETCS COOBITHE ~ Pe3YJILTAT COOBITHS Oe3onacHocTn
CUXpOHM3aLK Y3 nojab30BaTenei
outcome PesynbTat cobbITHS Bo3MoxHbIE 3HaUEHUSA:
— SUCCESS — COOBITHE 3aBEPIIUIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPIIHNIIOCH HEYCIIEIITHO
Cunxponuszanus Y3 USER_SYNCHRONIZATION | dtz DUKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOPOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObITHe (PUKCHPYET CHHXPOHHU3ALIUIO
M0JIb30BaTENICH C KaTaJIOroM Europe/Moscow (UTC). JIAHHBIX Y3 101b30BaTeNeH (JOrupyercs B
JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B MOMEHT IIepexo/ia 3asiBKM Ha
4acoOBOM M0sce MOCKBBI CUHXpOHU3aIMI0 Y3 nojap30Barene u3
source OuUKCHPOBAHHOE 3HAUCHUE — HcTounuk coObITHs 0€30MaCHOCTH Karajora B (pMHAJIbHOE COCTOSIHHE).
XIDBOX PukcUpyroTCs CAEAYIONINE apaMeTphI:
cs2Label DuKCHPOBaHHOE 3HAYEHUE — — — THI COOBITHA OE30IIaCHOCTH,
orderUid — JlaTa 4 BpeMs cOObITUS O€30MacHOCTH;
cs2 WNnentudukarop 3as1BKu WNnentudukatop 3asBKH, 10 KOTOPOH IPOU30ILIO COOBITHE — MICHTH(UKAMOHHAT HHOPMALHS
cuxporm3anyy V3 nons3osaTenei HMCTOYHHKA COOBITHSI O€30MTaCHOCTH,
outcome PesynbTat coObITHS Bo3MoxHbIE 3HAaUEHUA: ~ PE3YJILTAT COOBITH O€30MaCHOCTH
— SUCCEeSS — COOBITHE 3aBEPIITUIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPIITHIIOCH HEYCIIEIITHO
CoObITHE Havana co3gaHus USER_LOGIC_DELETE_OR | dtz PuUKCHUPOBaHHOE 3HAYEHUE — YacoBoii mosic, B KOTOPOM ObLITO 3a(hUKCHUPOBAHO COOBITHE CoObITHE PUKCHPYET MOMEHT Hauaja
3asiBKM Ha JIOTHYECKOE DER_CREATE_START Europe/Moscow (UTC). CO3JIaHUS 3asIBKU Ha JIOTHYECKOE yIaJICHHE
yaanenue Y3 JlorupoBanue coObITHI OE30MIACHOCTH MTPOU3BOJIUTCS B VY3 nonb3oBarens.
noJsib3oBaress/mpopuins Y3 4acoBOM Mosice MOCKBBI OUKCUPYIOTCS CIIEAYIOIINE TapaMeTphl:
MIOJTb30BATENS source @OuUKCHPOBAHHOE 3HAUCHUE — HcTouHuk coObITUsI 0€30MacCHOCTH — TUN cOOBITHS 6€30MaCHOCTH;
XIDBOX — J1aTa U BpeMs COOBITHS 0€301TacCHOCTH,
suid Wnentudukatop npodpung Y3 | Unentuduxarop npoduiis Y3 monb3oBaTelis, KOTOPBIA — HIACHTHUKAIMOHHAT HHOPMALIHS
MOJIb30BATENS MHUIMKPOBAI ynanenue Y3 nosb3oBaTens/nmpodpuis Y3 HCTOMHUKA COOBITHS O€30MacHOCTH,
ONB30BATEIS — pe3yibTaT COOBITHS 0€30MacHOCTH,
csllLabel duKcUpoBaHHOE 3HAYCHUE — - ~ CybrexT aoctyna
objectUid
csl Wnentudukatop Y3 Wnentudukarop ynainsemoit Y3 moapzoBaress
MIOJIb30BATENS
outcome PesynbraT coObITHs Bo3MoskHbIE 3HAUEHUS:
— SUCCESS — cOOBITHE 3aBEPIINIOCH YCIELTHO;
— failure — coObITHE 3aBEpUIMIOCH HEYCHCIITHO
V4
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PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
CoGniTre coznanus 3asBku Ha |[USER_LOGIC_DELETE_OR | dtz @UKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObITHe (PUKCHPYET MOMEHT CO3/1aHUS
JIOTHYECKOe ynaneHue Y3 DER_CREATE_FINISH Europe/Moscow (UTC). 3asBKH Ha JIOTHYECKOE yaaieHue Y3
noJp3oBaress/mpoduis Y3 JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B MOJIb30BATEII.

MI0JIb30BATENs 4acoBOM Mosice MOCKBBI OUKCUPYIOTCS CIEAYIOIINE TapaMeTphl:
source OuKCHpPOBaHHOE 3HAUCHUE — HcTounuk coObITHs 0€301aCHOCTH — THUII COOBITHS 0€30TIaCHOCTH,
XIDBOX — JlaTa v BpeMsi COOBITHS OE30MacHOCTH;
suid Wnentudukatop npodpung Y3 | Unentuduxarop npodmis Y3 noiap30BaTes, KOTOPbIA — HACHTH(UKAIHOHHAS HHPOPMALHS
T0JIB30BaTENs MHUIIUPOBAT yaaneHue Y3 noms3oBarens/mpodus Y3 HCTOUHMKA COObITHS Oe30nacHocTy;
OJB30BATEIS — pe3yJsbTaT coOBITHS OE30MacCHOCTH;
csllLabel dukcupoBaHHOE 3HAYCHUE — - ~ cybrexT aoctyna
objectUid
csl WNnentudukarop Y3 Wnentudukatop ynansemon Y3 moab30BaTes
TM0JIb30BaTENs
cs2Label dUKCHPOBAHHOE 3HAYCHUE — —
orderUid
cs2 WNnentudukarop 3as1BKu W nentudukaTop 3asiBKH, IO KOTOPOH 0XKHUIAETCS COOBITHE
yaanenus Y3 nonbs3oBarens/mpoduis Y3 noiap3oBaTens
outcome PesynbTat coObITHS Bo3MoxxHbIE 3HaUEHUA:
— SUCCESS — COOBITHE 3aBEPIIUIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoObITHE TOTUYECKOTO USER_LOGIC_DELETE dtz @OUKCUPOBAHHOE 3HAUYECHUE — YacoBoii nosic, B KOTOpOM ObLI0 3a(hUKCUPOBAHO COOBITHE CoObITHE QPUKCUPYET JIOTUYECKOE yIaJIeHHE
ynaneHus Y3 Europe/Moscow (UTC). V3 nonbk3oBareis (JJIOTUPYeTCs B MOMEHT
nosib3oBaress/mpoduis Y3 JlorupoBanue coObITHI OE30MTACHOCTH MPOU3BOIUTCS B nepexo/ia 3assBKU Ha JIOTUYECKOe yIalieHne
MOJIb30BATENS 4acoBOM Nosice MOCKBBI V3 nonb3oBarens B GUHAIBHOE COCTOSIHUE).
source OuUKCHPOBAHHOE 3HAUCHUE — HcTouHuk coObITUsI 0€30MacCHOCTH duKCcHpYIOTCS ClEAYIOIINE TapaMeTphl:
XIDBOX — THII COOBLITHS O€30MMacHOCTH,
suid Unentuduxarop npodunst Y3 | Unentudukarop npoduis Y3 nons3oBaTens, KOTOPHIA — JlaTa ¥ BpeMs COOBITHs O€30MaCHOCTH;
MOJIb30BaTENS WHULIMUPOBAJ yaaieHue Y3 nojibs3oBarens/mpodums Y3 — WICHTH(HUKAIMOHHAs HHpOPMAIUs
TONB30BATEIIS HCTOYHUKA COOBITHS 0€30MacHOCTH,
csllLabel @OuUKCHPOBAHHOE 3HAYCHUE — - ~ PC3YJILTAT COOBITHS Oe30nacHoCTH;
objectUid — CyOBEeKT JocTyIma
csl Wnentudukatop Y3 Wnentudukatop ynaieHHoi Y3 noab3oBaTes
MOJIb30BATENS
cs2Label dUKCHPOBAHHOE 3HAYCHUE — -
orderUid
cs2 Wnentudukarop 3as1BKu Wnentudukatop 3asBKH, 10 KOTOPOH MPOU3O0ILIO COOBITHE
ynanenus Y3 nosib3oBaresis/mpoduist Y3 noiab30BaTes
outcome PesynbTat coObITHS Bo3MoskHbIE 3HAUEHUS:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICITHO;
— failure — coObITHE 3aBEPITHIIOCH HEYCIIEIITHO
CoObITHS, CBSI3aHHBIE ¢ IPOPUIsIMH Y3 mojib3oBaTeel
CoOpITHE Hauaga Co3AaHus PROFILE_REGISTRATION_ | dtz duKCHUpOBaHHOE 3HAYECHUE — YacoBotii 1osic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CobpiTHE PUKCHPYET MOMEHT Havaia

3asBKH Ha PErHCTPAIIUIO
npoduns V3 mons3oBaTes

ORDER_CREATE_START

Europe/Moscow

(UTC).
JlorupoBanue coObITUI 6€30MaCHOCTH IPOU3BOIUTCS B
4acOBOM I10sic€ MOCKBBI

CO3J/IaHHUS 3asIBKU HA PETHCTPAIUIO TIPOGHUIIS
V3 noip30BaTess B CHCTEME.
DUKCUPYIOTCS CIEAYIOIINE TapaMEeTPhI:

)¢ DBOX
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PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
source DUKCHPOBAHHOE 3HAYCHUE — - — TUN COOBITHsI 0€30MaCHOCTH;
XIDBOX — J1aTta U BpeMs COOBITHS 0€3011aCHOCTH,
suid Wnentudukatop npodpmns Y3 | Unentuduxarop npoduiist Y3 monbp30BaTels, KOTOPBIA — HACHTH(HUKAMOHHAs HHPOPMALUs
HOJIb30BaTeIs MHULUUPOBAI co3aHue npoduis Y3 moas3oBaress. HMCTOYHUKA COOBITHS GE30TIACHOCTH,
Ecmu unentudukarop oTcyTcTBYeT (3asBKa HA CO3/JaHHE ~ PesyaIbTaT CodbITH: GesomacHoCTH,;
npodwis Y3 noibp3oBarTeis ObuIa co3/laHa aBTOMAaTHYECKN ) — ~ CyOBeKT nocTyna
KJIFOY «SUid» B jtore mycToi
csllabel dUKCHPOBAHHOE 3HAYCHUE — -
objectUid
csl Wnentudukarop npodpwis Y3 | Unentuduxarop perucrpupyeMoro npopuis Y3 moab30BaTess
MOJIb30BATEIIS
outcome PesynbTat coObITHS Bo3MoxxHbIE 3HaUEHUA:
— SUCCESS — COOBITHE 3aBEPIINIIOCH YCIICUTHO;
— failure — cobObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoOniTre coznanus 3asBku Ha |PROFILE_REGISTRATION_ | dtz @DUKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObiTHe PUKCHPYET MOMEHT CO3/IaHUS
perucrpanuro npodwis Y3 ORDER_CREATE_FINISH Europe/Moscow (UTC). 3asiBKM Ha PErucTparuio mpopuist Y3
MIOJIb30BATEIS JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B MOJIb30BATENIS B CUCTEME.
4acoOBOM T10sice MOCKBBI DuUKCHPYIOTCS CIIEAYIONINE TTapaMeTpPhl:
source ®UKCHPOBAHHOE 3HAYCHUE — - — TUN cOOBITHSI 6€30MaCHOCTH;
XIDBOX — JlaTa u BpeMs COObITHS 0€3011aCHOCTH,
suid WNnentudukarop npodpuns ¥Y3 | Unentudukarop npoduins V3 nonb3oBaresnsi, KOTOPHIH — MICHTHUKAIMOHHAT HHOPMALHS
TI0JTB30BaTENS MHHIIAPOBAT co31aHne mpoduis Y3 monp30BaTes. MCTOUHMKA COOBITHS Oe3onacHocTH;
Ecnmu unentudukarop oTCyTCTBYET (3asBKa HA CO3/JaHHE ~ Pe3yIETAT cOOLITAA Ge3onacHOCTH,
npoduis Y3 monb3oBaTess Oblia co3aHa aBTOMAaTHIECKH ) — ~ CyomexT xoctyna
KJTF0Y «SUid» B nore mycToit
csllabel dukcupoBaHHOE 3HAYCHUE — -
objectUid
csl WNnentudukarop npopunst Y3 | Unentudukarop peructpupyemoro npoduis Y3 nosab30Bareist
MOJTb30BATEIS
cs2Label dUKCHPOBAHHOE 3HAYCHUE — -
orderUid
cs2 Wnentudukatop 3asBKu WnentudukaTop 3asBKH, O KOTOPOI 0KHUIAETCs COOBITHE
peructpanuu npopuis Y3 noiab30BaTeNs
outcome Pesynbrar coObITHS Bo3MoxHbIE 3HAUEHUS:
— SUCCESS — cOOBITHE 3aBEPILNIIOCH YCIEITHO;
— failure — coObITHE 3aBEepUIMIOCH HEYCHIEIITHO
CobbITHE peructpaiuu PROFILE_REGISTRATION | dtz OuUKCUPOBaHHOE 3HAUYECHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObITHE QUKCUPYET CO3JaHuE MPOPUIIS
npoduns V3 moas3oBaTens Europe/Moscow (UTC). VY3 nonb3oBarens B cucteMe (JIOTUPYeTCs B
JlorupoBanue coObITHH 6€30MaCHOCTH IPOU3BOJIUTCS B MOMEHT Iepexo/ia 3asiBKM Ha PErHCTPALIUIO
4acoBOM Tosice MOCKBBI npodwmisa Y3 nosib3oBarens B GUHAIBHOE
source @OUKCUPOBAHHOE 3HAYECHUE — HcTounuk coObITUsI 0€30MacHOCTH COCTOSIHUE).

XIDBOX

DUKCUPYIOTCS CIENYIOIINE TapaMeTpBbI:

)¢ DBOX
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X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
suid Wnentudukarop npodpwns Y3 | Unentuduxarop npoduiist Y3 monbp30BaTels, KOTOPBIA — THII COOBITHS OE30IaCHOCTH;
I10JIb30BATENSA MHUIMKAPOBAI co31anue npoduist Y3 moap30BaTess. — Jiata ¥ BpeMsi coOObITHs OE30I1aCHOCTH;
Eciu naenTuduKaTtop OTCYyTCTBYET (3asBKa Ha CO3IaHHE — UIEHTU(UKAMOHHASA HHpOpMALKS
npoduiist Y3 nob3oBaTens GblIa CO3/aHa aBTOMATHYeCKH) — | HCTOYHHKA COOBITHS 0€30MacHOCTH;
KITI0Y «SUidy» B 10T HE 3AMHCLIBAETCS — pe3ysbTaT COOBITHS 0€30MacHOCTH;
csllabel DHUKCHPOBAHHOE 3HAYEHUE — - ~ CyOBeKT zocTyNa
objectUid
csl Wnentudukatop npodpwis Y3 | Unentuduxarop co3nanHoro npoduis Y3 monb30BaTens.
MOJIb30BATEIS [Tycroe 3HaueHue, eciu COOBITHE 3aBEPIINIOCH HEYCIICITHO
cs2Label dUKCHPOBAHHOE 3HAYCHUE — -
orderUid
Ccs2 Wnentudukarop 3asBku Wnentudukatop 3asBKH, 10 KOTOPOH IPOU3O0ILIO COOBITHE
peructpauuu npoduins Y3 monb3oBarens
outcome Pesynbrar coObiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIEIIHO;
— failure — cobbITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoObITHE Havana co3aaHus PROFILE_DATA_CHANGE | dtz PuKCHUPOBaHHOE 3HAYEHUE — YacoBoii mosic, B KOTOpOM ObLITO 3a(pUKCUPOBAHO COOBITHE CoObbITHE PUKCHPYET MOMEHT Haudajia
3asBkM Ha m3MeHeHue nanHbix | ORDER_CREATE_START Europe/Moscow (UTC). CO371aHUs 3asIBKM Ha U3MEHEHHNE JaHHBIX
npoduns V3 nons3oBaTens JlorupoBanue coObITUI OE30MMACHOCTH ITPOU3BOIUTCS B npoduns Y3 monb3oBarens.
4acoBOM Mosice MOCKBBI OUKCUPYIOTCS CIEAYIOIINE TapaMeTphl:
source @UKCUPOBAHHOE 3HAYECHUE — Ncrounnk coObITHS 0€301TaCHOCTH — TUT COOBITUS 0€30MACHOCTH;
XIDBOX — J1aTa v BpeMs COOBITHS OE30MacHOCTH;
suid WNnentudukarop npoduns Y3 | Unentudukarop npoduins V3 nosab3oBarensi, KOTOPHIH — HICHTHUKAIMOHHAs HHOPMALIHs
MOJIb30BATENS VHUIMUPOBAI U3MEHEHUE JaHHBIX poduns Y3 nonpsoparens, | ACTOTHIKA COObITHS O€30M1aCHOCTH;
Ecnu unentudukarop oTcyTcTBYET (3asBKa HA U3MEHEHUE ~ Pe3yNBTAT COOBITHA GesonacHoCTH;
JaHHBIX poduiis Y3 nonb3oBaresns ObUIa co3/laHa ~ CybpexT poctyna
ABTOMATHUYECKH) — KJIFOY «SUId» B Jtore mycToi
csllabel dUKCHPOBAHHOE 3HAYCHUE — -
objectUid
csl Wnentudukarop npopunst Y3 | Unentudukarop npoduins Y3 nonap3oBarens, JaHHbIE
M0JIb30BATENS KOTOPOT'0 U3MEHSIOTCSA
outcome PesynbraT coObITHs Bo3MoskHbIE 3HAUEHUS:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICITHO;
— failure — coObITHE 3aBEPITHIIOCH HEYCIIEIITHO
CoGniTre coznanus 3asBku Ha |PROFILE_DATA_CHANGE | dtz PUKCHUPOBAHHOE 3HAYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObITHE PUKCUPYET MOMEHT CO3/1aHuUs
n3meHenne ganubix npodpminst | ORDER_CREATE_FINISH Europe/Moscow (UTC). 3asBKH Ha M3MEHEHUE TAaHHBIX POt Y3
V3 none3oBarens JlorupoBanue coObITHI OE30MTaCHOCTH MTPOU3BOJIUTCS B ITOJIB30BATENS.
4acoBOM nosice MOCKBBI PuKcHpyIOTCA CAEAYIOIINE TapaMeTphI:
source @OUKCUPOBAHHOE 3HAYECHUE — HcTouHuk coObITUsI 0€30MacHOCTH — TUN COOBITHSI 0€30MaCHOCTH;
XIDBOX — J1aTa U BpeMs COOBITHS 0€301TacCHOCTH,
suid Wnentudukatop npodpung Y3 | Unentuduxarop npoduiis Y3 monb3oBaTelis, KOTOPBIA — HACHTHUKAIMOHHAT HHOPMALHS

TI0JIB30BaTECIIA

WHUITUUPOBAT H3MCHEHHE JaHHBIX POt Y3 moyib3oBaTers.
Ecim uaeHTrdukaTop OTCYTCTBYET (3asIBKa HAa H3MCHCHHE
JMaHHBIX poduis Y3 monas3oBaress Oblia co3aaHa
ABTOMATHYCCKH) — KITFOY «SUid» B j1ore mycroi

HCTOYHHUKA COOBITHS OE€30IIaCHOCTH,
— pe3yJbTaT COOBITUS OE30MaCHOCTH;
— cyOBeKT JocTyna
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X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
csllabel DUKCHPOBAHHOE 3HAYCHUE — -
objectUid
csl Wnentudukatop npodmns Y3 | Unentuduxarop npoduist Y3 monb30BaTens, TaHHbIE
T10JIb30BaTENsA KOTOPOTO U3MEHSIOTCS
cs2Label DHUKCHPOBAHHOE 3HAYECHUE — -
orderUid
cs2 Wnentudukatop 3asiBKU WnentudukaTop 3asiBKH, Ha OCHOBAaHHUH KOTOPOH MPOUCXOIUT
M3MEHEHHE JaHHBIX
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoOnitre usmenenus ganipix  |PROFILE_DATA_CHANGE | dtz PuKCHUPOBAHHOE 3HAYEHUE — YacoBoii mosic, B KOTOpOM ObLITO 3a(pUKCUPOBAHO COOBITHE CoObiTHE QPUKCUPYET U3MEHEHHSI TAHHBIX
npoduns V3 nonap3oBaTens Europe/Moscow (UTC). npoduns V3 nonp3oBarens (JOTUPYETCs B
JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B MOMEHT IIepexo/ia 3asiBKM Ha N3MEHEHHE
94acoOBOM T0sic€ MOCKBBI JaHHBIX Tpoduis Y3 monb30BaTens B
source OUKCUPOBAHHOE 3HAYECHUE — HcTounuk coObITHS 0€3011aCHOCTH (UHAITBHOE COCTOSIHHE).
XIDBOX DUKCUPYIOTCS CIENYIOIINE TapaMeTpBbl:
suid Wnentudukarop npoduns ¥Y3 | Unentudukarop npoduins V3 monab3oBaressi, KOTOPHIHA — TUT COOBITUS 0€30MMACHOCTH;
110JIb30BATEIIA WHUIUUPOBAT U3MEHEHHE JaHHbIX Mpoduiis Y3 monp3oBarens. | — AaTa U BpeMs CoObITHS O€30MaCHOCTH;
Ecnu naentudukatop oTCyTCTBYET (3asiBKa HA U3MEHEHHE — uieHTH(UKAMOHHAs HHpOpMALs
JaHHBIX Tpoduns Y3 moik30BaTens OblIa co3/aHa HCTOUHMKA COOBITHS Oe30nacHocTH;
ABTOMATHYECKH) — KJII0Y «SUId» B JIOoTe MyCTOM ~ Pe3yIETAT cOOLITAA GesonacHOCTH,
csllLabel duKCcUpOBaHHOE 3HAYCHUE — - ~ CybrexT noctyna
objectUid
csl Wnentudukatop npopuna Y3 | Unentuduxarop npoduis Y3 monb3oBaTens, TaHHbIE
MOJIb30BATENS KOTOPOT'O U3MEHEHBI
cs2Label dUKCHPOBAHHOE 3HAYCHUE — -
orderUid
cs2 WNnentudukarop 3as1BKu WNnentudukaTop 3asBKH, HA OCHOBAaHUU KOTOPOH MPOUCXOAUT
M3MEHEHHE JaHHBIX
outcome PesynbTat coObITHS Bo3MoskHbIE 3HAUEHUS:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICITHO;
— failure — coObITHE 3aBEPITHIIOCH HEYCIIEIITHO
CoObITHE Havana co3gaHus PROFILE_POSITIONS_CHA | dtz OUKCUPOBaHHOE 3HAUYECHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObITHE PUKCHUPYET MOMEHT Haudaja
3asiBKM Ha U3MEHEHUE NGE_ORDER_CREATE_ST Europe/Moscow (UTOC). CO3JIaHUS 3assBKM Ha H3MCHCHHE
NoJbKHOCTEH npodus Y3 ART JlorupoBanue coObITHI OE30MTaCHOCTH MTPOU3BOJIUTCS B noikHOCTel poduitst Y3 noiab30BaTeNs.
MIOJTE30BATEIIS 4acOBOM T0siceé MOCKBEI @OuKCHPYIOTCS CIIEAYIONIHE TTapaMeTPhI:
source OuUKCHPOBaHHOE 3HAUCHUE — HcTouHuk coObITUsI 0€30MacHOCTH — TUN COOBITHSI 0€30MaCHOCTH;
XIDBOX — J1aTa U BpeMs COOBITHS 0€301TacCHOCTH,
suid Wnentudukatop npodpung Y3 | Unentuduxarop npoduiis Y3 monb3oBaTelis, KOTOPBIA — HACHTHUKAIMOHHAT HHOPMALHS
MTOJTE30BATEIS VHALMEPOBAT H3MEHEHHe JaHHBIX Mpoduisa Y3 momp3osatens. | ACTOUHAKA cOObITHS Oe30MaCHOCTH,
Ecnu naentuduxatop oTCyTCTBYET (3asiBKa HA U3MEHEHHE ~ Pe3yILTaT coLITHA GesonacHoCTH,
JMaHHBIX poduis Y3 monas3oBaress Oblia co3aaHa ~ cybbexT noctyna
ABTOMATHYCCKH) — KITFOY «SUid» B j1ore mycroi
V4
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X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
csllabel DUKCHPOBAHHOE 3HAYCHUE — -
objectUid
csl Wnentudukarop npodpuns Y3 | Unentuduxarop npodmwis Y3 Moabp30BaATENS, JOIDKHOCTH
T10JIb30BaTENsA KOTOPOTO U3MEHSIOTCS
outcome PesynbTat coObITHS Bo3moxHbIe 3HaYeHHUS:
— SUCCESS — COOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIICIITHO
CoOniTre coznanus 3asBku Ha |PROFILE_POSITIONS_CHA | dtz @UKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObITHe (PUKCHPYET MOMEHT CO3/1aHUS
W3MEHEHHUE JOKHOCTEH NGE_ORDER_CREATE_FIN Europe/Moscow (UTC). 3asiBKM HA H3MEHEHHE JTOJIKHOCTEH
npoduns V3 monas3oBaTes ISH JlorupoBanue coOBITHI OE30MMACHOCTH MTPOU3BOIUTCS B npoduns V3 monb30BaTes.
9acoBOM Mosice MOCKBBI OUKCUPYIOTCS CIEAYIOIINE TapaMeTphl:
source OuUKCHPOBAHHOE 3HAUCHUE — HcTounuk coObITHs 0€30MaCHOCTH — TUN cOOBITHSI 6€30MaCHOCTH;
XIDBOX — JlaTa u BpeMs COObITHS 0€3011aCHOCTH,
suid Wnentudukarop npodpwins Y3 | Unentuduxarop npoduiist Y3 monbp30BaTels, KOTOPBIA — NACHTH(UKAMOHHAS HHOPMALHS
MOJTb30BATEIS MHULMEPOBAT H3MEHEHHe JaHHbIX Tpodusa Y3 nons3osatens. | 1CTOUHHKA cOObITHS O€30MaCHOCTH,
Ecnu unentudukarop oTcyTcTBYET (3as8BKa HA H3MEHEHUE ~ Pe3yIETaT cobLITas GesonacHOCTH,
JTaHHBIX poduiist Y3 monbp30BaTess ObuIa co31aHa ~ Cy0pexT poctyna
AaBTOMATHYCCKH) — KJIF0Y «SUid» B Jiore MyCTOi#
csllabel DHUKCHPOBAHHOE 3HAYEHUE — -
objectUid
csl WNnentudukarop npopuns Y3 | Unentudukarop npoduins V3 nonab3oBares, JOTKHOCTH
MOJTE30BATEIS KOTOPOTO H3MEHSIOTCS
cs2Label dUKCHPOBAHHOE 3HAYCHUE — -
orderUid
cs2 Wnentudukatop 3asiBKU WnenTudukaTop 3asBKH, Ha OCHOBAaHUHM KOTOPOH MPOUCXOIUT
U3MEHEHHE JOJKHOCTEH
outcome Pesynbrar coObITUS Bo3MoxHbIE 3HAUEHUS:
— SUCCESS — COOBITHE 3aBEPILNIOCH YCIELIHO;
— failure — coObITHE 3aBepHIMIOCH HEYCICIIHO
CoObITHE U3MEHEHMS PROFILE_POSITIONS_CHA | dtz @OUKCUPOBAHHOE 3HAUYECHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObITHE PUKCUPYET U3MEHEHUS
nomkHOCTEHN podus Y3 NGE Europe/Moscow (UTC). nomxHOocTel mpoduist Y3 noiap30BaTeNs
MOJIb30BATENS JlorupoBanue coObITHH 6€30MaCHOCTH IPOU3BOJIUTCS B (JlorupyeTrcs B MOMEHT Nepexo/1a 3asBKH Ha
4acoBOM Tosice MOCKBBI M3MEHEeHHe JOoJDKHOCTeH mpodmisa Y3
source OUKCUPOBAHHOE 3HAYECHUE — HcTouHuk coObITUsI 6€30MacHOCTH MOJIb30BaTeNs B (PUHANIBHOE COCTOSIHUE).
XIDBOX QuKCcUpYyIOTCA CIEAYIOIINE ITapaMeTphI:
suid Unentuduxarop npoduns V3 | Uneratudukarop npodusis Y3 moias30Batens, KOTOPHIT — THUII COOBITHS 0€30MaCHOCTH,
MOJb30BATECIIA VHHIIMUAPOBAT M3MEHEHNE TaHHBIX Poduis Y3 Mmosb3oBaress. | — JaTa U BpeMs CoObITUs 6€30MacHOCTH,;
Ecnu unentudukarop oTcyTCTBYET (3asBKa HA U3MEHEHHUE — HJCHTH(UKAIMOHHAS HHPOPMALHS
JaHHBIX poduis Y3 nonb3oBaresns ObuIa co3/laHa HCTOMHUKA COOBITHS OE30MaCHOCTH;
ABTOMATHYECKH ) — KITFOY «SUid» B jtore mycroi ~ Pe3yNBTAT COOBITHA GesonacHocTH;
csllLabel @OUKCUPOBAHHOE 3HAYECHUE — — ~ cybrext poctyna
objectUid
csl Nnentuduxarop npodpuns Y3 | Unentudukarop npoduns Y3 moas3oBaress, JOTKHOCTH
T10JIb30BaTENS KOTOPOTO U3MEHEHBI
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X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
cs2Label DUKCHPOBAHHOE 3HAYCHUE — -
orderUid
cs2 Wnentudukatop 3asiBKU WnentudukaTop 3asiBKH, Ha OCHOBAaHUH KOTOPOH MPOUCXOIUT
WU3MEHEHHE JOJDKHOCTEH
outcome PesynbraT coObiTus Bo3MoskHBIC 3HAUCHUS:
— SUCCESS — COOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIICIITHO
CoObITHe Havyasa CoO3JaHus PROFILE_BLOCKING_ORD | dtz @UKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObITHe (UKCHpPYET MOMEHT Haydaia
3asiBKU Ha ER_CREATE_START Europe/Moscow (UTC). CO3/IaHUS 3asiBKU Ha
OnokupoBaHue/pa30I0KupoBa JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B OJ0KHpOBaHNE/BPEMEHHOE
Hue npoduns Y3 4acoBOM Mosice MOCKBBI 0JIOKHpOBaHUE/pa3OIOKUPOBaAHUE TTPODHIIS
MOJIb30BATEIS source ®OUKCHPOBAHHOE 3HAYCHUE — HcTounuk coObITHSI 0€30MaCHOCTH V3 nonb3oBarens.
XIDBOX PukcupyroTCs CIeAYIONINE MapaMeTphl:
suid WNnentudukarop npopwns Y3 | Unentudukarop npoduiist V3 mosib30BarTesi, KOTOPBIM MEHSET | — TUIl COOBITHS 0€30I1aCHOCTH;
HOJIb30BATEIs cocTosgHKe npoduist Y3 Hoab30BaTelIs. — JlaTa ¥ BpeMs COOBITHs O€30M1aCHOCTH;
Ecnu naentuduxaTop OTCyTCTBYET (3asiBKa HA U3MEHEHHE — HICHTHUKAIMOHHA HHOPMALIHs
coctostHus Tpoduns Y3 monb30BaTens 6bIIa CO3aHa MCTOUHMKA COOBITHS Ge3onacHocTH;
AaBTOMATHYCCKH) — KJIF0Y «SUid» B Jiore MyCTOi# ~ pesyLTaT cobLITHs GesonacHoCTH,
csllabel DHUKCHPOBAHHOE 3HAYEHUE — - ~ CybpexT poctyna
objectUid
csl WNnentudukatop npopuns ¥Y3 | Unentudukarop 610kupyeMoro/pa3domokupyeMoro npopuis
MOJTE30BATEIS V3 nonp3oBarens
act HeiictBue ¢ mpodumiem Y3 Bo3moskHbIe 3HaUEHUS
M0JIb30BATENS — PERMANENT_BLOCKED — noctosiHHOE 0JI0KHpOBaHHUE,
— TEMPORARILY_BLOCKED - BpemeHHO€E OJIOKHPOBaHWCE;
— ACTIVE — pa3zbnokupoBanue
outcome PesynbTat cobbITHS Bo3MoxHbIE 3HAaUEHUA:
— SUCCESS — COOBITHE 3aBEPIIUIIOCH YCIICUTHO;
— failure — coObITHE 3aBepLIMIOCH HEYCICIIHO
CoGniTre coznanus 3asBku Ha |PROFILE_BLOCKING_ORD | dtz @OUKCUPOBAHHOE 3HAUYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObITHE PUKCUPYET MOMEHT CO3/1aHuUs
onoxuposanue/pazonokupoBa |ER_CREATE_FINISH Europe/Moscow (UTC). 3asiBKM Ha OJIOKMpPOBaHUE/BPEMEHHOE
Hue npoduis Y3 JlorupoBanue coObITHI OE30MMaCHOCTH MTPOU3BOJIUTCS B OJ0KMpOoBaHKe/pa3z0IOKUpOBaHKEe TPODUIIST
MOJIb30BATENS 4acoBOM Tosice MOCKBBI V3 nonb3oBarens.
source @OUKCUPOBAHHOE 3HAYECHUE — HcTounuk coObITUsI 0€30MacHOCTH duKcHpYIOTCS ClEAYIOIINE TapaMeTphl:
XIDBOX — THII COOBITHS O€30IMaCHOCTH,
suid Unentuduxarop npopuns V3 | Unentudukarop npoduist V3 mosis3oBaTens, KOTOPIA MeHseT | — [aTa U BpeMsi COOBITUsI 6€30MaCHOCTH;
MOJIb30BaTENS coctostHue Tpodusis Y3 moab30BaTeN . — WICHTH(HUKAMOHHAs HHPOPMAIUs
Ecin naeHTHHUKATOp OTCYTCTBYET (3asBKa HA H3MEHEHHE HCTOUHMKA COObITHS Oe30nacHocTH;
coctostHUS Tipoduiis Y3 mosb3oBaTesns ObuTa co3/laHa ~ Pe3yabTaT COORITHSA Ge30macHoCTH,;
ABTOMATHYECKH ) — KITFOY «SUid» B jtore mycroi ~ CybpexT poctyna
csllLabel OUKCUPOBAHHOE 3HAYECHUE — —
objectUid
csl WNnentuduxarop npoduns V3 | Uaertudukarop 6J10KupyeMoro/pazoiokKupyeMoro mpoQuist
M10JIb30BATENS V3 nonw3oBarens
&
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X-IDBox
Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
cs2Label DUKCHPOBAHHOE 3HAYCHUE — -
orderUid
cs2 Wnentudukatop 3asiBKU W nentudukaTop 3asBKH, HA OCHOBAaHHH KOTOPOH OXKHUIAETCS
OJI0KkHpoBaHKEe/pa3dIoKupoBaHue POt Y3 MoIb30BaTENSA
act HeiicTBue ¢ mpodmiem Y3 Bo3MorkHbIE 3HAUEHUS:
I10JIB30BATENISA — PERMANENT_BLOCKED — nocrosiHHO€ 6J0KHpPOBaHUE;
— TEMPORARILY_BLOCKED - BpemeHHO€ 0JIOKHPOBaHHE;
— ACTIVE — pa36iokupoBaHue
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIEIIHO;
— failure — coObITHE 3aBEpUIMIOCH HEYCHCITHO
CobbiTHe PROFILE_BLOCKING dtz PuKCHUPOBaHHOE 3HAYEHUE — YacoBoii mosic, B KOTOpOM ObLITO 3a(pUKCUPOBAHO COOBITHE CobbiTHE QuKcupyer
OJIOKMPOBaHHUsI/pa30JIOKUPOBA Europe/Moscow (UTO). 0JIOKMpOBaHUE/pa3OIOKUPOBaAHUE TTPODHIIS
Hus npoduns V3 JlorupoBanue coObITHI OE30MTaCHOCTH ITPOU3BOIUTCS B VY3 nonb3oBarens (JIOTUPYETCs B MOMEHT
M0JIb30BaTENs 4acoBOM Mosice MOCKBBI nepexo/ia 3asBKU Ha
source DUKCUPOBAHHOE 3HAYECHUE — HcTounuk coObITHS 0€3011aCHOCTH OJIOKMPOBAaHKE/BPEMEHHOE
XIDBOX OnokupoBaHue/pa30I0KUpOBaHUE TPODUIIS
suid Unentudukarop npodpuns V3 | Unentudukarop npopuias Y3 moas30Baresis, KOTOPbId MeHseT | Y3 MOIb30BaTeNs B (PUHAILHOE COCTOSHUE).
T0JIb30BaTENs cocrosiHue npoduist Y3 noiabp30BaTes. DUKCUPYIOTCS CIEAYIOIINE TapaMeTphl:
Ecnu naentudukatop oTCyTCTBYET (3asiBKa HA U3MEHEHHE — TUN cOOBITHSI 6€30MaCHOCTH;
coctosiHus poduis Y3 noap3oBaTens Oblia co3aHa — JlaTa ¥ BpeMs COOBITHs O€30M1aCHOCTH;
ABTOMATHUYECKH) — KJIFOY «SUId» B Jtore mycToi — MICHTHUKAIMOHHAT HHOPMALHS
cs1Label DUKCHPOBAHHOE 3HAUCHIE — _ HCTOYHUKA COOBITHS 0€30MacHOCTH,
objectUid — pe3yabTaT COOBITHS 0€30MacHOCTH;
csl Wnentudukatop npodpung Y3 | Unentuduxarop 6;10KkupyeMoro/pazoiokupyemMoro npodus - cyOrexT aoctyna
M0JIb30BATENS V3 nonw3oBarens
cs2Label dukcupoBaHHOE 3HAYCHUE — -
orderUid
cs2 WNnentudukarop 3as1BKu WNnentudukatop 3asBKH, HA OCHOBAaHUU KOTOPON MPOUCXOIUT
Os10KkMpoBaHKe/pa3dIoOKUpoBaHUe TPOPUIIS Y3 MOJIB30BATENS
act HeiictBue ¢ mpodumiem Y3 Bo3moskHbIe 3HaUEHUS:
MOJIb30BATENS — PERMANENT_BLOCKED - noctosiHHOE 0JI0KHpOBaHHE;
— TEMPORARILY_BLOCKED - BpeMeHHOE OJIOKHPOBaHWE;
— ACTIVE — pa3bnokupoBanue
outcome PesynbraT coObITHs Bo3MoskHbIE 3HAUEHUS:
— SUCCESS — cOOBITHE 3aBEPILNIIOCH YCIEUTHO;
— failure — coObITHE 3aBEepUIMIOCH HEYCHIEIITHO
CoObITHE Havana co3gaHus PROFILE_ROLE_CHANGE_ | dtz PUKCHUPOBAHHOE 3HAYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObITHE PUKCHPYET MOMEHT Haudajia
3asBku Ha m3menenue poneit  |ORDER_CREATE_START Europe/Moscow (UTC). CO3JIaHMsI 3asIBKU Ha
npodunsa Y3 noab3oBares JlorupoBanue coObITHH 6€30MaCHOCTH IPOU3BOJIUTCS B Ha3HauYeHUe/M3MEHEHUE/CHATHE pOJIeH
4acoBOM Tosice MOCKBBI npodwmia Y3 noiabp30BaTeNs.
source DUKCUPOBAHHOE 3HAYECHUE — HcTounuk coObITHs 6€30MaCHOCTH DUKCUPYIOTCS CIIEAYIOIIUE TapaMETPBI:

XIDBOX

— THO COOBITUA OE30IIaCHOCTH
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PykoBoACTBO aiMHUHUCTpATOPA
X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
suid Wnentudukarop npopuna Y3 | Unentuduxarop npoduis ¥3 noab3oBaress, KOTOPbI MEHAET | — nara U BpeMs COOBITHS 6€30I1aCHOCTH;
MOJIb30BATENS poiu npoduiia Y3 noab30BaTENS. — uaeHTUPUKAMOHHAA HH(pOpMaLUs
Ecnu unentudukarop oTCyTCTBYET (3asBKa HA M3MEHEHUE MCTOYHHKA COOBITHs OE3011aCHOCTH,;
pouteii npoduns V3 monb3osarens Oblla Co31aHa — Pe3y/IbTaT COOBITHS OE30MACHOCTH,
ABTOMATHYECKH) — KJIF0Y «SUid» B Jiore mycToit — cybbext noctyna
csllabel DHUKCHPOBAHHOE 3HAYEHUE — -
objectUid
csl Wnentudukarop npopuns Y3 | Unentudukarop npodusis V3 monb3oBarens, y KOTOPOro
MOJIb30BATEIS MEHSIFOTCS POJIH
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCEeSS — COOBITHE 3aBEPIIUIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoOniTre co3nanus 3asBku Ha |PROFILE_ROLE_CHANGE_ | dtz PuKCHUPOBAHHOE 3HAYEHUE — YacoBoii mosic, B KOTOpOM ObLITO 3a(pUKCUPOBAHO COOBITHE CoObbiTHE PUKCUPYET MOMEHT CO3/IaHus
U3MEHEHHUe poJiel mpodus ORDER_CREATE_FINISH Europe/Moscow (UTO). 3asBKM Ha Ha3HAYCHUE/U3MEHEHUE/CHATHE
VY3 nonb3oBarens JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B podeii mpoduis Y3 noap30BaTes.
4acOBOM M0sice MOCKBBI PuKCcUpYyIOTCA CIEAYIOIIME TapaMeTphI:
source @OUKCHPOBAHHOE 3HAYCHUE — HcTounnk coObITHSI 6€30MacHOCTH — THUII COOBITUS O€30MaCHOCTH;
XIDBOX — J1aTa U BpeMs COOBITHS 0€3011aCHOCTH,
suid Wnentudukarop npoduns ¥Y3 | Unentudukarop npoduis Y3 monb3oBarens, KOTOPbI MEHSET | ~ HICHTH(UKALMOHHAs HHPOPMALHS
0JIb30BaTENs ponu npoduist Y3 noap30BaTes. HCTOUHMKA COOBITHS Oe30nacHocTH;
Ecnu unentudukarop oTcyTCTBYET (3asBKa HA U3MEHEHUE ~ Pe3yIETaT cobLITas GesonacHOCTH,
pouteii mpoduist Y3 monb3oBatess Oblia co3/1aHa ~ CyomexT xoctyna
ABTOMATHYECKH) — KJIF0Y «SUid» B JloTe MyCTO#
csllabel dUKCHPOBAHHOE 3HAYCHUE — -
objectUid
csl Wnentudukatop npodpuns Y3 | Unentuduxarop npoduis Y3 noias3oBarens, y KOTOPOro
M0JIb30BATENS MEHSIOTCS POJIH
cs2Label dUKCHPOBAHHOE 3HAYCHUE — -
orderUid
cs2 WNnentudukarop 3as1BKu WNnentudukatop 3asBKH, HA OCHOBAaHUU KOTOPON MPOUCXOIUT
u3MeHeHue posieit npoduist Y3 nosp3oBaTens
outcome PesynbraT coObITHs Bo3MoskHbIE 3HAUEHUS:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICITHO;
— failure — coObITHE 3aBEPITHIIOCH HEYCIIEIITHO
CoObITHE U3MEHEHHUSI poJieit PROFILE_ROLE_CHANGE | dtz OUKCUPOBaHHOE 3HAUYECHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CobbiTHE QuKCHUpyeT
npoduist Y3 nonb3oBarens Europe/Moscow (UTC). Ha3HAYCHUE/M3MEHCHUE/CHATHE POJICH
JlorupoBanue coObITHI OE30MTaCHOCTH MTPOU3BOJIUTCS B npoduns Y3 nonp3oBarens (JOTUPyeTCs B
4acOBOM T0siceé MOCKBEI MOMEHT ITepexo/ia 3asiBKM Ha U3MEHEHHE
source @OUKCUPOBAHHOE 3HAYECHUE — HcTouHuk coObITUsI 0€30MacHOCTH poJeii mpoduia V3 noabp3oBarens B
XIDBOX (uHaTBPHOE COCTOSTHUE).
suid WNnentuduxatop npoduns Y3 Wnentudukarop npoduis V3 mons3oBareis, KOTOPbIid MeHseT | PHKCHPYIOTCS CIEIYIOLIME ITapaMeTPhI:

TI0JIB30BaTECIIA

posu ipoduist V3 monbp30BaTeNs.

Ecmu unentudukarop oTcyTcTBYeT (3asBKa HA H3MCHEHUE
pouteti mpoduist Y3 monp3oBatess Oblia co3aaHa
ABTOMATHYCCKH) — KITFOY «SUid» B j1ore mycroi

— THH COOBITUA OE30IIaCHOCTH

— J1aTa u BpeMs COOBITHS 0€3011acCHOCTH,
— UJICHTU(PUKAITMOHHAS HH(POPMAITUS
WCTOYHHUKA COOBITHS 0€30IaCHOCTH,

)¢ DBOX
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PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
csllLabel @UKCUPOBAHHOE 3HAUYEHUE — — — pe3yJsbTaT coOBITHS OE30MacCHOCTH;
objectUid — CcyOBEKT JoCcTyIa
csl Wnentudukarop npopuns Y3 | Unentudukarop npodusis V3 monb3oBarens, y KOTOPOro
T10JIb30BaTENsA MEHSIIOTCS POJIU
cs2Label DHUKCHPOBAHHOE 3HAYECHUE — -
orderUid
cs2 Wnentudukatop 3asiBKU WnentudukaTop 3asBKH, HA OCHOBAaHHH KOTOPOM MPOUCXOAUT
u3MeHeHue posieit nmpoduist Y3 mosb3oBaTens
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoObITHE Havana co3aaHus PROFILE_SESSIONS_END_ | dtz PuKCHUPOBAHHOE 3HAYEHUE — YacoBoii mosic, B KOTOpOM ObLITO 3a(pUKCUPOBAHO COOBITHE CobbITHE PUKCHPYET MOMEHT Hauajia
3asBkH Ha 3aBepiieHue ceccuii |ORDER_CREATE_START Europe/Moscow (UTC). CO3/71aHUs 3asIBKH Ha 3aBEPIICHUE CECCUI
npoduis V3 mons30BaTes JlorupoBanue coObITHI OE30MTACHOCTH ITPOU3BOIUTCS B npoduiis V3 mob30BaTesl.
4acOBOM Iosice MOCKBBI PuKCUpYIOTCA CIEAYIOIIME TapaMeTphI:
source @OUKCHPOBAHHOE 3HAYCHUE — HcTounuk coObITHSI 6€30MacHOCTH — THUII COOBITUS O€30MaCHOCTH;
XIDBOX — J1aTa U BpeMs COOBITHS 0€3011aCHOCTH,
suid Wnentudukarop npoduns ¥Y3 | Unentudukarop npoduins V3 monab3oBaressi, KOTOPHIHA — HACHTH(HUKAMOHHAs HHpOpMALUs
M0JIb30BaTENs 3aBepIaer ceccuu npoduis Y3 monabp3oBarens HCTOUHMKA COOBITHS Oe30nacHocTH;
csllLabel @OUKCHPOBAHHOE 3HAYCHUE — - ~ PC3YJILTAT COOLITHS Oe30nacHoCTH;
objectUid — cyOBeKT JocTyna
csl WNnentudukarop npodpunst Y3 | Unentudukarop npoduius Y3 mosb3oBarens, CECCUU KOTOPOTO
I10JIb30BATEIS OyayT 3aBEpIIEHbI
outcome PesynbTat cobbITHS Bo3MoxHbIE 3HAaUEHUA:
— SUCCESS — COOBITHE 3aBEPIIUIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPITHIIOCH HEYCIIEIITHO
CoGniTre coznanus 3asBku Ha |PROFILE_SESSIONS_END_ | dtz @OUKCUPOBAHHOE 3HAUYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObITHE PUKCUPYET MOMEHT CO3/1aHuUs
3aBepmeHne ceccuid npodunss |(ORDER_CREATE_FINISH Europe/Moscow (UTC). 3asBKH Ha 3aBeplIeHne ceccuit mpoduist Y3
VY3 nonb3oBarens JlorupoBanue coObITHI OE30MMaCHOCTH MTPOU3BOJIUTCS B 10JIb30BAaTEJS.
4acOBOM Iosice MOCKBBI PuKCcUpyIOTCA CIEAYIOIIME TapaMeTphI:
source OUKCUPOBAHHOE 3HAYEHUE — HcTouHuk coObITUsI 0€30MacCHOCTH — TUN COOBITHSI 0€30MacCHOCTH;
XIDBOX — J1aTa U BpeMs COOBITHS 0€301TacCHOCTH,
suid Wnentudukatop npodpung Y3 | Unentuduxarop npoduiis Y3 monb3oBaTelis, KOTOPBIA — HACHTHUKAIMOHHAT HHOPMALIHS
TIOJTB30BaTENS 3aBepIIaeT ceccuu mpoduis Y3 momp30BaTens MCTOUHMKA COOBITHS Oe3onacHocTH;
csllLabel OuKCHPOBAHHOE 3HAYCHUE — - ~ PE3YJILTAT COOBITHS Oe30nacHoCTH;
objectUid — cyOBeKT JocTyna
csl Wnentudukatop npodpung Y3 | Unentuduxarop npoduiis Y3 moiabp30BaTelNs, CECCUU KOTOPOTO
MIOJIb30BATENS ObUIN 3aBEPIICHbI
cs2Label @DUKCUPOBAHHOE 3HAYECHUE — —
orderUid
cs2 Wnentudukarop 3as1BKu WnentudukaTop 3asBKH, HA OCHOBAaHUH KOTOPOH OKUIaeTcs
3aBEpIICHUE CECCUI
outcome PesynbTat coObITHS Bo3MoxHbIE 3HAaUEHUA:

— SUCCESS — COOBITHE 3aBEPIIMIIOCH YCIIEIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
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PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
CoOniTre 3aBepiienus ceccuit |PROFILE_SESSIONS _END | dtz DUKCHPOBAHHOE 3HAYCHUE — YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObITHe (PUKCHPYET 3aBEPUICHUE CECCUI
npoduis Y3 noab3oBaresist Europe/Moscow (UTC). npodwis Y3 nosb3oBares (eciu

JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B 3aBepILECHHE CECCUI COITPOBOXKIAETCS
4acoOBOM T10sic€ MOCKBBI CO3JIaHHEM 3asIBKH, TO COOBITHE JIOTHPYETCS
source ®duKCHPOBaHHOE 3HAYCHUE — HctouHnk coObITHSI 0€30ITaCHOCTH B MOMEHT IIE€peX0/ia 3assBKU Ha 3aBEPIICHHE
XIDBOX ceccHii 1osib30Baress B GUHAIbHOE
suid Wnentudukarop npoduna Y3 | Upentudukarop npodunsa Y3 nons3zosareis, KOTOPbIH COCTOSIHUE; €CIIM 3aBEPLICHUE CECCUH
M0Jb30BATECII 3aBepiIaeT ceccuu npopmist Y3 nojab30BaTess IPOUCXOUT O€3 CO3aHus 3as1BKU
csllLabel @UKCUPOBAHHOE 3HAUYEHUE — — (moIBb30BaTENb 3aBEPIIAET CECCUU
objectUid cobcTtBeHHOTO TIpodmiis Y3 M0JIb30BaTENs),
csl Unenrudukarop npoduns Y3 | nentudukarop npodus Y3 Hois30BaTens, CECCHH KOTOpOro | TO COOBITHE JIOTHPYETCst B MOMEHT
MOJIb30BaTENS OBLITN 3aBEPIICHBI 3aBEPILICHHS CECCHiA).
cs2Label @OUKCHPOBAHHOE 3HAYCHUE — - DUKCHPYIOTCA CIEAYIONINE NapaMeTPhI:
orderUid — THUII COOBITHS O€30IIaCHOCTH;
cs2 Wnentudukatop 3asiBKU Nnentudukarop 3asBKd, HA OCHOBAHUH KOTOPO# poucxoaut | — AaTa v BpEMs COOBITHS OE30MaCHOCTH,
3aBepIIeHHe CeCCHil, — uACHTUUKAIMOHHAS HHPOpMALUs
Ecnu 3asBKka 0TCYTCTBYET (I10JIb30BATEIb 3aBEPIIHI CBOU MCTOUHHKA COOBITHA 6E30NMACHOCTH;
— pe3yJbTaT COOBITHS OE30MaCHOCTH;
CECCHH) — IMYCTOE 3HAUCHHE _ cy6bexT KocTyna
outcome PesynbTat cobbITHS Bo3MoxxHbIE 3HaUEHUSA:
— SUCCESS — COOBITHE 3aBEPIINIOCH YCIICITHO;
— failure — coObITHE 3aBepLIMIOCH HEYCIICIIHO
Co0bITHS, CBA3aHHBbIE C OPraHU3ANUAMHU
CoObITHE Hayana co3gaHus ORGANIZATION_REGISTR | dtz @OUKCUPOBAHHOE 3HAUYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObITHE PUKCHPYET MOMEHT Haudajia
3as1BKM Ha PETUCTPALINIO ATION_ORDER_CREATE_S Europe/Moscow (UTC). CO37]aHUsl 3asIBKH HA PErUCTPALIUIO
OpraHu3alNu TART JlorupoBanue coObITHI OE30MTaCHOCTH MTPOU3BOIUTCS B OpraHu3ally B CUCTEME.
4acoBOM Nosice MOCKBBI duKcHpYIOTCS CleAYIONINE TapaMeTphl:
source @UKCUPOBAHHOE 3HAYECHUE — Ncrounnk coObITHS 6€30MTaCHOCTH — TUT COOBITUS 0€30MACHOCTH;
XIDBOX — J1aTa v BpeMs COOBITHS OE30MacHOCTH;
csllLabel OUKCHPOBAHHOE 3HAYCHUE — - — HICHTHUKAIMOHHAs HHOPMALIHs
objectUid HMCTOYHHKA COOBITHSI 0€30MTaCHOCTH,
csl Wnentudukarop opranmzanuu | MneHTu(UKATOp perucTpupyeMoi opranu3aiuu ~ Pe3YJILTAT COORITHA De3onacHoCTH
outcome PesynbTat coObITHS Bo3MoskHbIE 3HAUEHUS:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICITHO;
— failure — coObITHE 3aBEpUIMIOCH HEYCHIEIITHO
CoGniTre coznanus 3asBku Ha |ORGANIZATION_REGISTR | dtz OuUKCUPOBaHHOE 3HAUYECHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObITHE PUKCUPYET MOMEHT CO3/1aHus
PETUCTpAIHIO OpPTaHU3aAINN ATION_ORDER_CREATE_F Europe/Moscow (UTC). 3asBKH Ha PETHCTPAIUIO OpPTaHU3aIiN B
INISH JlorupoBanue coObITHI OE30MTACHOCTH TPOU3BOIUTCS B CHUCTEME.
4acoBOM Tosice MOCKBBI duKcHpYIOTCS CIEAYIOIINE TapaMeTphl:
source OUKCUPOBAHHOE 3HAYECHUE — HcTouHuk coObITUsI 6€30MacHOCTH — TUN COOBITHSI 0€30MaCHOCTH;
XIDBOX — J1aTa U BpeMs COOBITHS 0€30TTacCHOCTH,
csllLabel duKcUpOoBaHHOE 3HAYCHUE — - — HACHTHUKAIMOHHAT HHOPMALHS
objectUid HCTOYHUKA COOBITHS 0€30TaCHOCTH,
csl Nnentudukarop opranmzanuu | neHTHGUKATOP pErUCTPUPYEMON OpraHU3alun ~ Pe3yJIbTaT cobiTus GesonacHocTu
cs2Label DUKCUPOBAHHOE 3HAYCHHUE — -

orderUid
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PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
cs2 Wnentudukatop 3asiBKU W nentudukaTop 3asBKH, 0 KOTOPOH 0KHIAETCS COOBITHE
perucTpaiyy OpraHu3aluu
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoObITHE perucTpalyu ORGANIZATION_REGIST | dtz DuKCHpOBaHHOE 3HAYEHUE — YacoBotii 1osic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObiTHE PUKCUPYET CO3/IaHHE
OpraHU3aIHNH RATION Europe/Moscow (UTC). OpraHU3aIMH B CUCTEME (JIOTUPYETCS B
JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B MOMEHT Iepexo/ia 3asiBKM Ha PETHUCTPALINIO
4acoOBOM T0sice MOCKBBI OpraHu3anyy B (PMHAILHOE COCTOSHUE).
source DUKCUPOBAHHOE 3HAYECHUE — HcTounuk coObITHS 6€30MaCHOCTH QUKCUPYIOTCS CIIEAYIOIINE TapaMETPBI:
XIDBOX — THO COOBITUA 0E30IIACHOCTH,
csllabel DuKCHUPOBaHHOE 3HAYECHUE — — — JlaTta u BpeMs COObITHS 0€3011aCHOCTH,
objectUid — UICHTU(PUKAITMOHHAS WH(OPMAITUS
csl Wnentudukatop opranmzanuu | MneHTrduKaTop co31aHHON OpraHU3aIHH. HCTOYHHKA COOBITHA Ge3omacHoCTH;
[Tycroe 3HaueHue, eciy COOBITHE 3aBEPIIMIOCH HEYCIICITHO ~ Pe3YJILTAT COOBITHS Oe30nacHocTn
cs2Label dUKCHPOBAHHOE 3HAYCHUE — —
orderUid
cs2 Wnentudukatop 3asiBKu W nenTudukaTop 3asiBKH, 0 KOTOPOH MPOU3OIILIO COOBITHE
perucTpaiyy OpraHu3aum
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCTIEIIHO;
— failure — coObITHE 3aBepLIMIOCH HEYCIICIIHO
CoObITHE Hayana co3gaHus ORGANIZATION_CHANGE | dtz @OUKCUPOBAHHOE 3HAUYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(pUKCUPOBAHO COOBITHE CoObITHE PUKCHPYET MOMEHT Haudajia
3asIBKM Ha U3MEHEHUE _ORDER_CREATE_START Europe/Moscow (UTC). CO3/71aHusl 3asIBKM Ha U3MEHEHUE JaHHBIX
OpraHu3aIu JlorupoBanue coObITHI 6€30MaCHOCTH MPOU3BOJIUTCS B OpraHu3aliy B CUCTEME.
4acoBOM Mosice MOCKBBI OUKCUPYIOTCS CIEAYIOIINE TapaMeTphl:
source @OuUKCHPOBaHHOE 3HAUCHUE — HcTouHuk coObITUsI 0€30MacCHOCTH — TUN COOBITHSI 0€30MaCHOCTH;
XIDBOX — JlaTa ¥ BpeMs COOBITHS 0€3011aCHOCTH;
csllLabel OUKCHPOBAHHOE 3HAYCHUE — - — HICHTHUKAIMOHHAs HHOPMALIHs
objectUid HMCTOYHHKA COOBITHSI O€30MTaCHOCTH,
csl Wnentudukarop opranmzanuu | Mnentudukarop opraHu3anuu, 1aHHbIE KOTOPOH MEHSIOTCS ~ PeSYJILTAT COOBITHA De3onacHoCTH
outcome PesynbTat cobbITHS Bo3MoskHbIE 3HaUEHUS:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICITHO;
— failure — coObITHE 3aBEepUIMIOCH HEYCHIEIITHO
CoGniTre coznanus 3asBku Ha |ORGANIZATION_CHANGE | dtz OUKCUPOBaHHOE 3HAUYECHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObITHE PUKCUPYET MOMEHT CO3/1aHus
W3MEHEHUE OpTaHU3aIiH _ORDER_CREATE_FINISH Europe/Moscow (UTOC). 3asIBKM Ha M3MEHEHHE JJaHHBIX
JlorupoBaHue coObITHII 6€30MaCHOCTH TPOU3BOIUTCS B OpTaHU3aIlH B CHCTEME.
4acoBOM Tosice MOCKBBI duKcHpYIOTCS ClEAYIOIINE TapaMeTphl:
source OuKCHPOBAHHOE 3HAUCHUE — HcTounuk coObITUsI 0€30MacHOCTH — TUN COOBITHSI 0€30MaCHOCTH;
XIDBOX — J1aTa U BpeMs COOBITHS 0€301TacCHOCTH,
csllLabel duKcUpoBaHHOE 3HAYCHUE — - — HACHTHUKAIMOHHAT HHOPMALHS
objectUid MCTOYHUKA COOBITHS 0€30TacCHOCTH,
csl Wnentudukarop opranmzanuu | MneHTrdukarop opraHu3aum, JaHHbIE KOTOPOH MEHSIOTCS ~ Pe3YJILTAT COOBITHS Oe3onacHoCTn
cs2Label DUKCHPOBAHHOE 3HAYCHHUE — -

orderUid
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PykoBoACTBO agMUHHUCTpaTOpa
X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
cs2 Wnentudukatop 3asiBKU W nentudukaTop 3asBKH, 0 KOTOPOH 0KHIAETCS COOBITHE
M3MEHEHMS JaHHBIX OpraHu3aluu
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoOpITHE U3MEHEHUS ORGANIZATION_CHANGE | dtz DuKCHpOBaHHOE 3HAYEHUE — YacoBotii 1osic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoOpiTHE PUKCUPYET H3MEHEHHE JaHHBIX
OpraHU3aIHNH Europe/Moscow (UTC). OpraHU3aIMH B CUCTEME (JIOTUPYETCS B
JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B MOMEHT Iepexo/ia 3asiBKM Ha U3MEHEHHE
4acoOBOM T0sice MOCKBBI JAHHBIX OPTaHU3AIMH B (PUHAIEHOE
source DUKCUPOBAHHOE 3HAYECHUE — HcTounuk coObITHS 6€30MaCHOCTH COCTOSIHHE).
XIDBOX DUKCUPYIOTCS CIENYIOIINE TapaMeTpBbl:
csllabel DuKCHUPOBaHHOE 3HAYECHUE — — — TUT COOBITUS 0€30MMACHOCTH;
objectUid — JlaTta u BpeMs COObITHS 0€3011aCHOCTH,
csl Wnentudukatop opranmzauuu | MneHTudukarop opraHu3aiy, JaHHbIE KOTOPOH MEHSOTCS. — HACHTH(UKAIMOHHAS HHOPMALS
[Tycroe 3HaueHue, eciy COOBITHE 3aBEPIIMIOCH HEYCIICITHO HCTOYHHKA COOBITHA Ge3omacHoCTH;
cs2Label @OUKCHPOBAHHOE 3HAYCHUE — - ~ Pe3yIbTaT COOBITHA Ge3onacHoCTH
orderUid
cs2 Wnentudukatop 3asiBKu W nentudukaTop 3assBKM, Ha OCHOBaHUH KOTOPOU MPOHU30IILIO
COOBITUE U3MEHEHUS JTAHHBIX OPTaHU3aIUH
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — COOBITHE 3aBEPILNIOCH YCIELIHO;
— failure — coObITHE 3aBepLIMIOCH HEYCIICIIHO
CoObITHE Hayana co3gaHus ORGANIZATION_BLOCKI | dtz @OUKCUPOBAHHOE 3HAUYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(pUKCUPOBAHO COOBITHE CoObITHE PUKCHPYET MOMEHT Haudajia
3asiBKM Ha OJTIOKUPOBaHUE NG_ORDER_CREATE_STA Europe/Moscow (UTC). CO3/1aHHUS 3asiBKM Ha OJIOKHMpPOBaHUE
OpraHu3aIu RT JlorupoBanue coObITHI 6€30MaCHOCTH MPOU3BOJIUTCS B OpraHu3aliy B CUCTEME.
4acoBOM Mosice MOCKBBI OUKCUPYIOTCS CIEAYIOIINE TapaMeTphl:
source @OuUKCHPOBaHHOE 3HAUCHUE — HcTouHuk coObITUsI 0€30MacCHOCTH — TUN COOBITHSI 0€30MaCHOCTH;
XIDBOX — JlaTa ¥ BpeMs COOBITHS 0€3011aCHOCTH;
suid Wnentudukarop npopunst Y3 | Unentudukarop npoduis V3 mosb3oBarensi, KOTOPbIi — HICHTHUKAIMOHHAs HHOPMALIHs
HOJIb30BATEIs MHNIIUPYET CO3/[aHNe 3asBKN Ha OJOKHPOBAaHME oprapmsamuy | ACTOTHHKA cobprist GezonacnocTy;
csllabel ®dukcupoBaHHOE 3HAYCHUE — - ~ Pe3YJILTAT COOBITHS Oe3onacHocTn
objectUid
csl Wnentudukarop opranmzanuu | MneHtudukarop opraHu3aiuu, 1aHHbIE KOTOPO MEHSIOTCS.
[Tycroe 3HaveHue, eciy COOBITHE 3aBEPIIMIOCH HEYCIICIITHO
cs2Label dUKCHPOBAHHOE 3HAYCHUE — -
orderUid
Ccs2 Wnentudukarop 3asBKu Wnentudukatop 3asBKH, HA OCHOBAHUH KOTOPOH MPOU3OIILIIO
cOOBITHE U3MEHEHUS JTAaHHBIX OpPraHU3aluN
outcome PesynbTat coObITHS Bo3MoskHbIE 3HAUEHUS:
— SUCCESS — cOOBITHE 3aBEPIINIOCH YCIELTHO;
— failure — coObITHE 3aBEpUIMIOCH HEYCHIEIITHO
CoOnbitue cozpanus 3assBku Ha |ORGANIZATION _BLOCKI | dtz duKCHUpOBaHHOE 3HAYCHUE — YacoBotii 1osic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CobpiTHE PUKCUPYET MOMEHT CO3JTaHUS

OJIOKMpPOBAaHHME OpPTaHU3AIUN

NG_ORDER_CREATE_FINI
SH

Europe/Moscow

(UTC).
JlorupoBanue coOBITHI OE30MTACHOCTH MPOU3BOIUTCS B
4acOBOM I0sce€ MOCKBBI

3asiBKM Ha OJIOKMPOBAHUE OpPraHU3aluU B
CHCTEME.
DUKCUPYIOTCS CIENYIOIINE TapaMEeTPBbI:

)¢ DBOX
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X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
source @UKCUPOBAHHOE 3HAUYEHUE — HcTounuk coObITUsI 6€30MacHOCTH — THUII COOBITUS O€30MaCHOCTH;
XIDBOX — J1aTta U BpeMs COOBITHS 0€3011aCHOCTH,
suid Wnentudukatop npodpmng Y3 | Unentuduxarop npodmis Y3 noiap30BaTes, KOTOPbIA — HACHTH(HUKAMOHHAs HHPOPMALUs
MOJTb30BATENS MHULUUPOBAJ CO3/JaHME 3asBKH Ha OIIOKMPOBaHHUE MCTOYHHKA COOBITHS OE3011aCHOCTH;
OpraHM3aIMH — pe3yJbTaT COOBITHUS OE30MaCHOCTH
csllabel DHUKCHPOBAHHOE 3HAYECHUE — -
objectUid
csl Wnentudukatop opranuzauuu | MneHTuduxarop opraHu3aiy, JaHHbIE KOTOPOH MEHSIOTCS.
[Tycroe 3HaueHue, eciu COOBITHE 3aBEPIINIOCH HEYCIICITHO
cs2Label DHUKCHPOBAHHOE 3HAYEHUE — -
orderUid
Ccs2 Wnentudukarop 3asBKu Wnentudukatop 3asBKH, HA OCHOBAHUH KOTOPOH MPOU3OIILIIO
COOBITHE U3MCHECHHS TAHHBIX OPTaHU3aINN
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIIEIIHO;
— failure — coObITHE 3aBEPUIMIOCH HEYCHCITHO
CoObbiTHe OJOKMpPOBAHUS ORGANIZATION_BLOCKI | dtz PuKCHUPOBAHHOE 3HAYEHUE — YacoBoii mosic, B KOTOpOM ObLITO 3a(pUKCUPOBAHO COOBITHE CobbiTHe QukcupyeTr OJI0KMpOBaHUE
OpraHu3aluu NG Europe/Moscow (UTC). OpraHM3allly B cUCTEME (JIOTUPYETCs B
JlorupoBanue coObITUI OE30MTaCHOCTH ITPOU3BOIUTCS B MOMEHT Iepexo0/ia 3asiBKU Ha OJOKHUpPOBaHUE
9acoBOM Mosice MOCKBBI OpraHuzalyy B UHAIEHOE COCTOSHUE).
source OUKCUPOBAHHOE 3HAYECHUE — Ncrounnk coObITHS 0€301TaCHOCTH DUKCUPYIOTCS CIIEIYIONINE TapaMETPHI:
XIDBOX — TUN cOOBITUs 6€30MaCHOCTH;
suid Wnentudukarop npopuna ¥3 | Unentuduxarop npodmiis Y3 nonb3oBaress, KOTOPbIA — J1ata U BpeMs COObITHS OE30MaCHOCTH,
I10JIb30BATENA MHUIMKPOBaI OJIOKUPOBAaHUE OPraHU3aIH — HCHTH(UKAMOHHAS HHPOPMALS
cs1label DUKCHPOBAHHOE 3HAYCHHE — — MCTOYHUKA COOBITHS 0€30IaCHOCTH;
objectUid — pe3yabTaT cCOOBITUSI O€30MaCHOCTH
csl WNnentudukarop opranm3anvu | MaeHTudukarop opraHu3aiim, TaHHbIE KOTOPOW MEHSFOTCS.
[Tycroe 3HaueHue, eciy COOBITHE 3aBEPIINIOCH HEYCIICIITHO
cs2Label dUKCHPOBAHHOE 3HAYCHUE — -
orderUid
Ccs2 Wnentudukatop 3asBKu Wnentudukatop 3asBKH, HA OCHOBAHUH KOTOPOH MPOU3OIILIO
cOOBITHE U3MEHEHUS JTAaHHBIX OpPraHU3aluN
outcome Pesynbrar coObITHS Bo3MoxHbIE 3HAUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCTIEIIHO;
— failure — coObITHE 3aBEepUIMIOCH HEYCHIEIITHO
CoObITHS, CBSI3aHHBIE C POJIEBOH MO/E/IbI0, possMu U 30
CoObITHe Hayasa co3JaHus ROLE_MODEL_LOADING_ | dtz DUKCUPOBAHHOE 3HAUYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHE (UKCHpPYET MOMEHT Haydaia
3asBKH Ha 3arpy3ky poneBoit |ORDER_CREATE_START Europe/Moscow (UTC). CO3/1aHHUS 3asIBKU Ha 3arpy3ky poseid u 30.
MOJIeNN JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOJIUTCS B DuKCcHpYIOTCS CIEAYIOIINE TapaMeTphl:
yacoBOM mosice MOCKBBI — TUN cOOBITUsI 6€30MaCHOCTH;
source DUKCUPOBAHHOE 3HAYECHUE — Hcrounnk coObITHS 0€30TTaCHOCTH — JaTa v BpeMsi COOBITHs OE30MacHOCTH;
XIDBOX — UJICHTU(PUKAITMOHHAS HH(POPMAITUS
suid Wnentudukatop npodpuns Y3 | Unentuduxarop npoduis Y3 noiabp3oBaTens, KOTOPbIA HCTOMHUKA COOBITHS OE30MaCHOCTH,

II0JIB30BaTCIIA

MHHUIMKAPOBAI mporece pabotsl ¢ 30

— pe3yabTaT COOBITHSI OE30ITaCHOCTH;

)¢ DBOX
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X-IDBox
Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
cs3Label dukcupoBaHHOE 3HAYCHUE — - — CyOBEKT J0CTyIa
infoSystemUid
cs3 TexHnueckoe HAMMEHOBaHUE NC, koTopoii 3arpyxaercs pojieBas MOJIEIb
(maemonuka) UC
outcome PesynbraT coObITHs Bo3MoskHbIE 3HaUEHUS:
— SUCCESS — COOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIICIITHO
CoOpiTre coznanus 3asBku Ha | ROLE_MODEL_LOADING_ | dtz @UKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObITHe (PUKCHPYET MOMEHT CO3/1aHUS
3arpy3Ky poJICBOH MOJICITH ORDER_CREATE_FINISH Europe/Moscow (UTC). 3asBKH Ha 3arpy3ky poseit u 30.
JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B @OuUKCHPYIOTCS CIIEAYIONINE TapaMeTpPhI:
YacoBOM I10sice MOCKBEI — THII COOBLITHS O€30MMaCHOCTH,
source @DUKCUPOBAHHOE 3HAYEHUE — HcTouHuk coObITUs 0€30MacCHOCTH — Jata ¥ Bpemsi cOObITHsI O€30MaCHOCTH;
XIDBOX — uACHTU(UKAIIMOHHAS HHPOpMALIUs
suid Wnentudukarop npodpmns Y3 | Unentuduxarop npoduist Y3 moiabp30BaTes, KOTOPbIA HCTOMHUKA COOBITHS OE30MaCHOCTH,
MOJTb30BATEIS MHUIMKAPOBAI mporecc padotsl ¢ 30 ~ Pe3yIETaT cobLITas GesonacHOCTH,
cs3Label OUKCUPOBAHHOE 3HAYECHUE — NC, xoTopoii 3arpyxkaetcst posieBas MOICIb ~ cybrexT noctyma
infoSystemUid
cs3 TexHuueckoe HaMMEHOBaHUE NC, xoTopoii 3arpyskaeTcs posieBas MoJelb
(maemonuka) MC
cs2Label DUKCUPOBAHHOE 3HAYCHUE — —
orderUid
cs2 WNnentudukarop 3as1BKu WnentuduxaTop 3asBKH, 10 KOTOPOI 0XKHUAAETCS 3arpy3Ka
pOJIEBOM MOJEIHN
outcome PesynbTat cobbITHS Bo3MoxHbIE 3HAaUEHUA:
— SUCCESS — COOBITHE 3aBEPIIUIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPITHIIOCH HEYCIIEIITHO
CoObITHE 3aBEpILIECHUS ROLE_MODEL_LOADING_ | dtz PUKCHUPOBAHHOE 3HAYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObITHE PUKCHPYET MOMEHT Haudajia
nporiecca padbotsi ¢ 30 FINISH Europe/Moscow (UTC). CO3JIaHMsI 3asIBKU Ha 3arpy3Ky poJjei u 30
JlorupoBanue coObITHI OE30MMaCHOCTH MTPOU3BOJIUTCS B (Jtorupyercsi B MOMEHT IIepexo/ia 3asBKU Ha
4acoBOM Mosice MOCKBBI 3arpy3ky poieit u 30 B puHaIBbHOE
source OUKCUPOBAHHOE 3HAYEHUE — HcTouHuk coObITUsI 0€30MacCHOCTH COCTOSIHUE).
XIDBOX DUKCUPYIOTCS CIENYIOIINE TapaMeTpBbI:
suid Wnentudukatop npodpung Y3 | Unentuduxarop npoduis Y3 noiab3oBartesns, KOTOPbIA — THUII COOBITHS O€30IaCHOCTH;
TOJIE30BATENS MHMIMKMPOBAJ Iporecc pabotsl ¢ 30 — J1aTa ¥ BpeMs COOBITHsI 6€30MaCHOCTH;
cs3Label dUKCHPOBAHHOE 3HAYCHUE — N C, xoTopoii 3arpyskaeTcs poseBas MOJICIb — HACHTH(HUKAMOHHAs HHPOPMAI[Us
infoSystemUid HMCTOYHHKA COOBITHS O€30MTaCHOCTH,
cs3 TexHuueckoe HaMMEHOBAaHUE NC, xoTopoii 3arpyskaeTcs posieBas MOJIEINb ~ PE3YIbTaT COOBITHA Ge30MacHOCTH,
— CyOBEKT JocTyIa
(maemonuka) MC
cs2Label @DUKCUPOBAHHOE 3HAYECHUE — —
orderUid
cs2 Wnentudukarop 3as1BKu WnentudukaTop 3asBKH, HA OCHOBAaHUHU KOTOPOH OKUIaeTcs
3arpy3Ka poJIeBON MOAEIH
outcome PesynbTat coObITHS Bo3MoxHbIE 3HAaUEHUA:

— SUCCESS — COOBITHE 3aBEPIIMIIOCH YCIIEIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO

)¢ DBOX

127




1IpuioxxeHue b

HOHOHHI/ITGIIBHBIG JaHHBIC O COOBITHSX 0€30MaCHOCTH

PykoBoncTBo anMuHuCTpaTopa

X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
CoObITHe Hayasa CoO3JaHus ROLE_MODEL_CHANGE_ | dtz @UKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObITHE (UKCHpPYET MOMEHT Hadaia
3asiBKM HA U3MEHEHUE ORDER_CREATE_START Europe/Moscow (UTC). CO3/IaHUS 3asIBKU HA N3MEHEHHUE POJICBOM
POJIEBOM MOZEIIH JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B MOJICIIN.

4acoBOM Mosice MOCKBBI OUKCUPYIOTCS CIEAYIOIINE TapaMeTphl:
source OuKCHpPOBaHHOE 3HAUCHUE — HcTounuk coObITHs 0€301aCHOCTH — THUII COOBITHS 0€30TIaCHOCTH,
XIDBOX — JlaTa v BpeMsi COOBITHS OE30MacHOCTH;
suid Wnentudukatop npodpung Y3 | Unentuduxarop npodmis Y3 noiabp30BaTens, KOTOPbIA — HACHTH(UKAIHOHHAS HHPOPMALHS
MOJIb30BATENS MHUIIUPYET CO3/1aHUe 3asBKH, B PAMKaX KOTOpPOi n3MeHsercs | ACTOIHHKA cobrITHA besonacHoCTH;
pOJIeBAT MOTEIIb. — pe3yJsbTaT coOBITHS OE30MacCHOCTH;
Eciu 3arpy3ka JaHHbIX 6bL1a uepes API — kimou «suid» B ore | cybpexT poctyna
MyCTOU
cs3Label DHUKCHPOBAHHOE 3HAYEHUE — -
infoSystemUid
cs3 TexHn4eckoe HAMMEHOBaHUE HC, y koTOpoil MeHsIETCsl poJieBasi MOJIEINb
(maemonuka) MUC
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIICIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoOniTre co3nanus 3asBku Ha |ROLE_MODEL_CHANGE_ | dtz PuUKCHUPOBAHHOE 3HAYEHUE — YacoBoii mosic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObbITHE PUKCUPYET MOMEHT CO3/IaHus
u3menenue posiesoil momenn |ORDER_CREATE_FINISH Europe/Moscow (UTC). 3asiBKM Ha U3MEHEHHE POJIEBOI MOJIEIH.
JlorupoBanue coObITHI 6€30MaCHOCTH POU3BOIUTCS B OUKCUPYIOTCS CIEAYIOIINE TapaMeTphl:
4acoBOM Mosice MOCKBBI — TUN cOOBITHsI 6€30MaCHOCTH;
source OUKCUPOBAHHOE 3HAYECHUE — Ncrounnk coObITHS 0€301TaCHOCTH — J1aTa v BpeMs COOBITHS OE30MacHOCTH;
XIDBOX — UAeHTU(PUKAIMOHHAA WH(OpMAIUs
suid Wnentudukatop npodpung Y3 | Unentuduxarop npodumis Y3 noiab3oBaresns, KOTOPbIA HCTOMHUKA COOBITHS O€30MaCHOCTH;
MOJIb30BaTENs VHUIUMPYET CO3IaHME 3a9BKH, B pAMKaxX KOTOPOM U3MEHAETCS | Pe3YIIETAT COOBITHS GE30NACHOCTH;
poJieBast MOJIENb. — cyOBeKT JocTyIa
Ecnu 3arpy3ka nanneix 6puta yepe3 API — kimrou «suid» B nore
IIyCTOU
cs3Label dUKCHPOBAHHOE 3HAYCHUE — -
infoSystemUid
cs3 TexHu4yeckoe HANMEHOBAHHE HC, y koTOpoit MeHsieTcs poJieBasi MOJIENb
(maemonuka) MC
cs2Label @OUKCUPOBAHHOE 3HAYECHUE — —
orderUid
cs2 Wnentudukarop 3as1BKu Wnentudukatop 3asBKH, HA OCHOBAaHUU KOTOPOH OKUIaeTcs
W3MEHEHHUE POJIEBON MOJIENH
outcome PesynbTat cobbITHS Bo3moxHbIe 3HAYCHHS:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICITHO;
— failure — coObITHE 3aBEPIITHIIOCH HEYCIIEIITHO
CoOrbiTre usmenenus poneBoii |ROLE_MODEL_CHANGE_F | dtz DUKCUPOBAHHOE 3HAUYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHe PUKCHPYET U3MEHEHUE POJICBOM

MOJICITH INISH Europe/Moscow (UTC). MOJICNTH (JIOTHPYETCS B MOMEHT TIepexo/ia
JlorupoBanue coOBITHI OE30MTACHOCTH MPOU3BOIUTCS B 3asBKM Ha u3MeHeHue poseit u 30 B
9aCOBOM Mosiceé MOCKBBI (bMHATEHOE COCTOSHUE).
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X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
source PUKCUPOBAHHOE 3HAYEHUE — HcTounuk coObITUsI 6€30MacHOCTH PukcUpyIOTCA CIEAYIOIIME TapaMeTphl:
XIDBOX — THO COOBITUA OE30IIaCHOCTH,
suid Wnentudukatop npodpung Y3 | Unentuduxarop npodmis Y3 noiabp30BaTes, KOTOPbIA — Jiata ¥ BpeMsi cOObITHs OE30I1aCHOCTH;
MOJIB30BATEIA WHUIMUPYET CO3/IaHUE 3aBKH, B paMKaX KOTOPOW U3MEHSIETCS | — H/ICHTU(UKALMOHHAS HHOPMALHSE
pOJIeBast MOJICIT. MCTOYHUKA COOBITHS 0€30MacHOCTH;
Ecim 3arpyska qaHHbIX Obuta uepe3 API — kimou «suid» B tore | ~ P e3yJIbTAT COObITHA Ge30nacHoCTH;
nycroit — CyOBEKT JocTyIa
cs3Label dUKCHPOBAHHOE 3HAYCHUE — -
infoSystemUid
cs3 TexHnueckoe HAMMEHOBaHUE NC, y KoTOpoil MEHsIETCS POJIEBasi MOJEINb
(maemonuka) MC
cs2Label DHUKCHPOBAHHOE 3HAYEHUE — -
orderUid
cs2 WNnentudukarop 3as1BKu W nentudukatop 3asiBKM, HA OCHOBAaHUM KOTOPOW TPOHU3OIILIO
WU3MEHEHUE POJIEBOM MOJIEIHN
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — COOBITHE 3aBEPIIUIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoObITHE Havana co3aaHus ROLE_CHANGE_ORDER_C | dtz PuKCHUPOBaHHOE 3HAYEHUE — YacoBoii mosic, B KOTOpOM ObLITO 3a(hUKCUPOBAHO COOBITHE CoObbITHE PUKCHPYET MOMEHT Haudajia
3asBKM Ha M3MEHECHHE POJIH REATE_START Europe/Moscow (UTC). CO371aHUs 3asIBKM Ha U3MEHEHUE JaHHBIX
JlorupoBanue coObITHI OE30MMACHOCTH MTPOU3BOJIUTCS B poiu.
4acOBOM Mosice MOCKBBI PuKCcHpyIOTCA CIEAYIOIINE TapaMeTphI:
source OUKCUPOBAHHOE 3HAYECHUE — Ucrounnk coObITHS 0€301TaCHOCTH — THUII COOBITUS O€30MaCHOCTH,
XIDBOX — J1aTa v BpeMs COOBITHS OE30MacHOCTH;
suid Wnentudukatop npodpung Y3 | Unentuduxarop npodmis Y3 noib3oBaresns, KOTOPbIH — HJCHTH(UKAIMOHHAS HHPOPMALS
MOJIb30BaTeNs WHUIUUPOBAT U3MEHEHHUE POJIH MCTOUHMKA COOBITHS Oe3onacHocTH;
csllLabel DuKCHUPOBAHHOE 3HAYEHUE — — ~ P3YJILTAT COOBITHA Oe30nacHOCTH;
objectUid — cyOBeKT JocTyna
csl Wnentudukarop ponu NnentudukaTop M3MEHEHHONU POIU
outcome PesynbTat coObITHS Bo3MoxHbIE 3HAaUEHUSA:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICITHO;
— failure — coObITHE 3aBEPIITHIIOCH HEYCIIEIITHO
CoObitue coznanus 3assBku Ha |ROLE_CHANGE_ORDER_C | dtz PuUKCHUPOBAHHOE 3HAYEHUE — YacoBoii mosic, B KOTOPOM ObLITO 3a(hUKCUPOBAHO COOBITHE CoObiTHE PUKCUPYET MOMEHT CO3/IaHus
W3MEHEHUE POJIH REATE_FINISH Europe/Moscow (UTOC). 3asBKM Ha M3MEHEHHE JTAHHBIX POJIH.
JlorupoBanue coObITHI OE30MTaCHOCTH MTPOU3BOJIUTCS B DUKCHPYIOTCS CIEAYIONINE TapaMeTPhI:
yacoBOM mosice MOCKBBI — THUII COOBITHS 0€30MaCHOCTH,
source DUKCUPOBAHHOE 3HAYECHUE — Hcrounnk coObITHS 0€30TTaCHOCTH — JlaTa v BpeMs COOBITHs OE30MacHOCTH;
XIDBOX — UAeHTU(PUKAIMOHHAS WH(POpMAITUs
suid Wnentudukatop npodpung Y3 | Unentuduxarop npodmis Y3 noiabp3oBaresns, KOTOPbIi HCTOMHUKA COOBITHS O€30MaCHOCTH,
TMOJIb30BaTEeNs WHUIIUUPOBAT U3MEHEHHUE POJIH ~ pesynLTaT cobrITis GesomacHocT,
csllLabel duKcUpOoBaHHOE 3HAYCHUE — - ~ CybrexT aoctyna
objectUid
csl Nnentuduxarop ponu Nnentndukarop n3MeHEHHOH oI
cs2Label DUKCUPOBAHHOE 3HAYCHHUE — -

orderUid
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X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
cs2 Wnentudukatop 3asiBKU WnentudukaTop 3asBKH, HA OCHOBAHUH KOTOPOW OXKHUIAETCS
COOBITHE U3MEHEHHSI JTAaHHBIX POJIU
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coGbITHE 3aBepHIIMIOCH HEYCIEIIHO
CoObITHE U3MEHEHUS POJIH ROLE_CHANGE dtz DuKCHpOBaHHOE 3HAYEHUE — YacoBotii 1osic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoOpiTHE PUKCUPYET H3MEHEHHE JaHHBIX
Europe/Moscow (UTC). posu (JIOTHPYETCsS B MOMEHT Iepexoia
JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B 3asBKH Ha M3MEHEHUE JTAHHBIX POJIU B
4acoOBOM T0sice MOCKBBI (uHaTBEHOE COCTOSTHHE).
source DUKCUPOBAHHOE 3HAYECHUE — HcTounuk coObITHS 6€30MaCHOCTH QUKCUPYIOTCS CIIEAYIOIINE TapaMETPBI:
XIDBOX — THO COOBITUA 0E30IIACHOCTH,
suid Wnentudukarop npopuns Y3 Wnentudukarop npopuis Y3 noab3oBaressi, KOTOPbII — J1aTa ¥ BpeMsi COObITHsI 6€3011aCHOCTH;
MOJIL30BaTENS WHUIMUPOBAJl U3MEHEHHUE POJIU — uieHTHUKANMOHHAs HHpOpMALHs
csilabel DUKCHPOBAHHOE 3HAUCHHE — _ MCTOYHUKA COOBITHS 0€30MacHOCTH,
objectUid — pe3ysbTaT COOBITHS OE30MacCHOCTH;
csl Wnentudukarop ponu WnentudukaTop N3MEHEHHOH pOJIH ~ CyObeKT foctyna
cs2Label DHUKCHPOBAHHOE 3HAYEHUE — -
orderUid
Ccs2 Wnentudukarop 3asBKu Wnentudukatop 3asBKH, HA OCHOBAaHUU KOTOPOU MPOU3OIILIO
COOBITHE U3MEHEHUSI TAaHHBIX POJIN
outcome Pesynbrar coObITUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPILNIOCH YCIELIHO;
— failure — coGbITHE 3aBepLIMIOCH HEYCIICIIHO
Co0bITHS1, cBa3anHble ¢ UC
CoObITHe Hayana co3aHus IS_REGISTRATION_ORDER | dtz DUKCUPOBAHHOE 3HAUYECHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHE (PUKCHpPYET MOMEHT Haydaia
3asBkU Ha peructpanuio UC | _CREATE_START Europe/Moscow (UTC). co3aaHus 3asBKU Ha peructpaunto NC.
JlorupoBaHue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B @uUKCHPYIOTCS CIIEAYIONINE TTapaMeTPhI:
4acoBOM Mosice MOCKBBI — TUN cOOBITHS 6€30MaCHOCTH;
source OUKCUPOBAHHOE 3HAYECHUE — Ncrounnk coObITHS 0€30MTaCHOCTH — J1aTa v BpeMs COOBITHS OE30MacHOCTH;
XIDBOX — UaeHTU(PUKAIMOHHAS WH(POpMAIIUs
suid Wnentudukatop npodpung ¥Y3 | Unentuduxarop npodumis Y3 noiab3oBaresns, KOTOPbIH HCTOMHHUKA COOBITHS O€30MaCHOCTH;
MOJIb30BATENS MHUIIMMPOBAI CO3/1aHue 3as1BKH Ha peructpanuio NC ~ Pe3yNBTAT COOBITHA GesonacHocTH;
— CyOBEKT JocTyIa
cs3Label dUKCHPOBAHHOE 3HAYCHUE — -
infoSystemUid
cs3 Wnentudukarop UC HC, koTOpyI0 perucTpupyror
outcome PesynbraT coObITHs Bo3MoykHbIE 3HAUEHUS:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICITHO;
— failure — coObITHE 3aBEPIITHIIOCH HEYCIIEIITHO
CoOniTre coznanus 3asBku Ha |IS_REGISTRATION_ORDER | dtz DUKCUPOBAHHOE 3HAUYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHE (PUKCHPYET MOMEHT CO3/1aHUS
peructparnmo MC _CREATE_FINISH Europe/Moscow (UTC). 3asBKH Ha peructpanuto 1C.
JlorupoBaHue coObITHII 6€30MaCHOCTH TPOU3BOIUTCS B @OuKCHPYIOTCS CIIEAYIONIHE TTapaMeTPhI:
9acoBOM 1osice MOCKBBI — TUN cOOBITHS 6€30MaCHOCTH;
source duKCHUpOBaHHOE 3HAYCHUE — Hcrounnk coObITHS 0€301TaCHOCTH — JlaTa v BpeMsi COOBITHS OE30MacHOCTH;

XIDBOX

— UJICHTU(PUKAITMOHHAS HH(POPMAITUS
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X-IDBox
Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
suid Wnentudukatop npodpmns Y3 | Unentuduxarop npoduis Y3 noiabp30BaTes, KOTOPbIA MCTOYHHKA COOBITUS 0€301acHOCTH;
HOJIB30BATEIIs MHULIUHpOBa peructparmio MC — pe3ynbTaT COObITHS 6€301aCHOCTH;
cs3Label dukcupoBaHHOE 3HAYCHUE — - — CyOBeKT 0cTyIa
infoSystemUid
cs3 Nnentuduxarop MC NC, xoTopyto perucTpupyror
cs2Label DUKCHPOBAHHOE 3HAYCHUE — -
orderUid
cs2 Wnentudukatop 3asiBKU W nentudukaTop 3asBKH, HA OCHOBAHUH KOTOPOW OXKHIAETCS
cobbiTue peructparuu UC
outcome PesynbraT coObITHs Bo3MoskHbIE 3HaUEHUS:
— SUCCESS — COOBITHE 3aBEPIINIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
Coo6biTe perucrpanuu UC IS_REGISTRATION dtz @DUKCUPOBAHHOE 3HAUYECHUE — YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoOpitue pukcupyer coznanue NC
Europe/Moscow (UTC). (JIorupyeTcsi B MOMEHT Iepexo/ia 3asiBKH Ha
JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B peructpanuio C B punansHOE
9acoOBOM T0sic€ MOCKBBI COCTOSIHUE).
source @DUKCUPOBAHHOE 3HAYEHUE — HcTouHuk coObITUs 0€30MacCHOCTH @DuKCUPYIOTCS ClIEAYIOIINE TapaMeTphl:
XIDBOX — THII COOBITHS 0€30MacCHOCTH,
suid - Unentudukatop npoduns Y3 nonbp3oBatens, KOTOPBIIA — JlaTa ¥ BpeMs COOBITHs O€30M1aCHOCTH;
MHULUAPOBAN perucrpamuo UC — uACHTUUKAIMOHHAS HHPOPMALIUS
cs3Label DUKCHPOBAHHOE 3HAUCHHE — _ MCTOYHHKA COOBITUS 0€3011aCHOCTH;
infoSystemUid — pe3yiabTaT COOBITHS 0€30MacHOCTH;
cs3 Wnentudukarop UC NC, KOTOpYyIO pErUCTPUPYIOT - cyOrexT aoctyna
cs2Label ®dukcupoBaHHOE 3HAYCHUE — -
orderUid
cs2 WNnentudukarop 3as1BKu WNnentudukatop 3asBKH, HA OCHOBAaHUU KOTOPOW MPOU3OIILIO
coObITHe co3nanus 1C
outcome Pesynbrar coObITUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPIITHIIOCH HEYCIIEIITHO
CoObITHe Hayana co3aHus IS_ CHANGE_ORDER_CRE | dtz DUKCUPOBAHHOE 3HAUYECHUE — YacoBoii nosic, B KOTOpOM ObLIIO 3a(hUKCHPOBAHO COOBITHE CoObITHE (PUKCHpPYET MOMEHT Haydania
3asBKM Ha u3MmeHnenue MC ATE_START Europe/Moscow (UTC). CO3/71aHusl 3asIBKM Ha U3MEHEHHUE JaHHBIX
JlorupoBanue coObITHI OE30MTaCHOCTH MTPOU3BOJIUTCS B ncC.
4acoBOM nosice MOCKBBI PuKcHpyIOTCA CAEAYIOIINE TapaMeTphI:
source DUKCUPOBAHHOE 3HAYECHUE — Hctoynuk coObITHS 0€30I1aCHOCTH — THII COOBITUS OE€30IIACHOCTH,
XIDBOX — JlaTa v BpeMs COOBITHs OE30MacHOCTH;
suid Wnentudukatop npodpung Y3 | Unentuduxarop npodmis Y3 noiab3oBartesns, KOTOPbI — HJCHTH(UKAIMOHHAS HHPOPMALHS
MOJIb30BATENS MHUIMMIPOBAI U3MeHeHHe JaHHbIx NC HCTOMHUKA COOBITHS O€30MaCHOCTH;
cs3Label @OUKCUPOBAHHOE 3HAYECHUE — — ~ PE3YJILTAT COOBITHS GesonacHocTy;
infoSystemUid ~ cybrexT foctyma
cs3 Unentuduxarop NC NC, xoTopas usmeHsiercs
outcome Pesynbrar coObITHS Bo3MokHbIE 3HAUEHUS:

— SUCCESS — COOBITHE 3aBEPIIMIIOCH YCIIEIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
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X-IDBox
Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
CoOniTre coznanus 3asBku Ha |IS_CHANGE_ORDER_CRE | dtz @UKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObITHe (PUKCHPYET MOMEHT CO3/1aHUS
n3menenue MIC ATE_FINISH Europe/Moscow (UTC). 3asiBKM Ha m3MeHeHue qaHHbix MC.
JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B @uUKCHPYIOTCS CIIEAYIONINE TapaMeTpPhI:
4acoBOM I0sice MOCKBEI — THI COOBITHA OE€30IIaCHOCTH,
source OuKCHpPOBaHHOE 3HAUCHUE — HcTounuk coObITHs 0€301aCHOCTH — JaTa ¥ Bpemsi cOObITHsI O€30MIaCHOCTH;
XIDBOX — UJACHTU(PUKAIMOHHAS WH(POPMAITUS
suid Wnentudukatop npodpung Y3 | Unentuduxarop npodmis Y3 noiabp30BaTens, KOTOPbIA HCTOMHUKA COOBITHS OE30MaCHOCTH;
MOJIb30BATENS MHHUIMMPOBAI U3MeHeHHne JanHbIx NC ~ PesyILTaT cobLITHs GesomacHoCTH,
cs3Label dUKCHPOBAHHOE 3HAYCHHUE — - ~ cybrexT noctyna
infoSystemUid
cs3 Wnentudukarop UC NC, xoTopas usmeHnsercs
cs2Label DHUKCHPOBAHHOE 3HAYEHUE — -
orderUid
cs2 WNnentudukarop 3as1BKu W nentudukaTop 3asBKH, HA OCHOBAaHUH KOTOPOW OXKHUIAETCS
n3menenue NC
outcome PesynbTat cobbITHS Bo3MoxHbIE 3HaUEHUSA:
— SUCCESS — COOBITHE 3aBEPIIUIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPIIHNIIOCH HEYCIIEIITHO
Coo6biTne msmenenus MC IS_CHANGE dtz PuKCUPOBAHHOE 3HAYEHUE — YacoBoii mosic, B KOTOpOM ObLITO 3a(hUKCHUPOBAHO COOBITHE CoObITHE QPUKCUPYET U3MEHEHHUE JaHHBIX
Europe/Moscow (UTC). UC (1orupyercs B MOMEHT Tiepexojia
JlorupoBanue coObITHI OE30MTACHOCTH MPOU3BOIUTCS B 3asBkH Ha n3MeHenue MC B ¢puHanmpHOE
9acOBOM T10sic€ MOCKBBI COCTOSIHUE).
source OUKCUPOBAHHOE 3HAYECHUE — Ucrounnk coObITHS 6€301TaCHOCTH DUKCUPYIOTCS CIIEIYIONINE TapaMETPHI:
XIDBOX — THII COOBLITHS O€30MMacHOCTH,
suid Wnentudukatop npodpung Y3 | Unentuduxarop npodmiis Y3 noib3oBaresns, KOTOPbIHA — J1aTa ¥ BpeMs COOBITHsI 6€30M1aCHOCTH;
MOJIL30BaTEI MHULIMUPOBaAI n3MeHeHne qanubix MC — UICHTU(UKAMOHHAS HHPOPMALHS
cs3Label DUKCHPOBAHHOE 3HAUCHIE — _ HCTOYHUKA COOBITHS 0€30MacHOCTH,
infoSystemUid — pe3yabTaT COOBITHS 0€30MacHOCTH;
cs3 Wnentudukarop UC NC, xoTopas u3MeHsercs ~ CyObeKT foctyna
cs2Label dukcupoBaHHOE 3HAYCHUE — -
orderUid
Ccs2 Wnentudukarop 3asBKu Wnentudukatop 3asiBKH, Ha OCHOBAaHUM KOTOPOW MPOH30IILIO
n3menenue NC
outcome Pesynbrar coObITHS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIINIOCH YCIELTHO;
— failure — coObITHE 3aBEpUIMIIOCH HEYCHIEIITHO
CoObITH, cB3anHbie ¢ OLIC
CoObITHe Hayana co3JaHus ORG_STRUCTURE_REGIST | dtz DUKCUPOBAHHOE 3HAUYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHE (UKCHpPYET MOMEHT Hayania
3asBkH Ha co3aanue OLIC RATION_ORDER_CREATE Europe/Moscow (UTC). co3nanus 3asBku Ha coznanue OLLC y
_START JlorupoBanue coObITHI OE30MMaCHOCTH MTPOU3BOJIUTCS B OpraHu3alNH.
4acoBOM nosice MOCKBBI PuKcHpyIOTCA CAEAYIOIINE TapaMeTphI:
source duKCHUpOBaHHOE 3HAYECHUE — Hcroynuk coObITHS 0€30I1aCHOCTH — THII COOBITUS OE€30IIACHOCTH,
XIDBOX — JlaTa v BpeMsi COOBITHS OE30MacHOCTH;
csllLabel dukcupoBaHHOE 3HAYCHUE — - — HICHTH(UKAIMOHHAS HHPOPMALS

objectUid

HCTOYHHUKA COOBITHS O0E€30IIaCHOCTH,
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X-IDBox
Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
csl Wnentudukatop oprannzauuu | Mnentudukarop opranuzanuu, 1 KOTOPOi co3aaBaiach — pe3ylbTar coObITUS OE30IIACHOCTH;
oucC — cyOBeKT JocTyna
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoOpbitue cozpanus 3asBku Ha |ORG_STRUCTURE_REGIST | dtz DuKCHpOBaHHOE 3HAYEHUE — YacoBotii 1osic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoOpiTHE PUKCUPYET MOMEHT CO3JIaHUS
cozmanue OILIC RATION_ORDER_CREATE Europe/Moscow (UTC). 3asBku Ha coszganue OIIC y opranu3aium.
_FINISH JlorupoBanue coOBITHI OE30MMACHOCTH MTPOU3BOIUTCS B DUKCUPYIOTCS CIIEAYIOLIUE TapaMETPBI:
4acOBOM 10sice MOCKBBI — THUII COOBITUS O€30IaCHOCTH;
source @UKCUPOBAHHOE 3HAUYEHUE — HcTounuk coObITUs 6€30MacHOCTH — Jiata ¥ BpeMsi cOObITHs O€30I1aCHOCTH;
XIDBOX — uaeHTU(PUKAIMOHHAA HH(OpMaIUs
cs1Label DUKCHPOBAHHOE 3HAYCHHC — _ HCTOYHUKA COOBITHS 0€30TIaCHOCTH,
objectUid — pe3ysbTaT COOBITHS O€30MacHOCTH;
csl WNnentudukarop opranmzanuu | MneHtudukarop opraHu3aum, Uisl KOTOPOH cO3/1aBaiach ~ cybrexT noctyma
ouIC
cs2Label dUKCHPOBAHHOE 3HAYCHUE — —
orderUid
cs2 Wnentudukatop 3asiBKu W nenTudukaTop 3asiBKH, HA OCHOBAaHUHM KOTOPOU OXKHIAETCS
coObITie cozganusa OLIC
outcome Pesynbrar cobbiTUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCTIEIIHO;
— failure — coObITHE 3aBepLIMIOCH HEYCIICIIHO
Co0prtue cozmanust OLLIC ORG_STRUCTURE_REGIST | dtz @OUKCHPOBAHHOE 3HAYCHUE — YacoBoii mosic, B KOTOPOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoOritue pukcupyer coznanue OLIC y
RATION Europe/Moscow (UTC). opranuzanuu (JIOTHpyeTcss B MOMEHT
JlorupoBanue coObITHI 6€30MaCHOCTH MPOU3BOJIUTCS B nepexojia 3asBku Ha 3arpy3ky OILIC B
4acoBOM Mosice MOCKBBI (buHATBHOE COCTOSIHUE).
source @OuUKCHPOBaHHOE 3HAUCHUE — HcTouHuk coObITUsI 0€30MacCHOCTH OUKCUPYIOTCS CIEAYIOIINE TapaMeTphl:
XIDBOX — THII COOBLITHS O€30MMacHOCTH,
csllLabel duKcUpOoBaHHOE 3HAYCHUE — - — J1aTta v BpeMsi COOBITHS O€30I1acCHOCTH;
objectUid — UACHTUUKAIIMOHHAS HHPOPMAIIHS
csl Wnentudukatop opranuzaunu | Mnentudukarop opraHu3anuy, Ijisi KOTOPOH co3/iaBaiach HCTOTHHKA COOBITIA Ge30MacHOCTH;
OLIC — pe3yJsbTaT COOBITHS O€30MacHOCTH;
cs2Label OUKCUPOBAHHOE 3HAYECHUE — — ~ CyObeKT Joctyma
orderUid
cs2 Wnentudukarop 3as1BKu WNnentudukaTop 3asBKH, HA OCHOBAaHUU KOTOPOW MPOU3OIILIO
coObITie cozganusa OLIC
outcome PesynbTat cobbITHS Bo3moxHbIe 3HAYCHHS:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICITHO;
— failure — coObITHE 3aBEPIITHIIOCH HEYCIIEIITHO
CoObITHe Hayasa co3JaHus ORG_STRUCTURE_CHAN | dtz DUKCUPOBAHHOE 3HAUYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHE (PUKCHpPYET MOMEHT Hayania
3asBku Ha m3meHenue OILLIC  |GE_ORDER_CREATE_STA Europe/Moscow (UTOC). CO3JIaHUS 3assBKU Ha H3MCHCHHE
RT JlorupoBanue coOBITHI OE30MTACHOCTH MPOU3BOIUTCS B oApa3aeIeHU/ TOKHOCTEH/yPOBHEH
qacoBOM ITosice MOCKBEI MOJpa3IeJICHU Y OpraHu3aluu.
source duKCHUpOBaHHOE 3HAYCHUE — Hcrounnk coObITHS 0€301TaCHOCTH PukcupyroTCs CAEAYIOIINE TapaMeTphI:

XIDBOX

— THH COOBITUA OE30IIaCHOCTH
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X-IDBox
Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
csllabel PuUKCUPOBAHHOE 3HAYCHUE — — — J1aTta u BpeMs COOBITHS 0€3011aCHOCTH,
objectUid — UACHTUUKAIIMOHHAS WHPOPMAIIHS
csl Wnentudukatop opranuzauuu | MnenTudukarop opranuzanuu, 1 KOTOPOH U3MEHsETCS MCTOYHHKA COOBITHS OE3011aCHOCTH;
OI1IC — pe3ysbTaT COOBITHS 0€30MacHOCTH;
outcome PesynbraT coObiTus Bo3MoskHBIC 3HAUCHUS: — cyOBEeKT J0CcTymna
— SUCCESS — COOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIICIITHO
CoOniTre coznanus 3asBku Ha |ORG_STRUCTURE_CHAN | dtz @UKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObITHe (PUKCHPYET MOMEHT CO3/1aHUS
n3menenue OLIC GE_ORDER_CREATE_FINI Europe/Moscow (UTC). 3asiBKM Ha M3MEHEHUE
SH JlorupoBanue coOBITHI OE30MMACHOCTH MTPOU3BOIUTCS B MoIpa3/IelIeHU i/ TOHKHOCTEH/ ypOBHEH
4acoOBOM T10sic€ MOCKBBI MOJIpa3IeJICHUIl y OpraHu3aIlvu.
source ®OUKCHPOBAHHOE 3HAYCHUE — HcTounuk coObITHSI 0€30MaCHOCTH @DuKCUPYIOTCS ClIEAYIOIINE TapaMeTphl:
XIDBOX — THII COOBLITHS O€30MMaCHOCTH,
csllLabel DUKCUPOBAHHOE 3HAUYEHUE — — — JlaTa U BpeMs coObITUS OE30MacCHOCTH;
objectUid — uACHTUUKAIIMOHHAS HHPOPMALIUS
csl Wnentudukatop opranmzanuu | MneHTudukarop opranu3amum, 1 KOTOPOH H3MEHSETCS HCTOYHHKA COOBITHS Ge30MacHOCTI;
OL1IC — pe3ysbTaT COOBITHS O€30MacHOCTH;
cs2Label DHUKCHPOBAHHOE 3HAYEHUE — - ~ cybrext goctyna
orderUid
cs2 WNnentudukarop 3as1BKu W nentudukaTop 3asBKH, HA OCHOBAaHUH KOTOPOW OXKHUIAETCS
coObITe n3menenus OLLIC
outcome Pesynbrar coObITUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPILNIIOCH YCIELIHO;
— failure — coObITHE 3aBEPITHIIOCH HEYCIIEIITHO
CoOpbiTue nsmenenus OLLIC ORG_STRUCTURE_CHAN | dtz DUKCUPOBAHHOE 3HAYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHe pUKCHPYET U3MEHEHUS
GE Europe/Moscow (UTC). M0JIpa3 IeIICH U/ TOIDKHOCTEH/ ypOBHEH
JlorupoBanue coObITHI 6€30MaCHOCTH MPOU3BOJIUTCS B NOJIpa3/ieieHuil y opraHu3anuu
9acoOBOM T0sic€ MOCKBBI (JrormpyeTrcsi B MOMEHT Nepexo/1a 3asBKH Ha
source DuKCHUPOBAHHOE 3HAYEHUE — Ncrounnk coObITHS 0€301TaCHOCTH 3arpy3ky OILIC B ¢puHaNbHOE COCTOSIHUE).
XIDBOX PuKcHpyIOTCA CIEAYIOIIME TapaMeTphI:
csllabel DUKCUPOBAHHOE 3HAYECHUE — — — TUN cOOBITHS 6€30MaCHOCTH;
objectUid — JlaTa | BpeMs COOBITHS OC30MMacHOCTH;
csl Wnentudukatop opranuzauuu | Mnentudukarop opranuzaiuu, 1 KOTOPOH U3MEHseTCs — HIACHTHUKAIMOHHAT HHOPMALIHS
O1IC MCTOYHHKA COOBITUS 0€30MacHOCTH;
cs2Label OuKCHPOBAHHOE 3HAYCHUE — - ~ PE3YJILTAT COOBITHS GE30MacHOCTH;
orderUid — cyOBEKT JocTyma
cs2 Wnentudukatop 3asiBKU Wnentudukatop 3asBKH, Ha OCHOBAHUM KOTOPOW MPOHU3OIILIO
cobbiTue u3menenus OLLIC
outcome PesynbraT coObITHs Bo3MoskHbIE 3HAUEHUS:

— SUCCEeSS — COOBITHE 3aBEPIIMIIOCH YCIICIIHO;
— failure — coObITHE 3aBEpUIMIOCH HEYCHIEIITHO

)¢ DBOX
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X-IDBox

Ha3zBanue coObITHA label ‘ Krou (KEY) ‘ 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
Co0bITHS, CBS3aHHBbIE ¢ HACTPOHKAMH CHCTEMBI
CoObITHe Havyasa Co3JaHus SECURITY_SETTINGS_OR | dtz OUKCHPOBAHHOE 3HAYCHUE — YacoBoii mosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHe PUKCHPYET HAYaJI0 CO3AAHUS
3asiBKM HA U3MEHEHUE DER_CREATE_START Europe/Moscow (UTC). 3asiBKM Ha H3MEHEHHE HACTPOEK
HACTPOEK 0E30IaCHOCTH JlorupoBaHue coObITHI 6€30MAaCHOCTH IPOU3BOIUTCS B 0€30MacCHOCTH.
4acoOBOM T10sic€ MOCKBBI @duKCHPYIOTCS CIIEAYIONINE TTapaMeTPh:
source OuKCHpPOBaHHOE 3HAUYECHUE — HcTounuk coObITHs 0€30MaCHOCTH — THUII COOBITHS 0€30TIaCHOCTH,
XIDBOX — JlaTa v BpeMsi COOBITHS OE30MacHOCTH;
suid Wnentudukatop npodpung Y3 | Unentuduxarop npodmis Y3 noiabp30BaTens, KOTOPHIA — HICHTHUKAHOHHAT HHOPMALHs
T0JIB30BaTENs MHUIMAPOBAJ M3MEHEHHE HACTPOEK 6e30MacHOCTH MCTOUHMKA COOBITHS Oe3onacHocTH;
outcome PesynbraT coObITUs Bo3MoskHBIC 3HAUCHUS: ~ Pe3YJILTAT COOBITHS Oe30nacHoCTH;
— cyOBeKT JocTyrma
— SUCCESS — COOBITHE 3aBEPIINIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoGnitre coznanus 3asBku Ha |SECURITY_SETTINGS_OR | dtz PuKCHUPOBAHHOE 3HAYEHUE — YacoBoii mosic, B KOTOpOM ObLITO 3a(pUKCUPOBAHO COOBITHE CoObiTHE QPUKCUPYET cO3IaHuE 3asBKH Ha
M3MEHEHHE HAaCTPOEK DER_CREATE_FINISH Europe/Moscow (UTC). M3MEHEHHE HAaCTPOEK OE30MacHOCTH.
0e30macHOCTH JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B @uKCHPYIOTCS CIIEAYIONIHE TapaMeTpPhI:
4acCOBOM Mosice MOCKBBI — THUII COOBITUS O€30MaCHOCTH;
source ®UKCHPOBAHHOE 3HAYCHUE — HcTounuk coObITHSI 0€30MaCHOCTH — JaTa u BpeMsi COObITHS OE30MacHOCTH;
XIDBOX — UaeHTU(PUKAIMOHHAA HH(POpMaLUs
suid Wnentudukatop npoduns Y3 Wnentudukatop npoduns Y3 nmonbp3oBatens, KOTOPbIIA HCTOUHMKA COOBITHS Oe30nacHocTH;
MOJIb30BATEIIS WHUIIMAPOBAI U3MEHEHHE HACTPOEK 0€30MaCHOCTH ~ PesynbTaT cobrITs GesomacHoCTH,
— cyOBEKT JocTyIa
cs2Label dUKCHPOBAHHOE 3HAYCHUE — -
orderUid
cs2 WNnentudukarop 3as1BKu WNnentudukaTtop 3asBKH, HA OCHOBAaHUU KOTOPOH OKUIaeTcs
U3MEHEeHHEe HacTpoeK 6e30MacHOCTH
outcome PesynbTat cobbITHS Bo3MoxHbIE 3HAaUEHUSA:
— SUCCESS — COOBITHE 3aBEPIITUIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPITHIIOCH HEYCIIEIITHO
CoObITHE U3MEHEHMS SECURITY_SETTINGS dtz @OUKCUPOBAHHOE 3HAUYECHUE — YacoBoii nosic, B KOTOpOM ObLI0 3a(hUKCUPOBAHO COOBITHE CoObITHE PUKCUPYET U3MEHEHHE HACTPOEK
HACTPOEK 0e30MaCHOCTH Europe/Moscow (UTC). 0€30MacHOCTH (JIOTHPYETCs B MOMEHT
JlorupoBaHue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B nepexo/1a 3asBKH Ha M3MEHEHUE HaCTPOEK
4acoBOM Mosice MOCKBBI 0e301acHOCTH B (PMHATILHOE COCTOSHUE).
source OuKCHPOBaHHOE 3HAUCHUE — HcTouHuk coObITUs 6€30MacHOCTH OUKCUPYIOTCS CIEAYIOIINE TapaMeTpPhl:
XIDBOX — THII COOBLITHS O€30IMaCHOCTH,
suid Unentuduxarop npoduns V3 | Unentudukarop npoduis Y3 nons3oBaTens, KOTOPbIi — JlaTa ¥ BpeMs COOBITHs O€30MaCHOCTH;
M10JIb30BATENS MHUIMUPOBAI U3MEHEHHE HACTPOEK OE30MaCHOCTH — HIACHTH(UKAIMOHHAT HHOPMALHS
cs2Label DUKCHPOBARHOE 3HAUCHIC — — HCTOYHUKA COOBITHS 0€30MacHOCTH;
orderUid — pe3yJsbTaT coOBITHS O€30MacHOCTH;
= — CyOBEKT JocTyIa
Ccs2 Wnentudukatop 3asBKu Wnentudukatop 3asBKH, HA OCHOBAHUU KOTOPOU MPOU3OIILIO
U3MEHEeHHEe HacTpoeK Oe30MacHOCTH
outcome Pesynbrar coObITHS Bo3MoxHbIE 3HAaUEHUS:

— SUCCEeSS — COOBITHE 3aBEPIIMIIOCH YCIICIIHO;
— failure — coObITHE 3aBEpUIMIOCH HEYCHCIITHO

)¢ DBOX
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X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
CoObITHe Hayasa CoO3JaHus CERTIFICATES_SETTINGS | dtz @UKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOpOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObITHE (UKCHpPYET MOMEHT Hadaia
3asBku Ha m3MeHeHue ciiucka | ORDER_CREATE_START Europe/Moscow (UTC). CO3/IaHUS 3asIBKM HA M3MEHEHHE CITHUCKA
paspemieHHbIX Y 1] JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B paspemeHHbIx YII.

4acoBOM Mosice MOCKBBI OUKCUPYIOTCS CIEAYIOIINE TapaMeTphl:
source OuKCHpPOBaHHOE 3HAUCHUE — HcTounuk coObITHs 0€301aCHOCTH — THUII COOBITHS 0€30TIaCHOCTH,
XIDBOX — JlaTa v BpeMsi COOBITHS OE30MacHOCTH;
suid Wnentudukatop npodpung Y3 | Unentuduxarop npodmis Y3 noiap30BaTes, KOTOPbIA — HACHTH(UKAIHOHHAS HHPOPMALHS
MOJIb30BATENS MHUIMAPOBAI U3MEHEHHe crircka Y1 HCTOUHMKA COObITHS Oe30nacHocTy;
act HeiictBue ¢ Y1 Bo3moxHbI€ 3HAUCHUS: — pesynETar cobermas GesonacHoCTH,
— ADD — no6aBnenue Y1I; ~ cybBeKT Roctyna
— DELETE — ynanenue Y|
outcome PesynbTat cobbITHS Bo3MoxHbIE 3HaUEHUSA:
— SUCCESS — COOBITHE 3aBEPIINIIOCH YCIICUTHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoOniTre coznanus 3asBku Ha |CERTIFICATES_SETTINGS | dtz DUKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOPOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObITHe PUKCHPYET MOMEHT CO3/IaHUS
HM3MCHEHHUE CITUCKA _ORDER_CREATE_FINISH Europe/Moscow (UTC). 3asIBKM Ha M3MEHCHHE CITHCKa
paspemeHHbIX Y 1] JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B pa3pemieHHbIX YII.
4acoOBOM M0sce MOCKBBI DUKCUPYIOTCS CIIEAYIOIINE TapaMETPHI:
source OuUKCHPOBAHHOE 3HAUCHUE — HcTounuk coObITHs 0€30MaCHOCTH — TUN cOOBITHSI 6€30MaCHOCTH;
XIDBOX — JlaTta u BpeMs COObITHS 0€3011aCHOCTH,
suid Wnentudukatop npodpung Y3 | Unentuduxarop npoduis Y3 noib3oBaresns, KOTOPbIH — HACHTH(UKAIMOHHAS HHOPMALS
MOJTE30BATEIS WHUIMAPOBAI U3MEHEeHHe crrcka Y] MCTOUHMKA COOBITHS Oe3onacHocTH;
cs2Label @OUKCHPOBAHHOE 3HAYCHUE — - ~ P3YJILTAT COOBITHA De30nacHoCTH;
orderUid — cyOBeKT JocTyma
Ccs2 Wnentudukatop 3asBKu WnenTudukaTop 3asBKH, HA OCHOBAaHUHM KOTOPOU OXKHIAaeTCs
coOBITHE U3MEHEHUS criicka Y1
act HeiictBue ¢ Y1 Bo3moxHbIe 3HaUEHUS:
— ADD — no6aBnenue Y1I;
— DELETE — ynanenue YII
outcome PesynbTat coObITHS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — COOBITHE 3aBEPILNIOCH YCIELIHO;
— failure — coObITHE 3aBEPIITHIIOCH HEYCIIEIITHO
CoGniTre msmenenus cniucka |CERTIFICATES_SETTINGS | dtz DUKCUPOBAHHOE 3HAUYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHe PUKCHpPYET U3MEHEHHUE CITUCKA
paspemeHHbIX Y1 Europe/Moscow (UTC). pazpemieHHbIX Y1 (JJOrUpyeTcs B MOMEHT
JlorupoBanue coObITHI 6€30MaCHOCTH IPOU3BOIUTCS B nepexo/1a 3asBKM Ha M3MEHEHHUE CITUCKa
4acoBOM nosice MOCKBBI pazpemieHHbIX Y1 B puHanpHOE
source DUKCUPOBAHHOE 3HAYECHUE — Hcrounnk coObITHS 0€30TTaCHOCTH COCTOSIHHE).
XIDBOX PuKcHpyIOTCA CIEAYIOIINE TapaMeTphI:
suid Wnentudukatop npodpung Y3 | Unentuduxarop npodmis Y3 noiab3oBaresns, KOTOPbI — TUN cOOBITUsI 6€30MaCHOCTH;
MOJb30BaTEIIA VHUIMUPOBAJ U3MEHEHUE cniucka Y 1] — JaTa U BpeMsl COOBITHS O€30I1aCHOCTH;
cs2Label @OUKCUPOBAHHOE 3HAYECHUE — — — HACHTHUKAIMOHHAT HHOPMALHS
orderUid MCTOYHHKA COOBITUS 0€30MacHOCTH,
cs2 Nnentudukarop 3asaBKu Nnentudukarop 3asBKM, HA OCHOBAHWU KOTOPOW MTPOU3OIILIO ~ PE3YJILTAT COOBITHS GE30MacHOCTH;

coOBITHE N3MEHEHHS cricka Y1

— cyOBeKT JocTyna
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X-IDBox

Ha3zBanue coObITHA label Krou (KEY) 3unauenue (VALUE) Onucanue KJiIK0Yed U MX 3HAYEHUT Onucanue coObITHS
act HeiictBue ¢ Y1 Bo3moxHbI€ 3HAUCHUS:
— ADD — no6aBnenue Y1I;
— DELETE — ynanenune V1]
outcome PesynbTat cobbITHS Bo3moxHbIe 3HaYeHHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIICIIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIIEIITHO
CoOpITHE Hauaga CO3TaHMS TEMPLATES_SETTINGS O | dtz DuKCHPOBaHHOE 3HAYEHUE — YacoBotii 1osic, B KOTOpOM ObLIO 3a(hUKCUPOBAHO COOBITHE CoObITHE PUKCHPYET HaYaI0 CO3aHUS
3asiBKM HA U3MEHEHUE RDER_CREATE_START Europe/Moscow (UTC). 3asiBKU Ha
mabJIoHa yBETOMIICHUS JlorupoBanue coOBITHI OE30MTACHOCTH MTPOU3BOIUTCS B nobaBneHne/M3MeHeHue/y TaneHne mabdaoHa
4acoOBOM T0sice MOCKBBI YBEIOMJICHHSI.
source DUKCUPOBAHHOE 3HAYECHUE — HcTounuk coObITHS 0€301acCHOCTH DUKCUPYIOTCS CIIEAYIOIINE TapaMETPBI:
XIDBOX — THO COOBITUA 0E30IIACHOCTH,
suid Wnentudukatop npoduns Y3 Unentudukatop npoduns Y3 nonbp3oBatens, KOTOPbIA — JlaTa ¥ BpeMs COOBITHs O€30M1aCHOCTH;
OJIL30BATEI WHUIUUPOBAT U3MEHEHHE 1a0JI0HOB YBEIOMIICHUN — HACHTU(HUKAMOHHAsA HHPOPMALHS
outcome PesynbraT coObiTus Bo3moxHbBIC 3HAYCHHUS: HCTOYHHKA COOBITHA OE30MACHOCTH, _
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCIIEIIHO; ~ PE3YJILTAT COOBITUA esonacHoCTH;
— failure — cobObITHE 3aBEPIINIIOCH HEYCIIEIITHO ~ CyOmexT foctyna
CoObiTre coznanus 3asBku Ha | TEMPLATES_SETTINGS_O | dtz @OUKCUPOBAHHOE 3HAUYEHUE — YacoBoii mosic, B KOTOPOM ObLI0 3a(hUKCHPOBAHO COOBITHE CoObITHe PUKCHPYET MOMEHT CO3/IaHUS
HM3MEHCHHE I1a0JI0OHa RDER_CREATE_FINISH Europe/Moscow (UTC). 3asBKH Ha
YBEIOMIICHHUS JlorupoBanue coObITHI OE30MMaCHOCTH MTPOU3BOIUTCS B nobaBneHne/n3MeHeHue/ynanenue mabdaoHa
4acoBOM Mosice MOCKBBI YBEIAOMJICHHSI.
source OUKCUPOBAHHOE 3HAYECHUE — Ucrounnk coObITHS 6€301TaCHOCTH DUKCUPYIOTCS CIIEAYIOIINE TapaMETPBI:
XIDBOX — TUN cOOBITUsI 6€30MaCHOCTH;
suid WNnentudukarop npopunst Y3 | Unentudukarop npoduis V3 mosb3oBarensi, KOTOPbIi — J1aTa ¥ BpeMs cOObITHs 6€30MacHOCTH;
10JIb30BATEIS MHULMUPOBAI U3MEHEHHE 11a0JI0HOB YBEIOMIICHUN — HICHTHUKAIMOHHAs HHOPMALIHs
cs2Label DUKCHPOBAHHOE 3HAYCHHE — — MCTOYHUKA COOBITHS 0€30IaCHOCTH;
orderUid — pe3yJsbTaT coOBITHS O€30MaCHOCTH;
= — CyOBeKT JocTyra
Ccs2 WNnentudukarop 3assBKu WnentudukaTop 3asBKH, HA OCHOBAHUU KOTOPOW OKHUIACTCS
coObITHE N3MEHEHHUS 1a0JIOHOB YBEIOMIICHUI
outcome Pesynbrar coObITUS Bo3MoxHbIE 3HAaUEHUS:
— SUCCESS — cOOBITHE 3aBEPIIMIIOCH YCTIEIIHO;
— failure — coObITHE 3aBEPIITHIIOCH HEYCIIEIITHO
CoObITHE U3MEHEHUS TEMPLATES_SETTINGS dtz DUKCUPOBAHHOE 3HAUYEHUE — YacoBoii nosic, B KOTOpOM ObLIO 3a(hUKCHPOBAHO COOBITHE CoObITHe QuKcupyer
1mabJIoHa yBeTOMIICHUS Europe/Moscow (UTC). nobaBneHne/n3MeHeHue/y1anenue mabdaoHa
JlorupoBanue coOBITHI OE30MMACHOCTH MIPOU3BOIUTCS B YBEAOMJICHHS (JIOTUPYETCS B MOMEHT
4acOBOM T0siceé MOCKBEI Tepexo/1a 3asBKH Ha H3MEHEHHUE MalI0HOB
source DUKCUPOBAHHOE 3HAYECHUE — Hcrounnk coObITHS 0€30TTaCHOCTH YBEJIOMJICHHH B ()MHATLHOE COCTOSTHUE).
XIDBOX PuKcHpyIOTCA CIEAYIOIINE TapaMeTphI:
suid Wnentudukarop npoduns Y3 | Unentudukarop npoduis Y3 mosib3oBaress, KOTOPbIit — TUN cOOBITUsI 6€30MaCHOCTH;
I10JI30BaTEIA HMHUIIMMPOBAJI U3MEHCHUEC rabJI0HOB yBe,Z[OMHeHI/Iﬁ — JlaTa 1 BpeMs coObITHs 0€3011aCHOCTH;
cs2Label @OUKCUPOBAHHOE 3HAYECHUE — — — HACHTHUKAIMOHHAT HHOPMALHS
orderUid MCTOYHHKA COOBITUS 0€30MacHOCTH,
cs2 Nnentudukarop 3asaBKu Nnentudukarop 3asBKM, HA OCHOBAHWU KOTOPOW MTPOU3OIILIO ~ PE3YJILTAT COOBITHS GE30MacHOCTH;

cOOBITHE U3MEHEHUS Ia0JIOHOB YBETOMJICHUH

— cyOBeKT JocTyna
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X-IDBox

Ha3zBanue co0nITHS

label

Krou (KEY)

3navenue (VALUE)

Onucanue KJiao4Yei U X 3HAYECHHU I

Onucanue coObITHS

outcome

PesynbTar coObITHS

Bo3MoxHbBIE 3HAUEHUS:

— SUCCESS — COOBITHE 3aBEPIIMIIOCH YCIIEIIHO;
— failure — coObITHE 3aBEPIINIIOCH HEYCIICIITHO
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